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(5 /) ABSTRACT

A method fizr cryptograplnc kcy provzszonutg utcludcs, vza

a maut authenncatzon sert cr (MAS), gcncratutg a lira! secrct
kcy and registcnng a chen! by pcrfizunutg a lira! portzon of
a hrst instmtce of a distributed tlzresho)d oblivzous pseudo-
nsndom function 1 he first instance of the functzon results in
the client obtaining a root secret key and the MRS obtaining
a correspondin root public key. The method includes
authenttcatin the client to the IvLszS by performing a lirst
portzon ol' szuond uzstancc of thc dzstnbutcd threshold
oblzvtous pseudo-random lime!ion The second uwttmcc of
the function results in the client obtaining the root secret key
Information stored by the client, the first secret key. and a
second secret key genemsted by a support authentication
server ure inputs to at least one of the first and second
instances of the distributed threshold oblivzous pseudo-
random funcuon.
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PASSWORD-AUTHENTICATED PUBLIC KEY
ESTABLISHMENT

('1(OSS-Rl ii&1!Rl(N('l l TO itf)I,A'f 1&D

APPI,I( A'I'ION

[0001J Priority is claimed to U 5 Provisional patent
Application No 02/941,90g, filed on Nov. 29, 201&), the
entire disclosure of which is hereby incorporated by refer-
ence herein.

FIELD

[0002] The present invention relates to a method and
sysh:m for publ&c kcy establ&slunem, for miIhmiticating
users. dnd lhr gencrauug user messages wluch ciuuiot bc
rcputhd(cd.

BACKC(ROUND

[0003] In thc conicxt of chen(-scrvcr dpplicauons (cg.,
online fxu&king, Interact of things ('*IoT"), ctc.), a clmut
authcnhcates a scrvcr by means of the server's digital
certificate whereas, in most of the cases, the server authen-
ticates the client by nieans of a password (e.n, a password
supplied by the client). In case ofdispute. messages from the
server, if signed with its private key, can be ascribed (e
dttnbutcd) withou( amb&gu&ty to thc author. Tlus Is not
possible, however, for messages from thc clmnt.

SUMMARY

[0004] In an embodiment. the present invenrion provides
a method for cryptograpluc kcy provisioiung including, via
a mrna authenhcdhon server (MAS), generaIuig a lira( secret
key and registcnug a chcnt by pcrfomiing a lira( portion of
a hrst instance of a distributed threshold oblivious pseudo-
random hinction 1 he first mstance of the function results in
the client obtainin a root secret key and the I&L&&S obtaining
a corresponding mot pubic key. The method includes
duthenucaung thc clmnt to thc 1&LAS by perfornun a first
portion of a sixond usa(ance of'hc ihstnbutcd tlucslx&ld
oblivious pseudo-rundom I'unction. The second uwtancc of
the function results in the client obtaining the root secret key.
lnforniation stored by the client. the first secret key. and a
second secret key generated by a support authentication
server are inputs to at least one of the first nnd second
instances of thc distnbutcd tlucshukl obliv&ous pseudo-
random func(ion.

BRIEF DESCRIPTION OF THE DRAWINCTS

[0005] Embodiments of the present invenrion wdl be
dcscnbmi in even grca(cr detail below based on thc cxcm-
plary ligures. Tlm present uivcntion Is not lmuted to thc
exemplary embodiments All features descnbcd and/or Illus-
trated herein can be used alone or combined in different
combinations m embodunents of the present invention 'I he
features and advanta es of various embodiments of the
present invention will become apparent by reading the
followuig detail&xi descnption with rcfi:rcnce to Ihc attached
drawings wluch dlustrate thc fi&flowing:

[0006] FIG. 1 &llustrntes a method lor registration accord-
&1'lg to all co&boil&I&le&it of tile pi'csea( If&volition

[0007J I'l(i. 2 illustrates a method for authentication
according to an embodiment of the present invention

[0008] FICI. 3 is a block diagmsm of an exemplary pro-
cessing system, winch cmi be conligured to perform any and
dll oper&&hi&us ihscloscd hcI'chl.
[(B)09J FI(i 4 provides an instantiation of A PAKI ( (reg-
istratinn phase). according to an embodinient of the present
invention.
[00101 FICI. 5 provides an instantiation of A PAKE (au-
thentication phase), according to an embodiment of the
present uivmition.

DETAILED DESCRIPTION

[0011] In an embodiment, the present Invention provides a
method fi&r crypto rapluc kcy cstabhslunen( Thc method
includes, v&a a maui au(hmitication scrvcr (MAS), gcncra(-
ing a first secret key. A support authentication server ()A))
generates a second secret key. lite cheat registers with the
MAS by perfomting, &vith the MAS, a portion of a threshold
oblivious pseudo-randont function„and with the SAS. the
remainin portion of a threshold obhvious pseudo-random
fr&action. le&Ofhng ul Ihc el&ca( rib&du&fig a root scmct ki:v
whereas 1VLYS and SAS obtdui tlm corresponding root pubhc
key
[00121 According to an embodiment, the client mithenti-
cates to the MAS by performing, with the MAS, a portion of
a tlucshold obhvious pseudo-random function. mid with thc
SAS, thc rema&nui portion of a tlueshold obl&v&ous pseudo-
msndon& functinn, resultin in the client obtaining the saine
root secret key obtained during registmstion Next, the client
creates a fresh asynunetric key pair that includes random-
ness provided by the M;AS, and signs it (e.g.. the fresh public
key of the asymmetric key pair) ivith the root secret key
whcrcas thc sc&vct vi:Ilfics Ihc slgndhlri: with Ihc corrco
spouding root public ley. A password stored ou thc clicn(,
the first secret key of the MAS. and the second secret key of
the SAS are inputs to the distributed threshold oblivious
pseudo-random function used durin registmstion and during
authentication.
[0013] In an embodimmit, thc prcseni uivcut&on pmv&dcs
a ntethnd fiir cryptographic key pmvisioning including, via
a niam authentication server (MAS), generating a first secret
key. A support authentication server (SAS) generates a
second secret key. The method includes„with the Ms&S,

registering a client by performing a first portion of a tirst
instance of a distributed Qucshold obl&vious pseudo-random
function with thc cheat. The SAS pcrfornw a second port&on
of the first instmice of the threshold oblivious pseudo-
msndon& hinction with the client As a result, the client
obtains a root secret key, the Ivfs&S obtains a correspondin
mot public key, and the SAS obtains the corresponding root
public key.
[0014J In an enibodinient. the niethod includes. via the
MAR authenticating the client to the MAS by performing a
first portion of a second instance of the distributed threshold
oblivious pseudo-random function. The SAS performs a
second portion of the second Instance of thc tlucshold
oblivious pseudo-random Iunction. As a result, thc client
obtains the root sccrm kcy.
[0015] In an embodiment, the client creates a fresh asym-
metric key pair based on randomness supplied by the MAS,
s&gns at least a portion of thc Ibcsh asymmctnc kcy pair w&(h

the root secret kcy, and uansnuts (hc st@&cd portion to the
MAS. Thc method includes. according to an embodimcn(,
via the MAS, verifying the signed portion with the corre-
spondmg runt public key A password stored by the client,
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the first secret key of the MAS. Snd the second secret key of
thc SAS are inputs to the lirsl and second insnmces of the
disuibuted tlucshold obhvious pseudo-random funcnon
[0016] Non-repudiation of user messages is 8 dcsirablc
property in a number of sucnanos. For cximiple. ui an online
bankmg appbcauon, thc banking server may ask the user
(the client) to authenticate requests to, e o.. transfer funds to
other accounts. I.ster. in case of dispute, the server may wish
to prove to a third party (e.g.. a court) that the user bsd
indeed requested the disputed operation. Similarly. in Inter-
net-OILTlungs (IoT) applications. Ihe proccssui server may
wish lo pinpouil thc owner of Ihc device thai producut a
specific data rcport.
[0017] A potcntuil solution levcra cs "cloud-based PKI."
Thc principle ls that each user (clmin) has a uiuquc public
kcy uilbastnmture (PKI) ccrlilicdtc stored on 8 server ui thc
cloud Users authenticate to the server (via passwords or
one-tinle codes) and a8k the server to sign messages on their
behalf.
[UUIUJ 'this design, however, does not alloiv a third party
to confirm v hich signatures were geiniinely produced bv the
user and lvhich si natures resulted from an impersonation
attempt (e.g . a malicious party authenticated to the certifi-
cate-storing server via thc user's password). Since thc server
ho)ds ihe user's cerulicale, lt is possible Ihal lhc server could
have used the certificate to sign inauthentic messages (e g.,
messages generated by the malicious party authenticated to
the certificate-storing server via the user's password) on
behalf of the user Thus, a user could deny bavin authored
a signed message by cLaiming that the signanire lmd been
apphcd by lhc server without thc user's consent (e.g., by the
nulhclOUS pilrty'ith Iicccss lo lhc Uscl 8 pllsswiild fol lhc
certificate-storing server)
[0019] Furthennorc, cvmi lf thc SI~IUI kcy (c.g.. thc key
withm thc user's ccrulicdtc) is derived from (e.g., via
hashing) the user's password (e o . by using a password-
based key derivation function such as PBK))112), the
server storing the password could derive the same secret
key and sign messa es on behalf of that user. Even in a case
where the server holds 8 (salted) one-way function of the
password, a brute-force snack could allow Ihc server 10

delcrmuie the correct secret kcy.
[0020] In an embodiment. the present invention provides

password-based authentication pmtocol m wluch users
pni d leis' lb L'I hi lie scen:I kc)'l 8 flesh dsvnunctnc kcv pd 1r

whereas the correspondmg public key is learned by ixith the
user and the server If the key pair is used to ~ ign messages
front the client to the sever (C.g.. the client signs messages
via the secret key and the server verifies the sigtatures via
the public key), the server can later demonstmte (e.g.. prove)
to a llurd party auditor that signed massa cs werc enuincly
produced by thc user. Thereby, massa cs generated by the
user are non-repudiable or, in other ivords, cannot be repu-
diated
[0021] The mnboihment enhances sccunty of computer-
netivorking authentication pmtocols (eg., cryptographic
pmtocols) in that malicious servers or other entities cannot
(if certain conditions are satisfied as discussed belov )
fraudulently sign messa es that were not produced by the
user or duthonzcd by thc user (i.c., lhc mahcious cntilics
cmuiol sign mcssagcs on behalf ol thc user). As a result,
users cannot (if Ihc conditions are present) ldlsely disclaun
signed messages Accordingly. the mithentication systeni
pmtects against false electmnic information and malicimis

devices by ensuring that messages are vahd (e.g., authentic)
and cimnol be disclaimtxi as invahd (c.g., inaulhenuc).
Therefore, thc embodiment improves thc sccunty ol'om-
puter networks and crypto raphic conlmunication protocols
[0022] In an embodiment„ the present invention provides
a method for cryptograplfic key provisionin, the method
tnclUihng, vnl 11 nnlnl iliilhcntlcatlon server. gcnclatnlg 8 filsl
secret kcy, registering a cbcnt by performing a lirst portion
of a first instance of a distributed threshold oblivious
pseudo-random function. the first instance of the function
resultuig in the client obtaining a root secret key and the
main authentication server obtaining 8 corresponding root
public key: and authenticating the cheat to the main authen-
tication scrvcr by performing a lirst portion of a almond
instance of thc distributlxt llucslxild obhvious pseudo-ran-
doni function, the second instance of the fiuiction resulting,
in the client obtaining, the root secret key. Information stored
by the client. the first secret key. and a second secret key
generated by a support authentication server are inputs to at
least one of the tirst and second instances of the distributed
tlueshold oblivious pseudo-random I'unction.

[UU23J In an embodiment, the main authentication server
keeps the first secret key private such that neither the client
nor the support authentication server receives the first secret
key. In an embodiment, the support authentication server
keeps Ihc second sccrci kcy private such that ncilhcr Ihe
chcnt nor the main authcnncation scrvcr rcceivcs thc almond
secret key.
[0024] In an mnbodnnmil, lhc nlanl IIUlhcntlctlllon scivcl
pclfonns thc fip'I ponuin ol Ihc 01st UISL'incc of lhc fUnction
in contunction v, ith the client and the support mithentication
server has, prior to the mithenticating, perfornied a second
portion of thc first inst;lllcc of thc flulctlon nl ciilllUnctlon
v ith the client. In an embodiment„during the authenticating,
lhc sUppoll inlthcntlcdfion scil cr pcrfonns 8 second polllon
of Ihe second instance of the funcnon, mid thc uifonnallon
stored by the client, Ihc lirst six rat key, and thc second secrct
key are inputs to both the first and second instances of the
distributed threshold oblivious pseudo-random function
[UU25J In an embodiment. the first instance of the function
results in the support mithentication server obtaining the
corresponding root public key. In an embodiment. the main
authentication server receives. from the client, at least a
portion of a fresh asymmetric key pair that lms been si ned
by lhc client and vcnlics, with Ihc corresponding root pubhc
kcy, the signature.
[00261 In an embodinient, the client has created the fresh
asynunclric key pair based on randomncss supphixi by thc
main authentication scrvcr and has signed the at least 8

portion of the fresh asymmetric key pair ivith the root secret
key ln an embodiment. the fresh asyninietric key pair
includes a fresh public key and a fresh private key, the client
has signed the fresh public key with the root secret I ey. and
has transmitted the sigvned fresh pubic key to the main
d inhcnt Icilt Ion seri cr.

[00271 In an embodiment, after registration and beiiire
authentication. the client lms cleared the mot secret I ey ibom
memory, Ihc root simret kcy obtaIULSI dunng registration
being equal lo Ihc rout scmret kcy obtained during authen-
tication. In an embodiment. the information stored by the
client includes a user passivord.
[0028] In an cmbodimmit, thc fresh asynunctnc kcy pair is
cmnputed based on nsndoniness supplied by the client and
mndomness supplied by the niain authentication server In
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an einbodiment. the root public key obtained by the lnain
authentication server has been ccnllied wllh a digital sig-
nature belonging io Ihc support euthenics non scrv cr so ilmi
the fresh asymnletric key pair is unambiguously lxlund to
the user
[0029] In an cmbodunent, the main authenucauon server
generates the first secret key in response to receiviilg oile or
both of a user id and a hrst output based on a hash of the
information stored by the chent. In an embodiment. the main
authentication server computes a second output based on the
lirst secret kcy mid trammiis thc second output lo ihc client,
and ihc root secrct kcy obtained by ihe client durulg the
authentication Is based on Ihc inlilrmauon stored by the
client. the second output, and a third output computed by the
support authentication server based on the second secret key.
[0030] In an cmbodunent, the present invention provides
a tangible. non-transitory computer-readable medium hav-
ing instnictions thereon which, upon being executed by one
or more pmcessors, alone or in combination. provide for
execution of any of the methods disclosed herein.
[003 I J In an embodiment. the present invention provides
a main authentication server including one or more proces-
sors, lvhich alone or in combination. Bre configured to
provide for perl'onnance ol' method for cryptographic key
provisioning. In an mnbodimenb thc method ulcludes, via
the one or more processors of the inain authentication
server generating a first secret key; registering, a client by
performing a first portion of a first instance of a distributed
threshold oblivious pseudo-random function. the first
instance of the function resulting in the client obtaining a
root scwrct kcy and thc main authentication scrvcr obimnulg
a correspondulg root pubic kcy: and auihcnucaung the
client to the main authentication server by performing a hrst
portion of a second instance of the distributed threshold
oblivious pseudo-random fiulction, the second instance of
the function resulting in the client obtaining the root secret
key. In an embodiment, information stored by the client. the
lirsi sixret key, Bnd B second siwrci key generated by a

support milhmlucanon scrvcr are ulpu0 io at least onc ol thc
fir:t and second instances of the distributed threshold obbvi-
ous pseudo-random fiulction
[0032] As discussed above, an embodiment of ihe present
invention addresses security risks in computer-networkiag
mithentication by pmviding a cryptographic signature
scheme such that user messages cannot be disclaim'I e.,
repudiated by the user). In an embodiment. the present
invention enables clients, by using a password. to create an
asynunculc kcy-pair lbr signature schcmcs basod on thc
discrete log assumption. Tlus is advmuagcous in apphca-
tions such as online banking or io'I'.

[0033] In onlulc banking, for cxamplc, ml mnboiluncni of
thc prcsmlt invmitlon cnablcs thc banking scrvcr (c.g.. a
nlain server) to authenticate the client's messages so that the
client cannot disclaim such messages in front of a third
party, such as an independent processin system belonging
to an authority (e g.. a governmental authority such as a
coilrt).
[0034] In loT systems, an embodiment of the present
invention ensures that data v ithin a report sent by a client
(e.g., a sensor on a vehicle, a mobile device. or an apphancc)
w as authentically gcncra lcd by thc device thai purports to be
thc author of Ihc rcport. In Bn embodimcnl. Ihc main scrvcr
(e B., the banking server or a central server for controlling
ioT systems) cooperates with a support server during user

re istration and authentication. Various features in this sce-
nario have ilnalogs lo culrcni fcilcratixl Bulhcnncanon sci:-
narlos ol nllllil-filcklr ailihcnucatlon sccna11os nhcle nnll-
tiple servers cooperate to authenticate a user
[0035] In an cmboihmeni, the user account Is bound io thc
user's identity via one or more (c.g., multiple) mcclranisms
(e g, during registmtion of the user's account with the
servers). Ilor example. the user account can be associated
v ith a nationai identifier (ID) if a user has an electronic ID
(eID) document capable ofdigitally si ning transactions and
the onc or both of Ihc main server and thc support server
challcngcs thc user io sign ai least pari ol Ihc registration
transcript. Altcmaiivcly, or ln addition, ihc user account can
be associated ivith an email address or phone number and
one or both of the server: challenges the user (e g, during
registration) to prove ownership of that email address or
phone number (e.g., by sending, via email or text/SMS
messa e. a one-time code that the user must provide. Reg-
islraiion can tlms result in a user having B username and
password unique io the scrvcrs
[0036] In some cmboihmenis. thc user ls a proccssulg
system such that thc user account is bound to ihc proccssulg
system's slcnilty iluough other an uruquc ldcntilicaiion
(e g., via a unique serial number associated with the pnl-
cessin system; a key stored on the processing system in. tbr
example. read-only memory: a unique electromc address
assi ned to the processing system)
[0037] During authentication, a registered user with user-
name and passv,ord, and the two servers (e.g., main server
and support server). each holding a secret key (e.v.. a key
slmrc, as discussed below). cngagc ui an uiicractivc protocol
with ihc user. who possesses (c.g., controls, has domiruon
over) a client device. Iyhen the user is a processing system,
the client device cml be an aspect thereof (e g., a sensor of
the processing system. a computing module of the proceas-
ing system. etc.). At the end of the interactive protocol, the
client obtains a key-pair including a secret key and public
kcy (sk. pk respectively), whereas the maui scrvcr obtains
thc public kcy pk. Tlic cheat can apply the secrct kcy sk to
send authenticated messages (e.g . Signed messages) to the
main server. 'I'he main server can apply the public key pk to
confirm message authenticity (e g., authenticity of the sig;
natures and thus the underlying substantive content of the
si ned messa es).
[0038] The protocol is auditable such that m case of
dispute, Ihc main server can demomiraic io a ilurd-party
audilor (c.g., a tlnrd-party processing system) thai only ihc
client (e.g, the user) could have produced signatures that
verify with the public key pk In other words. messages sent
(and signed) by the client are non-repudiable. The security
of the protocol ensures tlmt, unless all servers (e g.. both the
main and support servers) are malicious, no party except the
user could have derived an asynmlctnc kcy-pair where thc
pubic kcy pk Is attributes) io the user
[0039] Tluis. an auditor thai rccelvcs cvidencc of a pubic
key pk belonging to a iven user (e g. a nlessage with a
signature that the public key pk verifies), can conclude that
only the user knov,s the corresponding secret key sk (and
thus only the user could have generated messa es si ned
with thc secret key sl ). unless all scrvcrs (c.g., both scrvcrs)
are mahcious. In other words, il ilm auditor Irusm Ihai ai
lcasl onc ol'ihe main scrvcr and thc support server Is honest,
then the auditor can confir that a signed nlessage verifiable
with public key pk was pmduced with secret key sk
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[0040] In an embodiment, the client. one or both of the
mam encl/or support servers, andior thc midi(or, alone ur in
combuiation, arc conligurcd to pcrlbrm thc lbllowuig zcro-
knoivledue proof of knowledge of a discrete logarithm
[0041] Let G bc u cychc group of pnme order p with
gcncrator g. A zero-knowlcdgc prool'ul loiowlmlgcol'x such
that y g's a two party pmtocol beuveen apniver P(e g., the
client) and a verifier V (e g . the main server or the auditor)
where the prover P has private input x and both parties have
public input CJ. g, p, y. In an embodiment, private input x is
a generic description of a zero-knowlml c proofol'a discrete
log. Thus, pnvute uiput x can bc die climit's raixlomizcd
contnbution to thc linal secrct key. In an embodunmit, "Ci"

is a cyclic group, "p" is the cyclic gmup's order, "g," is a
enemtor of "(I". and "y'* is configured such that y g x fiir

an x that only the prover knows. Pamsmeters Ci.. Cnd p can
be agreed upon by client and one or both of the servers,
ivhereas "y** can be computed by the clienr (given its
knowlcsige of '*x") and rcvcalcd to thc server. The linal
pubhc ley can be pk=g sk for a rcmdom sk.

[0042] The proiocol can operate as follows. Prover P picks
random (e.g., pseudo-rmidom) rCZa and sends a=g'0 ven-
licr V. Thc verilicr V picks a random CEZs and sends it to P.

liinaily. pmver P computes s r+c"x and sends it to the
verifier V The verifier V accepts (e g., accepts the proof such
that it is convinced that the prover knov:s x such that y=g x)
only if g's equal to a*yfi In an embodiment, "Z„** is the set
of [I,... p— I] where p is pnme. In FIG. 2, the whole proof
is dcnotcxl as "x"

[0043] An embodiment of the present invention applies
tlucshold Oblivious pseudo-random functioiw as descnbcd
below.
[00441 A pseudo-random function (PRF) fatnily is a col-
lcclioii of fuiictioiis sucli tlia1 iio polv'iioiiiial-tiiiic iilgol1!litic
A vvtth access to an oracle compuung 1hc lunclion over
inputs chosen by the algorithm A, could distinguish v ith
significant advantage between the scenario where the oracle
uses a function chosen at mndom from the PRF family and
the scenario where the oracle uses a truly random funcrion.
(Jiven a PRF family. an oblivious PRF is an interactive tv o
party protocol bctwcmn a client C with priva1e uiput x and a
server S (c.g.. onc or both ol'hc mrna server and thc support
sewer) ivith private input k. so that at the end of the
interaction. the client learns y I,(x) but nothing about k,
whereas the server learns nothing about x In an embodi-
ment, k is the index of the function within the huicrion
faniily.
[0045] A (t.n) threshold oblivious PRF (TOPRF) is an
interactive protocol betv een a client C ivith privare input x
and n servers So,... S„each with a share of private input
k, so ihat thc cheat intcracm vs ith a subset S of the servers
in S,...., S„(e g., thc maui and support servers) and lcams
y lii(x) only if the size of subset ) is above a pre-defined
threshold t Accordingly, client G learns nothing about k. nor
does the client C learn anythin about any share ofk held by
any of the servers: hirther, no server lean(a anyrhing about
x. Stanisiaw Jarecki„et al., "TOPPSS: Cost-minimal Pass-

wordd-protcctcd

Secrct Sharuig based on Tlucshold OPRF,"
ACNS (2017). cvhtch i ~ hcrcby incorporated by refermicc
herein, descnbes an efficient TOPRI; which is reviewed in
the following by an instantiation that only uses two servers
S, and S,, i.e.. n=t=2.

[0046J I.et (I be a cyclic gmup of prime order p, let I I, and
I lz be tv 0 hash functions, each mapping arbitrary strings to

Cl. Let the secret input of the servers (e.g., the main and
support scrvcrs) be k( Za encl assume it to be shared such
that k=1 „+kz (i.c., k is based on k, and ks) whcrc k, is pnvme
to server Sc (e.g, one of die main and printery server) and
ki is pnvate to server S, (e g., the other of the main and
primary server). The client, on private input x (e.g., the
user's password). picks r uniformly at random from Z and
sends a=H,(x)'o both servers Si iiid S, On receipt of
mcssagc a lbom thc client. scrvcr S, (i=1,2) computes b,=an
and scuds the same to thc climit. On reccpuon ol massa c b,
from S„and message b, fmm )s. the client outputs y I I,
(x,(b, vbz)'s) In an embodiment. rsk y.
[0047] Reli:rung to FIG. 1. an embodunent ol'hc present
invention includes setup (also called "registmtion") in which
user 11 (e g., via a client controlled by user U) interacts ivith
a main server S, (also called a "first server'* or "iirst
authentication server'*) and a support server S, (also called
a "second server" or "second mithentication server"). Fur-
ther, an auditor A (also called a **tlurd scrvcr") exists that is
conligurcd to resolve a dispute bctwccn the main scrvcr S,
and a user IJ 'I'he miditor A and the two servers can
communicate via authentic channels by, for example, means
of a di ital signature scheme ivhere each party has pre-
stored the public key of the other two. Ciiven a digital
signature scheme, let PKO PK, and PK o be the public keys
of mrna scrvcr S,, suppon server Ss, and auditor A. Similar
to above, lct G be a cyclic group of pnme order p widi
generator g, let I I,. 11 be a hash fiuictions that niap arbitmry
strings to (i. The niain sewer and/or the auditor A can
function as a verifier V, as further discussed below.
[0040J An embodiment includes re istmtion as depicted in
lii(J. I l/pon registration. user U picks a unique userID
(e g., a username) and a passivord pv (also called "pwd").
Each server S, (i=1,2) picks a mndom key k, fmm Z . In an
embodiment, each sert er pwks a rmidom kcy k, (also calicsl
a **key share**) such tluit mi aggregation (c.g., sum) of their
respcctivc keys is equal to k. Tins is ddlhrent thmi prede-
termining k and then havinu each server pick k, such that
their respective sums are equal to k Aggregatiim/sununing
can occur when each key share k, is added. For example. if
ki:53 rind k,=s7. an aggregation/sum of k, and I s can be
110 (i.e.. addition).
[0049] The user U sends userID (e.g.. the client of user U
sends useriD) to both servers S, and Ss. In addition, the user
cuiii sciicl a=H,(pw)L whcrc H, is a hash function (e.g., a
hash function knocvn to both servers) and r is randomly
sclectcd such that rCZ,. In an embodnnent, Z, is the sct of
[I, p— I J where "p" is prinie In an embodiment, all
munbers in the set of Z are prime. Next. the user U and the
two servers S, and S, engage in a TOPRF protocok for
example as described in Stanislaw Jareclu, et al., incorpo-
rated by refcrmicc uboi c, where thc pnvute inputs ol'he user
U mid thc scrvcrs So encl S, are pw, ko and k„respcmuvcly.
[0050] At thc mid of the protocol, user U learns y=F„(pw)
v here k k,+kz At this tinie, the user IJ sets root secret key
risk rsk y and coniputes the corresponding root public key
rpl——g"", The user sends the root public key rpk to both
servers Si arid S,. IJser IJ stores the password pu and userlD
(e g., the client locally stores the same). In an embodiment,
'*g" is a gcncrator of thc group "G" and represents a set of
public pariuuetcrs agrcml upon by the clmnt, one or both of
the servers, anclior the verifier
[IN)51J Tlie last messaue front user U to the server (i.e, the
one containing root public key rpk) is. in an embodiment,
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authenticated by an authentication mechanism muntally
rcvognizcd by tht Wvo sl Ivcm St and Sz. Tins Is depicted In
FIG. I by "authlD". For cxamplc, if user IJ holds an
electronic identity card enabled to digitally sign docuntents,
the user IJ may digitally sign the root public key rpk and tints
authID would be the digital sigtature produced by usin the
user's eID. Otherwise. each of the two severs S, and S, can
send a secret code to the phone number or email address
(c.g.. a unique eltxtrotuc address) of thc user U (c.g., tu thc
client ol'ser U) and ask thc user U to return Ihc code In
order to ven0 the user's possession of the email address of
phone number (e g, the umque electronic address). In tlus
case, mtthID would be a one-time code.
[W52J If the support server 5, verifies the user identity by,
for exantple, one of the above mechanisms, the support
server S. digitally signs &userID, authlD, rpk as received
by the user U and provides the si nature 0 to the main server
S, (e.g., by way ofuser U). Fmally. the main server S, stores
the tuplc &userID. autldD. ko rpk, 0& ut a respective user
database (memory), whcrcas Ihc support server S, stores
&userll), k,& in a respective user database (menxtry) 'I he
support server need not store rpk or mtth I I ). 'I he main server
and the support server can store a respective tuple for each
of a plurality of users.
[W53J I'IG. I depicts a registration pn)tocol An embodi-
ment includes mtthentication (e, post-registration authen-
tication). An embodiment of an authentication protocol Is
illusuatctl In FIG. 2. Thc root secret kcy rsk and root public
kcy rpl computed dunng Ihc mnhent teatton protocol of FIG.
2 can bc equal Io thc root secrct kcy rsk anil root pubic key
rpk computed during the regtstratiott protocol of I'lfJ I In
an embodiment, each user only needs to register once.
[0054[ After registration. the user can engage in the
mtthentication protocol ntultiple times (e g., indetinttely).
ltor example. the authentication protocol can automatically
occur each time a previously registered user wishes to send
a signed ntessage. In embodiments where the root secret key
rsk mtd rout pubic kcy rpk computed during Ihc authcntt-
cauon protocol ol'IG. 2 are equal to thc root secret kcy rsk
and mot pubic key rpk computed during the registration
pmtocol 0 f it it i. 1. the user (e g, the user's client) can delete
(clear) the mot secret key rsk and root public key rpk front
memory after the registration protocol and after the authen-
tication protocol to enhance security.
[0055] As shown in FIG. 2, when the user U wishes to
authcnncate to Ihc main scrvcr S, and 10 gcncratea fresh
asynunctric kcy pmr, thc tlucc parties (user U and Iheservcrs
S, and S,) engage in the following protocol User IJ sends
the userll) to both servers SI and S, The main server S,
retrieves &userID, authID. k,. rpl. a& from its respective
user database. Ivhereas support server S, retrieves &userlD,
k,& from its respective user database.
[0056] Next, user U picks a random xi,from Z „computes
w =gu and sends a=HI(w) to server S, . In addition, the user
can supply C=H,(pw)'. whcrc H, Is a Iutshutg Iilncnou
known to both servers and r is randotnly selected such that
rE/ The three parties now engage in the TOPRI'rotocol
where private inputs are pw, kt 'uld ks. I'Or user U. server S,,
and server S„respectively. At the end of the interaction. user
U lt:urus Ihl: I'001 si:I:rct kc)'sk=FI6tw) whcli: k=kt+k (I.tx,
k Is btlscd tut ki anil k ) Thc 1001 secrct key rsk Obtained
durutg tlus authentication pmtocol can be cxlual Io Ihe root
secret key rsk obtained during the registration protocol of
ltl(i. I

[0057] Main server S, picks random xs from Z„and sends
xs to Ihc user U. User U computes a I'rcsh secrct kcy sk as
sk=xi+xs and thc corrcspondutg Ircsh pubic kcy pk as
pk g'" User U uses the root secret key rsk to sign the fresh
public key where 0" is the resultin signature

[0058] User U sends pk. 0"', w, x. where x Is a zcro-
knowledge proof of knoiviedge of the discrete ktgarithm of
v in base g to nmin server S, Main server SI vcllfies that
z matches I ls(w), that x is a valid pmof of knowledge of the
discrete lo arithm of vv in base g. that oa is a valid signature
of pk under rpk, and tint pk=u,*"". If all checks are
successlul, mrna server S, accepts pk as a vahd pubic key
Of user U (c.g., the mrna sets er accepts that pubhc kcy pk
forms an asymntetric pair ivith a secret key sk that only user
IJ possesses) At this stage. user U may apply secret key sk
to sign messages sent to the main server SI and the main
server S, can verify those signatures by usin the public key
pk.

[0050J When the user is finished signing messages in a
given session, the user IJ can clear the secret key sk from
memory to enhance security. The user U can clear the root
secret kcy rsk lkom memory (c.g., memory of Ihc client) at
thc sanlc tune. Altcnttlnt cist Ihc user U can uuulcilkltclv
I Ic II thc rottt scclct kcv flout nlt nlorv II fti I'l cli I ki )'k h Is
been generated

[0060] A session cmt cnd, lor example. when thc user U
has been inactive for a certain amount of time (c.g.. a
software program applyina secret key sk to sign messages
on the client times-out). Alternatively, or in addition. a
session can end when the main server decides to stop
authenticating massa es verified with pubic I ey pk (e
after a certain amount of tinte has elapsed since sk and pk
have been generated). To begin a ncw session, thc authen-
tication protocol of FIG. 2 can automatically reoccur Io
generate a fresh asymmetric key pair sk, pk 'I'he user 1J can
mttontatically begin a new session each time a previous
session has expired and software ntnning on the client
requires secret key sk to sign messages.

[0061J I he tnethod can further include auditing in case of
a dispute. In this case, ntain server SI may want to demon-
stmte to a third-party auditor A that signatures that verify
under the public key pk were produced by user U To do so,
ul un sclvcl St c In provide Io auditor A thc tuple &userID,
autldD. rpk, 0&. AI tlus stage. auditor A coniinns Ilmt 0 Is
a vahd signature for -userID. authll), rpk& under public key
PK„and that 0" is a valid sianature fi)r public key pk under
the root public key rpk. If both checks are successful, auditor
A concludes that the public key pk belongs to user U (e.g.,
that messages signed with secret key sk were authentically
authorcd by user U).

[0062] Embodiments ol'hc present utvmtuon provule a
number Of improvcmcnts and advantages. For example, a
method fitr providing a non-repudtablc mcssagc accordutg
to an embodiment of the present Invention includes onetu'ore

of the following steps:

[0()63J I ) l)sing a threshold oblivious pseudo-random
function betvv can a user and a main server and a support
server so that the user can retrieve a secret I ey (e
root secrct kcy) from Ihe user's password, whcrcas Ihe
corresponding pubic key (e.g., root pubhc kcy) Is
known to Ihc user;md Ihc main server. In an embodi-
ment, the support server does not need to know: the root
public key.
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[0064[ 2) Applyin, by the user, the secret key retrieved
by the user ul step I) to ccnify a fresh asymmetnc kcy
pair computed using randonuless contributed by both
the user and the nlain server

[00651 1) (:ertifying the public key of step I) with a
digital sigttature produced by the support server so that
the fresh asymmetnc key pair of step 2) can be unam-
biguously bound to the user.

[00661 In an embodiment of the present invention, a
method lor user uuthmllicalion ulcludcs onc or morc of thc
following 9(cp9.

[00671 I) Seuing up two aulhenucauon servers. onc
nlain and one support. each ivith a secret key (e.g, each
with a respective secret key such as k, and k. in l1(I.
I).

[0068[ 2) Registerin a user to the authentication serv-
ers by piclnng a password. running the threshold oblivi-
ous pseudo-random I'unction bctwccn (he user mid the
lwo servers so that lhc user obtains a root scmrct kcy,
whereas the mam server obtains the correspondiag
public key (e.g. mot public key) certified by the
support server.

[0069] 3) Authenticatin the user by ninning the tlnesh-
old oblivious pseudo-random function (e... Ihe same
function applied in step 2) betv'een the user. lvith a
pa99word 99 prlvtllc Illpol, Bnd thc lwo sclvcls, click
with their respcctivc siorct keys as pnvale ulpul, so lhal
the user obtains a mot secret key. In an embodiment,
the root secret key of step 3 is the same root secret key
of step 2. The root secret I ey can be used to authenti-
cate a fresh key pair. In an embodiment. every time the
user wishes to authenticate. the user retrieves the mot
secrct kcy and uses thc same to certify a fresh key pair.

[0070] The method can I'urthcr include one or boih of the
followulg steps

[00711 4) Applying, by the user, the root secret key to
certify a fresh asynlmetnc key pair

[00721 5) Menfying, by one of the servers. the validity
of the certified fresh asymmetric key pair by using the
root public key (i.e., based on the root public key).

[0073] Thus. embodiments of thc present ulvenlion enable
a client to geilerate ait asymmetric key pair by using a
password and advantageously ensures that im other party,
without knowledge of the password. may have created the
same key pair. In contrast. current password-based key
derivation protocols allow for creation of a synunetric key,
w luch is less useful Ihan an asymmclnc key in al 1 ca el some
digital signature applications.

[0074J 'Ihe client can be one or more devices (eg, a
desktop, a laptop. a mobile phone, a smart-card. a sensor
etc.) controlled by a user who wishes to interact with the
scrvcrs. Any tasks tlrat are dcscribcd as bc performcsl by thc
user can be understood as being, in an embodunent, pcr-
fornuxf by the client and vlcc-vcraa. In an embodimmlt, thc
user and clieilt correspond to the same pnicessina system In
an embodiment, one of the user and the client is a processing
system (e.g.. a processing system of a vehicle. a processing
system for contmlling home appliances, a processin system
of' mobile device) and lhc other of thc user mid (he clmut
Is Bn eb'inenl of lhc proccaslng svslcnl (c.g.. 9 sensol such
as a camera. a globul-positioning system, ml accclerometcr,
a tenlpensture sensor, a pressure sensor, a motion sensor,
etc ). 'I'he protocols disclosed herein cause the user and

client to automatically cooperate to obtain secret key sk. The
user/client apply secre( kcy sk to sign mcssagcs conlainulg
smlsor reiulings.
[00751 In an embodiment, the main server and the support
server are independent pkstfonns (e.g.. processing systems)
sequestered in difi'erent locations. The main server and the
support scrvcr can bc configured to cxclusivcly conumuu-
catc over the Intcrnct (c.g.. unconnected via any nclwurk
other thml the Intenlet). In an embodiment, the main server
and the support server do not directly communicate Instead,
any information sent from the main server to the support
server md vice-versa is routed tiuough the client.
[0076] In an cmboihmcnt. the auditor is a platform (c.g.,
pmcessing system) independent of the main server, the
support server, and the client 1'he auditor can be configured
to perform an activity (e.g., send a message to the client)
after confinnin that public key pk is asymmetrically paired
with pm ate key sk only known to the client. The message
seal from thc auditor lo the client cau bc encrypted with
public key pk such lhal only lhc climln with pnvale kcy sk.
is capable of decryptin the message
[0077] Refi:mug lo FIG. 3, a processing system 300 cml
include one or morc processors 302, memory 304, onc or
nxire input/output devices 306, one or more sensors 308, one
or more user interfaces 310, and one or nlore actuators 312
Pmcessing system 300 can be representative of each com-
puting system disclosed herein includin one or more of
(c g., all ol) user/chen(, thc main scrvcr, thc support server.
slid thC ill allliir.

[00781 Processors 302 can include one or more distinct
processors. each having onc or morc cores. Each of'he
distinct processors can lral e Ihc same or difierent structure.
Processors 302 can include one or more central processing
units ((.'PUS), one or more graphics processing units
((IP(fs), circuitry (e.a, application specific integrated cir-
cuits (ASICs)), digital siytal pmcessors (DSPs), and the
like Processors 302 can be mounted to a conunon substmste
or lo nnilliplc dilli:rent subslralcs.
[00791 Processors 302 are conti ured to perform a certain
function. method, or opemstion (e.g.. are configured to pro-
vide for pcrfomumce of a function, method. or operation) al
lcasl wlmn onc of lhc onc or morc of llm distinct processors
is capable ofpertiirming operations embodying the function,
method, or operation Frees~sore 302 can perform open-
tions embodying the fiulction. method, or openstion by, for
example. executin code (e.g., interpreting scnpts) stored on
memory 304 and/or traflickin data tluough one or more
ASICs. Processors 302. and thus processing system 300, can
bc conligurcd to perform, automatically, auy and all fimc-
tions, methods, and openstions disclosed herein 1'herefore,
pmcessing system 300 can be conhgured to implement any
of (e o., all of) the protocols, devices. mechanisms, systems,
and methods described herein.
[(N)80J For example. lvhen the present disclosure states
that a method or device perfomls task "X*'or that task"X*'s

performed), such a statement should be understood to
disclose that processin system 300 can be confi ured to
pcrfoml (ask "X*k Processing system 300 is configured to
pcrfoml a lunclion, mcihod, or operation al least when
pmcessors 302 are configured to do the same
[0081] Memory 304 cml include volatile memory, nim-
volallle nlcnlolyq alai Bnv'lhcr olefiant cBpablc of slonng
data I tach of the volatile nlemory. Oon-volatile memory, and
any other type of memory can include multiple ditferent
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memory devices, located at nndtiple distinct locations and
each luiving a diilbrcnt structure. Memory 304 can ulclude
ICI1101011'oS(t:il (C.g., Cloild) Stoldgc.
[0082J lixmnples of memory 304 include a non-transitory
compmer-readable media such as RAM. ROM, fiash
menu&ry. EEPROM. any kind of optical stora e disk such as
a Dx/D„a Biu-Rayg disc. magnetic storage. holographic
storage„a IJDD. a SSD. any medium that can be used to
store program code in thc loml ol mstruclions or data
structures. and Ihc hke Any and all of thc melhods, func-
tions. and operations described herein can be fully embodied
in the form of tangible and/or non-transitory maclune-
readable code (e g.. interpretable scripts) caved in memory
304.
[0083] Input-output devices 306 can include any compo-
nent for trafiickulg dale such as ports, mllcnnas (I.c.. !rans-
ci i vers). printed conductive paths, and lhe like. Input-output
devices 306 can enable wired conununication via (JSBIII,
Displayporrg, IIDMI2L lithernet. and the like Input-output
devices 306 can enable electronic, optical. magnetic. and
holographic. conununication with suitable memory 306.
Input-output devices 306 can enable v,ireiess conmlunica-
uon 1 ia WiFIBV Blucloolb Rs cellular (c g., LTE flb CDMA R,

GSMJI . WIMaxtib, NFCJI ), CIPS, and thc hkc. Input-output
devices 306 can include wired and/or wireless comnlunica-
1100 p'lthv Bvs

[0084] Sensors 3(kq can capture physical ineasurements of
environment and report the same to processors 302. IJser
interface 310 can include displays. physical buttons, speak-
ers. microphones. keyboards, and thc like. Actuators 312 can
cruiblc processors 302 to control mcclmiucal lorces.
[0085] Processing system 300 can be distributed. For
example. some components of processing system 300 can
reside in a remote hosted network service (e, 0 cloud
colllplltillg cllvlrollillclll) while othix conlptillcnls of pro-
ccssulg system 300 can rcsidc ul a local computing system.
Pmcessin systenl 300 can have a modular design where
certain modules include a plunslity of the features/functions
shotvn in IIIG 3 I'or example. I/O modules can include
volatile memory and one or more processors. As another
example, individual processor modules can include read-
only-mmuory and/or local caches.
[0086J limbodiments of the invention are further
described below. An embodiment relates to audi&able asym-
metric password authenticated public I ey establislunent

I. Overview

[0082] As discussed above, non-repudiation ol'messages
enemted by users is a desirable feature in a number of

applications ranging front online banking to IOT scenarios.
However. it requires certified public keys and often results
in poor usability as a user must store a certificate (e.g, in
nlcmtiiy iif thc elicit( device such ds 111 B slnBI(-cdld). A
user-I'ricndly altcroativc is to have a "cloud-based" PKI. As
dll 0vcrvl t 0, cac)i 11 st I )ills a PKI ccrll licdlc storcil Bl 11 scl vcr
in the cloud: users authenticate to the server via passwords
or one-time codes and ask the server to sign mewsages on
the users'elmlf As such. there is no way for the server to
prove to a third party that a signature on a given message
0 de authorised by a user as opposed to a (lurd-parly with the
user's password Further, bccausc Ihc server slores lhc user's
cirtilicd key. (hc server may have signed drbilrary messages
in an attempt to impersonate that user In other words, a user
could deny having signed a message, by claiming that the

signature ives produced by the server without consent. The
same holds in case the secrct kcy is denvcd detcrmuustically
from lhc user*a password, lor the scrvcr, by knowul the
password. may still impersonate the user
[0088] An embodiment prot ides a '*password-Only** solu-
tion to non-repudiation of user messages by ultroduculg
Auditable Asynlnletric Password Authenticated Public Key
Establishment (A PAKI I). 'I'his is a PAKI:-like protocol that
generates an asymmetric key-pair v,here the public key is
output to every participant. but the secret key is private
output to lust onc of the parties (e.g.. Ihc user). Further. (he
protocol can be audited, i.c., given thc publm kcy output by
a protocol run with a user, the scrvcr can prove to a third
party that the correspondina secret key is held by the specific
user I hus, if the user signs a message with that secret key,
then the message is non-repudiable. Provided is a univer-
sally composable construction of ASPAKE and an instantia-
tion based on a distributed oblivious pseudo-random func-
tion.
[0089] Non-repudiation in online applications is often
baSCd 011 dlgltid siglldlllrt:S Illld PKI ccruliCB(t'S. GIVC&l (hal
most servers hold a PKI ccrtilicatc. Bon-rcputhtttton of
messages genera(ex) by a sert cr can bc achieved. Thc same
is not tme ftir messages sent by users, since users often
mithenticate to servers using only-entropy passwords (non-
repudiation of users messages would be trivml to achieve if
users had PKI client certificates: however. PKI client cer-
tiiicdtcs hinder the user cxpcriencc as users cml only
conniwt to the scrvcr Ibom devices whcrc thc ceruiicate is
installed).
[0090] However, non-repudiation ol'ser messages is a
dcsirablc property ul a number of sccnauos For cxtunple, in
an online banking application, the banking server may ask
the user to authenticate requests to, e g, transfer fiulds to
other accounts: later on, in case of dispute, the server may
wish to prove to a third party (e.g., in court) that the user had
indeed requested a specific operation. Similarly. in IoT
applications thc processulg scrvcr may wish to pulpoult thc
owner of thc dcvicc lluit produced a spccilic dale rcporu
[0091] A solution leverages "cloud-based PKI'* where
each user has a PKI ccrlilicate stored at a scrvcr in the cloud,
users authcnticau: lo thc server vui passwords or onc-time
codes mid ask the server to sian messages on their belmlf
This design is used by a number of companies and natiiulal
administnstions I'his desi n, however, does not allow a third
party to tell which signatures were genuinely produced by
the user and which were the result of an impersonation
attempt by lhc scrvcr or a malicious Ihird-party with thc
user's password. Since the server holds the user's ccrulicatc
and could sign any nlessages on his behalf, that user could
deny having signed a messaae, e g, by clainling that the
signature was produced by the server without consent
[(N)92J 1)lis issue arises even if the signing key is derived
from the user's passlvord (e... by using the PI3KDF2
key-derivation function). The server by storing the pass-
word may derive the same key and sign messa es on
behalf of a user. Similarly. if the server holds a (salted)
onc-way fuimtion ol'hc password. a brute-I'orce a(nick
allows thc server to derive thc correct kcy.
[0093] Password-duthcnticatcd kcy exchange (PAKE)
dllowS IWO pilltlCS 10 till(hell(ICII(C Blxl Iollltl)'S(BbllSh a
strong cryptograpluc kcy by relyulg solely on a common
password. Iiolvever, PAKI! protocols deal with symmetric
keys and are thus ill-suited for certain applications since
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knowledge of the symmetnc allows any of the two parties to
authenticate mcssugcs on behalf of Ihe olhcr.
[0094] Solving the problem of non-repudiation for users
that only use passwords can include d PAKE-like protocol
that gcncralcs an asymmclnc key-pair where the public key
is publm output, but thc secret kcy is pnvdtc output lo onc
of lhe parries Non-repudiation is relevant for auditability,
i e., ivhen third parries can attribute messages to their
senders.
[0095J 'I hus. an embodinient provides that the party
receiving only the public key to be able to prove that the
corresponding secret key must have been generated by its
peer. That is. given u transcript T of u client-server protocol
where ihe client C rixmvcs a kcy-pair sk, pk (secrct kcy and
pubhc key rcspcctivcly) and thc scrvcr S only lcams thc
pubhc kcy pk an embodiment provxlcs llml lhe scrvcr is
able to prove to a third party that only C could possibly knov
the secret key sk matching (e g, asymmetrically pairing
with) the public key pk output by T.

[0096J Auditing a transcript i e, attributing a public key
to an identity~ften requires establishing and verifying user
"identities". An embodiment provides identity creation and
management for users. For example, if users hold eIDs, the
onc of ihe registenng user ctm be verified at regislranon time
dnd bound to hw nc)s account. Later on, dunng miditutg, a
public key can be attributed to the holder of the ID used
during re istmtion I'his is the identity bootstrapping ntecha-
nism that asks user to sign the registration transcript v ith
their elD (by using a smart-card reader attached to a PC).
Another option would be for users to re ister with u unique
clcmroiuc address (c.g., an email address). durutg regislra-
uon. the user must prove owncrslup of an email address
(e u., by receiving a one-tin)e code in his inbox) and the new
accoluit must be bound to that email address During audit-
ing, a public key can be attributed to the holder of that email
address used during registration. In a similar fashion. iden-
tities can be verified by means of mobile phone numbers
(c.g.. olu:-liliu: codiw scill via lcxl Illcssagcs).
[0097] In an embodiment, a third party can be convinced
that a particular public I ey was created by a user only if the
server cannot frume users by crealulg kcy-pairs on lhcusers'ehalf.If key-pairs are generated from passv,ords, an
embodiment ensures that only users know their hill pass-
words; yet the entbodin)ent still (i) allows the server to
mithenticate users. and (iij prevents the server from nx)unt-
ing OQline bmte-force attacl s.

[tlt)98] An embodiment splits the password among several
servers Ivith the goal of miti sting password leaks due to a
server breach. Therefore, an embodiment introduces nud-
tipie servers to mlthenticute users, so that unless all servers
arc malicious. thcv cannot irtmle a user (c.g.. by runnuig an
olllule brute-lorcc attack lo rccovcr lus password). In the
hvo-server scenario. a "nlain server obtains the public key
as output of the protocol, and may later on turn to a third
party for auditing purposes i.e., to prove that the public
key belon s to a specific user while a "secondary" server
(also called a "support server") suppotts its peer main server
in authenticating users and cooperates lo produce auditing
evidence. As long as one of lhe servers is honest, tlurd
parties can pinpoint public keys output by the protocol tn the
user that engaged in the execution.
[0099] An cmboduncnt Ibm)ally provides a cryplograpluc
pmtocol ivith the above properties for the hvo-server sce-
nario. called ASPAKIi An embodiment practices an ideal

functionality of ACPAKE that captures the security require-
ments ofnon-rcpudiauon ol'Ihc keys eneratcd by a user and
non-Ihamcabilily from malicious scrvcrs. Further. an
embodinient provides a pmtocol that realizes the function-
ality of A PAKII and proves it secure In the universal
composability framework of Canetti. A key ingredient of an
embodiment of the protocol is a distributed oblivious
pseudo-random function. An embodiment introduces a pro-
totype Implcmcnlauon written ui Python. Provided are thc
rcsulls of an evaluation carnixl out to assess lluoughoub
latency, and con)munication overhead

2. Password/Based Cryptography Ovcivtcw

[0100] The basic iden of password-bused cryptography is
to design protocols with strong cryptographic guarantees by
relying solely on low-entropy passwords
[01011 The PKCS 5 standard shoes how to use pass-
words to derive synmtetric keys to be used for (symmetric)
cllcryptlou i)l'llcss'Igc Buthclltlcultiou. Pulssword-Authcnil-
cated Kcy Exclmngc (PAKE) eimblcs t)so parties, hokiulg
thc same password, lo authenticate mutually and to establish
a symmetric key ln the client-server settings, compronlise
of the password database at the server may be nutigated by
sphtting passv,ords among nudtiple servers. Threshold
PAKE (TPAKE) borrows from tlueshold-based cryptogra-
phy and distributes the authentication functionahty across n
scrvcrs in a way such lhdi thc client uuthenlicdlcs success-
iiilly only if il coopcrdics with at least t&n scrvcrs. Pass-
words are not leaked as iona as the adversary conipmmises
t— I or less servers. Most 'I'PAKII protocols allow the client
to establish paitwise-independent keys v ith each of the
servers.
[0102] Password-Authcnucated Public-Kcy Encryption
(PAPKI i) enhances public-key encryption with passwords
In particuhsr, generation of a key-pair Is hound to a password
and so is encryption. Iqence„deciyption of a ciphertext
reveals the original message only if the password used at
encryption-time matches the one used when the key-pair
was gcncrated. Thus. PAPKE prcscrvcs coniidcntiality
dcspitc a man-ul-thc-middle that repluces llm pubhc kcy of
the receiver (as long, as lhe adversary does not guess the
receiver*s passv,ords when generating its public key).
[0103] Password-based signatures have been proposed in
where thc signature kcy is split between the user and a scrvcr
dlui 11)c user s sharc Is cssclll)BII)'is pd saw ord so lhBI lhc
user can create signatures v ith the help of the server. 'the
server does not authenticate users and that it could recover
the hdl signing key of any user by butte-forcing the pass-
v ord User authentication and resistance to brute-force
attacks for passv,ord-based si~tures were introduced in,
thai rcquircs users to carry a pcrsooal dcvicc such as a smart
c 'll d.

[0104] Passwords-hardening services enable password-
bused authentication while mitigating the consequences of
passvvord database leak. Thc Idea bclund password-harden-
illg scrviccs Is to pair Ihc dulhciitlcBtloll scrvcl w ilk B

'*cryplograpluc scrvicc*'hat blindly computes (keyed)
hashes of the passwords. The password database at the
authentication service stores such gashes so that a leak of the
database does not reveal passwords. unless the key of the
cryptographic service is contpromised.
[0105] PASTA proposes password-based threshold loken-
based authentication where the role of an identity provider
in a protocol such as OAuth (https:/!Oauth net/j is distributed
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across several part&es and the user obtains an authentication
token only by Buthm&1&ca&ing Io a threshold number of
servers.
[0104] Password-Protected Secrct Shdruig (PPSS) alluws
user to securely store shares of a secret eg, a crypto-

raphic key on a set of servers while reconstmction is only
feasible by usin the ri ht pa~sword or by cornipting more
than a given tlueshold of servers. There are important
d&lli:rmiccs bctwixu mnboduncnts ol'&PAKE and PPSS.
First, PPSS docs not solve the problem ol'ser au&bent&ca-

non. Further, ui au mnbod&mcn&, A&PAKE prov ales forward
security leakage of a password does not compromise past
sessions and outputs high entropy keys despite a malicious
client or server. Also, compromise of the PPSS servers
immediately reveals the user password: if all A&PAKE
servers arc comprom&sixl, in an embodiment. a brute-force
attack &s sull rcqu&red to leam the password therefore
lugh-entropy passwords may s&ill olli:r security. Fuially, an
embodiment embeds auditability in the A&PAKI& function-
ality whereas it is not clear liov: to make VPSSS auditable by
a tlurd-party.

3. A'PAKE

3.1 the Unix crsal Composab&h&y Model

[0107] Basic features of the Universal (:omposability
model (also called "Canetti**) are revieived. In general tern&a,

a protocol II UC-realizes an ideal Ihnctionality .'F with
ac&up assumption g &f thcrc exists d PPT sunulator S such

that no PPT env&roument 2 can distuiguish an cxecut&on of
thc protocol II wlueh can interact with IheseIup as sump&&on

9 from a joint execution of the simulator S v ith the ideal

funcuonahty X . The cnviro&uncut 2 provides Ihe mpu&s Io
all the parties of the protocols. decides which parties cornipt
(considered is static corruption, where the environment
decides the corrupted parties before the protocol starts). and
schedules the order of the messa es in the networks. When
specifying an ideal luuctionality, thc "delayed outputs"
terminology of Canctt»s used. Namely, when a func&ion-
dlity 9 sends B public (resp private) delayed ouIpu1 M Io
party P, an embod&nient is configured such that M i ~ first sent
to the simulator (resp the sinn&Lstor is notified) and then
forwarded to P, only after acknowledgment by the simulator.

3 2 Ideal liunctionalin

[0108] An embod&ment of the &deal functionality
9', mxx, prcscnted ui TABLE I, &s desvubcd. As uxhcated
abm e. a "chent'* includes one or more devices controlIOI by
a specific "user" The client &s thus configured to perforni
and iniplement any functions that the "user" i ~ described to
perfiirni. An embodunent provides a number of clients [Ci,
..., ('„1, and two non-colluding servers S,. Ss. The &deal

funcuonahty can be extended morc than two scrvcrs, obtaui-
ing security as long as oue of thc scrvcrs is honest (&.e., no&

nialicious); however, the exempLsry case of two servers &s

described for s&mplicity

[0109] The server S,. &s designated as the "main** server.
II is thc sci& cr that learns the clmnt's hey so &t can venfy
messages signed by thc clmnt that nims to mi mid&tor &n

case of dispute. Thc other scrvcr S, is desigiwtcd as '*sup-
port" server (also called the "secondary server") and &s

conficured to help the ma&n server authenticate users and,

importantly. to produce auditin evidence. In an alternative
embodiment, both seri crs loam the clmnt's publ&c key and
Cil&1 IBICI &EquESI dudltulg.
[0110] At registration, each clieni can subm&t &ts passu urd
to the ideal functionality, ivhich registers it. I&ven if lxith
servers are corrupted, the password is not leaked In an
embodiment. the only way fiir an attacker to leak the
password is by using the "test passv, ord" interface. The ideal
fuuct&onahty notifies both servers whencvcr Ihe adversary
tests B &lcw password, Illcrcfo&c: (&) If BI lcdst o&lc of Illc
server is bones&, then only "online" brute-force attacks on
the passv ord are possible: (ii) if both servers are corrupted,
Chen the attacker can carry on "oil(line" brute-force attack &ill

the password.
[0111] In an embodiment, the latter property requires the
simulator of the protocol, playing the role of the ideal-model
adversary, Io bc able to dcscct oil&linc password tests made
by thc real-world adi crsary. However. when bo&h the scrvcrs
are corn&pted, the adversary can carry on the tests locally,
namely witlmut sendin any niessage. 'I'hus, an en&bodiment
involves a non-black-box feature that allows the simulator to
extmct a password test from adversary. An embodiment will
follow B strate y similar by makin use of the random oracle
model to obta&n such cxtractdbihty property.
[0112] In an embod&ment. the &deal funct&onahty &s con-
figured to output a Ihesh kcypmr at every run, so to achicvc
forward-secrecy namely, the leakage of a password does
not con&promise the secret keys output by earlier executions
Moreover. as long as either die client C, or the server S, is
honest (e.g., generation of the key pa&r can only involve the
client and server S,) and the passv, ord was not leaked. i.e.,
cornip&(sul. j)CI, Ihc ideal Ihnctional&ty provides corrcct-
ncss, namely, Ihc public kcy race&vcd by thc sets cr corre-
sponds to the secret key received by the client In an
embodinient, the ideal functionahty reg&sters the key-pair in
the database ofkey-pairs only when the servers S, is honest.
When the server is conupted. it can always deny to have
executed the protocol.
[0113] Fat&Illy. Illc ulcal lu&&etio&laity c&&sures &lo&1-Iran&E-

ab&1&ty and non-rcpuihdbihty. For thc I'onncr, im aud&tor
cilnnol bE co&lvulccEI &lid& il pl&bile kcy'cloiigs to B&1 1&o&lest

client if that client did not actually produce the key-pair
jo&ntly with the servers. 1'his holds as long as the password
of the client is not corrupted. Both servers could be mali-
c&ous but still cannot frame the client, if. for example, the
passivord of thc cl&ent l&as high-mitropy. For uon-rcpud&ab&l-

iIy, im honest scrvcr with a transcript of Bn cxccunon w&th

a 0&ossibly malicious) client. can convuicc Ihe aud&tor Ihat
the secret key matching the public key in the transcript
belongs to that client.

4. VC-Secure Protocol

4.1 Setup

[0114] An embodiment lcvcrages funcuonal&t&cs 5 «.r«,
F xa~., F ao and F

& as, which model autlienticated chan-
nels, key-registration, random oracle, and comnion refer-
ence string, respectively
[0115] Further, an cmbodimmit leveragcs the &deal func-
t&onality 9 mc„c Ihdt realizes a (2, 2)-Qucshold Obhvious
PRF. Code Ibr &mplcmcnung an embod&ment of thc &deal

fr&net&of&ality 5 in«dr aPPears in 'I'AIII Ii 2 See .Iarecki et
al., incorporated by reference alxive
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[0116] An embodiment of:F roc» Produces unifomily
random outputs, cvcn ui case of adversarial choice of the
involved pro etc kcy (shared by thc two servers). It maui-
tains a table 'I'(', ) storing the PRI'valuations and a counter
vector tx( ) for each server, used to ensure the involvement
of the two servers on each completed evaluation An
entbodiment makes use of the multi-session extension of the
ideal functionality .'F ro»sm as follows.

[0117] When invoking thc fimciiondlity an embodunent
includes a sub-session identifier said in such a way that

vvhenever the hatted functionality 3 ro»x is queried 1111

input (sid. said, m), it lira( checks whether there is a ruruung
(c.g.. cxecuttng, tnstanttatcd) copy of .'F rorsx wtth session
identitier ssid and, if so, activates (e g,, engages) that copy
with niessage m Otherwise, it invokes a nev copy of
7'»»a¹ with inPut (said, m), and links to this coPy the
subsession identifier said. In an embodiment. (see. e.g.,
TABLE I, TABLES 3-5. FIG 4. and FIG. 5) there are two
lilv'1:ls of 1:xecutlons, namclys thc client 5 ltxlex (j) plilys thc
role ol thc said. while for each chant considered are difii:rent
independent queries to the same function (i.e. tiir a fixed
key) tagged with a query label qid

4 2 Description of Protocol

[0118] A descnPtion of a Protocol realizing 7'd ama fmm
the setuP features '.F iio -F dr»sr -7 xxx (F rorar and 7 css
follows w tth reft:rance to TABLES 3-5. In an mnboduncnt,
thcsc lunctions arc ideal luncuonahucs ol cryptograpluc
pnnnui es. F „, rw can be an authcnticdtcd chmuicl. It can be
instantiated. for example. by a digital signature scheme
where the sender has a key-pair and the receiver has the
corresponding public key. Fxax can be a I ey registration
function. It could be instantiated by a bulletin board where
pubic keys arc matched to xlenunes. Fxo can be a random
oi'ilcic dni! ciln bi: lltstalltldtixl with hash iunctlinis. Fr as can
bc a conunon rcfcrmice ~tnng fimction anil can be mstanti-
ated by a tnisted mithority picking public parameters.

[0119] In an embodunent, the protocol includes (e
consists oi) three phases: (i) registration, in which the client
registers Sv 1th the two servers S, imd S „(n) authentication,
in which tlu: cheat and thc server S, produce a fresh and
du thenuca ted key pair, and (ui) audit, in w lurh the server can
pmve to the auditor the relation betvveen clients and public
kevs.

[0120] At rcgistrauon of a new clmnt, thc servers initiahze
a ncw Iresh instance of 7 riiasx (wluch m mi embodunent
of the protocol is translated to sampling a pair of secret keys
shares for the 'I'0PRI 'rotocol). 'I'hen, the client and the two
servers run 7 ro»». where the client's private input is the
password vvhereas each server uses its secret key share (e
additive sharc of a total or aggregate secret key) as a private
input. The client receives thc evaluation of the OPRF that is
parsed as a secrct kcy sk¹EZ

„ for a DLOG-based signature
schemes Other embodiments of the protocol could use any
I:Illx('MA secure signature scheme I'inally, the client,
applying the interfaces provided by F doin. can send an
authenticated messa e to both servers with the public key
Pl 'g''. In an embodiment, using thc 7"

dr»11 setuP
assumption for thc last step is necessary, to buid a clmnt
identity with public kcy pk" Also, thc server S, si ns the
public key pk¹ produced, thus witnessing the successhd
registration of the client

[01ZI] During authentication, a registered client and the
two scrvcrs run agam thc instance of the F rcaxx assoctatcxI
with thc client. Once again, the secret input of the chant is
a password ivhereas each server inputs the secret key share
determined during registration 1 bus. the client recovers the
secret key sk'L Concurrently. client and server can run a
coin-tossing protocol (e.g., a randomized protocol) to pro-
duce a DLOCi key pair. Such protocol ensures randomly
gcncratcd keys. Additionally, thc last message ol'hc clienL
which ulcntilies uniquely thc key-pair, is authenucatcd with
a signature under the key pk'.
[0122] Ai miditing tlute If sl fi'cr S~ 'wants 10 111 nlonsti'Iic
that a public kcy pk belongs to a client C, thc server cmi
pmvide, to the auditor, (I) the signature received by Si at
registration time on pk¹ mid the client*s identity 1, and (2)
the signature received by the client at authentication time on
pk.

45 Insta11(ia11011

[01231 We novv describe an instantiation (i.e., embodi-
ment) of 7'~»,~ tluit, in turn, lci cra es thc 2HasltDH TDH
ice(an(intron of 7 ro¹ax. For simplicity, an embodimcn1
applies the seine cyclic group to generate key-pairs as output
by Xd adxa and to instantiate the underlying distributed
OPRF.

[01Z4] Let Ci be a cyclic group of primer order p with
generator g. Also let H. H,, and Hs be three hash hnictions

ranging over r(0, I}, Ci. and Z,. respectively. Given an
input x and a Icy k lyom Z „, function f¹(x) i ~ H„(x.H,(x) )

(whcrc kcy k is shared (c.g., addiuvcly split) among the
scrvcrs).
[t)125] FI(i 4 describes an embodiment of the registration
pmtocol v here dashed arrov s indicate broadcast messages
The client (', and the nvo servers S,, and Ss, nui the OPRF
protocol vvith private input the passv, ord pv, a I ey share k„
and a key share k,, respectively. Note that I 1

'uld k, are
chosen within thc proiocol lhr that specilic clienL Thc
pnvate chen('s output is sct as its secrct key sk¹ with
corresponding public key pk" 1 he pubhc key is sent by the
client to both servers via an authenticated channel so that
pk" can be hound to a client identity Iixamples of an
authenticated channel appear in Section l. above. One
option is for the client to sign pk¹ with its digital ID (e
eID) so to bind the pubhc kcy to an ID number. Server Ss
signs thc public key rect ived by the clmnt and provides S,
with tlm signature thereby winiessing a correct client reg-
istration. At the end of the registration. the user niust only
remember the username ('nd password In an embodiment,
S, remembers (i.e., stores) the client's username and the
key-share k,. Svhereas S, stores the tuple (C, I o pk", a).
[01261 In turn. FICi. 5 describes an embodiment of the
autlmntication protocol (dgmn, dashed arrows depict broad-
cast chiuuicls). The output kcy-pair sk, pk is gcncrated by
using rmidonuiess pmvided by both the cheat and S,, but the
secret key sk is only learned by the client 'I'he distributed
OPRF protocol is run (as durmg registmtion) so that the
client can recover sk* (e.g., the root secret key) and mithen-
ticate the newly-generated public key pk. Server S, accepts
the public kcy only if it was correctly gcncrated by thc client
and thc signature on tluit pubhc kcy venlics under kcy ph".
[0127] An embodiment ol the audiung proccdurc is
described (iiven the transcript of an authentication protocol
with client (: (ivith output pk), server S, recovers the tuple
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(C. k,. pk", az) stored durin registmtion. and sends to the
auditor the tuplc (C, pk, 0"L pk'. az). Thc aud«or conlirnm
that (&) S, witnessed thc rcglstrauon ol pka by chen( C and
(ii) pk yves certihed by pka (e g, the root public key) In
other words, the auditor confions that aa is a valid signature
of the fresh pubic key pk under key pl e. and that a. is a
valid signature of the message C[pl" under key pk, the
public key of S,. If both checks succeed, the auditor con-
cludes thai pk belongs to client C.

5. Evaluation

[0128] An embadiment Of the Su&a&pc inatantiutiOn Pre-
scnlcd ul the previous section ls now dcscnbed. Thc mnbodl-
mcnl is w r«ten in python with Ihc Charm-crypto hbrary (sec
http Dcharm-crypto 10/) for cryptographic operations.
l(CI)SA is inatant&ated over elliptic curve prime

1 ')2v1
as the

digital signature scheme. Thus, signature eneration and
verification take one- und tv o-point multiplicutionb. respec-
tively. Further each signature amounts to two elements in
Z,. The sana: curve was used to instunnate the 2HashDHP
TDH distributed OPRF. Rlmdom oracles v,ere umtanliated
with Si IA256.
[t)129] 1 heoret&cal overhead. LVC now pmvide a theoreti-
cal evaluation of the computation and conununication over-
head of the protocols in FIC)S. 4 and 5. For elliptic curve
operations, reported are the number of point multiplicutions
(mults).
[0130] During registration& thc chcnt computes 2 nnihs
and 2 hashes: apart front a username. the client sends two

mup elements and a signature I'his signature i ~ the one that
S, sends to S, at the end of the registration protocol in FIC).

4. The client serves as a proxy betyveen the two servers,
yvhich Lack a dedicated connection (and, in an embodunent,
do nol Know Ihc rcspectivc clcclroluc address of lhe other
scrvcr). Durulg uuthenucduon. Ihe clicnl computes 6 nnihs,
one sig&mnire and 3 hashea, apart from a username. the client

sends 3 group elements. a signature„a pmof of knowledge
of ifscletc log (onc ~Cup cpcnlcnl and onc cpcnlcnl hl Z, ),
deci onc bligh.

[0131] At registration time. server S, computes a sin le
cxponcntlalion and &critics Ihc vahdily of a slgrmturc, «
sends onc group clemmlt. Dunng authcntmdtlon, S, com-
putes one exponentiation and one hash. It also verities a
signature and a proof-of-knoyvledge of discrete log (twi1
mults). S, sends one group element and one element in Z

[0132] Dunng rc tetra(ion, server Sz computes one cxpo-
nentiation and one signature; it sends one group element and
a signature (to the client that will f0&ward it to S,) During
authentication. S computes one exponentiation and sends
one group element.

[0133] Baseline comparison. As a baseline comparison for
ASPAKE, an emboduncnl lmplmuenls a chcnt-acrvcr proto-
col that enables (i) Ule server lo authcnucate thc client and
(n) both of the server nnd client to gcncralc an asynunclnc
key pair such that the secret key is only learned by the client
i&or example, client and server can nul a d&stobuted coin-
tossing protocol (i.eo a randomized protocol) similar to the
one of FIC). 5 (e.g., the client sends H(gu) for random x&,
lhc scrvcf scuds rdncionl xs, lhc clmnl sets sk=xc.xa dnd
snide pk=g'").

[0134] Further, Ihc client derives a )&LAC kcy fmm Ihe
passyyord (e.g.. yia PBKDF2) and uuthmlllcales the pubhc
key pk 'I'he server uses the password to denve the smne
MA('ey and accepts pk only if the MA('ent by the client
is valid. This embodintent of the pmtocol does not ensure
non-repudiation (since either party could have created and
MACed a key-pair), but it serves an example of how to
aullmnlrcale chcnm nnd create lrcsh kcy-pairs by usnlg
passu Crds.

[0135] TABLE l. which appears below, contains un
embodiment of Ideal I'unctionality 2 «p&ap

TABLE I

Zhe fimc& anal &, s paramere& sed by a se iu lv pamrneler ), aad .in as)mrna&re pub) key
esne&el on algonfiun Koea The fun r nnal lv race ves from the encu amen& the sel C of
corrupred pur ee Le&lube rhe sei ofhonesl partes Ler'D„, iraqi D,) be rhe dr&nb&ac of
d&e cnmple&cd session (msp of the icgis&cicd pms ords) Boih'D, and Dp are u'uushzcd ro
empty Zhe fuocrionalm h&s n clara 0, 0„ i o ser crs S, u&d Sa snd an aud&&or A
Rcg&sliario&r Oo (icsisrer, s&d, p ) from C'l'ihc request &s &l&d inan&ely &here is n &ecort

of the foni«s&d. C, "& sf'„„) re&re a fresh mcord &aid, 0, p ) u&D

Oa(mi,ad,qat,l)ion&. p:t&yp (C,:ISS,) s nd/i &,y I,q I,&FP)i S R .mt
«.1'P u&u I» dr( .. a It ('&. Si mt S& u&. I d ih a aa, &h md uml ih

Zesr pass&roid Oa uesr. s d. i. pu ) from S Check abc&her an enliy (s d. C . pu) e D ea sls
Ifpu = pa'&hen mply Su rh orr iandser onupr Is d i) I barfy both S, &u&d S&

Seu Kei On message local ey, s d, q d, i, Pi from S

Assert (s d i. pu) e 'D„,„u&d P» (op s,] and &la& sess on (s d, q d, &) s a r e for P
hlarl Session laid qid i& thi Pas finalizcl,
If orn&pl isid )) rica

If(aid q&d l. P. sl, pk) 0.&srs n& the de&abase rclnc c rhc &uplc

a&mpl (&L, PL& 1 K( n (I i ud giyi isrh qal, l.p, k. pk)
l. Ia

If (a d, q d. 13. L, pl.) e mia & pi.lm (a I. q&d. l. P, ak, pk)
pl (aL.pk), KG !I ) and is&0 (aid.qid. i,n. sk, pk)

If P = C thea send a p yale deli, ed m&lpui i au&pin s d q d i. sk) io C'nd the pub)
I ey lo b.
If 1'= S, &hen send a publ c deli, ed output (ouipur. s d. q d. i, pl ) l S&.

If orrupl laid 1&&hen amid sk &n s
hnalid On message umahd s&d.qid.l.pi firm S uidne (Ci.. C Si) If'Pe IS&. C)

scud tourpul sid q&d ) 1 I &o Pand marl lhc smsinn final&zcd for)'
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TABLE I-contulued

I'un t orul tv'n&«x IKGen]

Audit 0» ys.g«fi lit,sd.q t.('.pl 1 fn»p,uty y, Sm b )

bob tltyMI ABII I IY If(' - » i I (y I I) 's I q I (;. pkl &ED „Ih r

set b
NON RLPUDLABILITY If S, sil(', e '." (ad qd C pl) c',, thea serb I

Send tie pub( deliyed output b to A

[0130] TABLE 2. which appears below. con(arne an
mnbotlimcnt of Ideal Funct&onal&ty 9 ro»nu. L&bcl 0 &s

reserved for the honest execution

TABLE 2

The iunctmolty s puiunetrzed br ipnstve u&tegei I and runs u th i lent C se»er S» Sz.
aud rorA and an.idverssr, M It nuu&rane stable T(, ) nt sized u th nun ent& es and a
vector tx( ) ntml zed to o

hut&ahzat&ou
On (Init, s&d) fmm S„& e Il. 2] sclid tin&t. sid. y,) to the at cracy v( and mmk «,
sct! 'c
On(lni,siukk)f»snot I«kihlk&s rm d:»Il &&md «db«LA;1'tud

I n &In&, sid,m, k) t &hum I &my o(

Lyaluat on
On (evsl. s d. ss d n x) frn&n Ps [C VI]. f ruple (ss ddl'. *) .il&ead) ex sts. n&ore

Else. mc rd (sad.z'. x) tu&d send (eval s d, sad. p) ron(
On (SndrC mplete ad sad. ) fo& c (I 1

Iromv( more f «, snot nt sized Els
set Ix(&) + + u&d scud (SadrCon&plctc. s&d. said) to S,
On (Rc Con&plctc s&d ss&d 2' i f &

2'e ICLV(r fioat)'etue e issid P y) &fit

cx&sts:ind &gno&c tliis n&essa c &f them &s an su h tuplc nr if su) ot'its fono uig
co&id&tie&&5 f'i&la

(i fp" = titli t tl) '- C md I (2) '- C.

Ifp* = () Ih y I I«(l) — —:cd I (2) — — If l(pq in nu(I. p k P null Iy ai

,r&M fi» Iii,)l') y I I Ipq ) = P S I(:I.s l. sad, l(pq «)) Ion

[013T] TABLE 3, which appears belov«contams an
embodiment of Protocol for Client C.

1AI3I,E 4

'I'AI3I.II 3

Prntocnl t'nr Client C

send (c il, nd,) qid P ) to ') uam,,
set&d (C'Rb. s d, C S,) tnm

receye feyil. ad,i q d j&). t&uni+z nar
&ceo& e (CRS sid cis) trot&&9

set'l = gs

send iround I rcg. s&d. I. Pk" I usmf Tscza to bnth S, and Sz
0 i I i I, . I, ). nil)

I'=lsd Iq I

sample xc g .in i set, c

nd(go.nd I )r I xl'nir 'xo,bi)re Tno,
On (rnundg sid, xi) t'rnm S»
sct pk = gu "'p

I ci S ga(P. s I' pki.
y nd(ound,.d,y .n.b,pk,o,)I S,r douipn.k=

On ( g yim, su), I! . nd (I I. s d, I)t pronar.
sr&Id (CRS. sid. C,. S I to

&e e ve (In tCmnP(ete, s d Il from Tu n„x
. » (CILR yirl, rq f »

)vs t tn ece ye

(round) reg, s d, I, Pk" I t'rom T &via.
(iound2-rcs o,) fio&n Sz.

(Snd&comv)ete ad,), q d) fi u&fonna
Asseit Vf(pku s«t I I pkq oz) = I:u&d stoic 15&d.), pks)

On (&mt ad,l. q&dl. set s&d' (s&d I q&d I I)
Ws t to re e ye:

(SrniooaiPlctc, sm,) qid) frmn Tu,nn»
Snnplc xs sg aud amid Imund2 sid. xs) to C
Oa (ioiuid", sid', n, h. pk. o) t'rein C,

itssci'I I'lie nip&it tRO, h I o (ma, oii &&&pit)

(sid'l ), I x) fi&lfins h' h sad
1'( rs. sir( . 'I r, n) = l.
assert pk =

r fut t th« )upi (sid. qid. i, pk!
On (a d t, sxl. qirl, i! «in
(sid.), Pkn c,l. tsid, qid I, Pk oc)
sern (audi, ad, q d, i. Pk*. c, Pk. cc) to A

[0138] TABLE 4. which appears below. con(arne an
embodiment of a protocol for Server S&

[0139] TABLE 5. which appears below, contains un
embodinlent of a protocol fi)r Server Sz.
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TABLE 5

Pinto ol for Serve& S,

0 (i wsie . ~ td. 1)
send ( n t s d i) to Pzoesr.
(Vs t to tees ie

(IiutnomP(ete. s d. i) fiem Proces end.
(sound( tee ed i. pk*) fiomxi„n

coinputc oi mgn(ski. sid I I pk")
send (tound2-irg. Ci) tn S,
On (Init, nd, qtd,)). set sid' isid ( qid )),
(Vstt to tcccoc
(Sntlto t p) i,s I, l,q I) fm f',t,i,„,

[0140] TABLE 6. which appears below. con(arne an
mubodimcnt of' protocol for Auditor A.

TABLE 6

Ptotnco( for Aud tnt 4

On is nl i.. id, qid, i, pk", o'„pk, oc) I o n Co

oiilput
Vfrpki. ed I ) i( pk*. Ui) Vf(pk*. I ed I q d I i I pk oc)

[0141J yyhile embodiments of the invention have been
illustrated and described in detail in the drawin s and
foregoing description, such illustration and description are
lo bc considered illustrntivc or cxcmplary dnd not rcslmclivc.
II will be understood that changes and modifications nuiy bc
made by Ihosc of ordinary skill wilhui lhc scope of lhc
fiilloiving claims In particular, the present invention covers
further embodiments with any combination of features front
difi'erent embodiments described above and below. Each
feature described with reference to "an embodiment" can,
according to some cxmnplcs, bc uilegralcd uuo a single
cmbodimcnt. Additionally, stalemcnm made hcrcui charac-
tcmzing the invmiuon rclbr lo an embodimcnl of Ihc mvmi-
tion mid not necessarily all embodiments.
[0142J 'I he tenne used in the chsims should be constnied
to have the bmadest reasonable interpretation consistent
tvith the foregoing description. For exmnple. the use of the
article "a'* or "the** in introducing an element should not be
inierprelixi as being cxclusivc of' plurality of elemmils.
Likewise. Ihc recitation of "or** should be uilcrprclcd as
being inclusive, such that the recitation of "A or 13" ts not
exclusive of "A and 13." unless it is clear from the context or
the foregomg description that only one of A and B Is
intended. Further. the recitation of "at leact one ofA. B and
C" should be interpreted as one or more of a youp of
clcnlcilm co(lslstillg of A, B and C, and should not be
(lilt:Iplt:lcxl ils rcqiiiriilg Bt Ic(isl olu: of cBch of thc listed
elements A, 13 and (L regardless of ivhether A, 13 and ('re
related as categories or otheovise Moreover, the recitation
of "A, B and/or C" or "at least one ofA. B or C** should be
interpreted as including any slnydar entity from the hated
elements, e.g.. A. any subset from the listed elements, e
A and B, or thc cut(re list of clemente A, B and C.

Wh(t( IS Cldilllixl im

I A inc(bod for cryptographic key provisioning. the
method comprising. via a main authentication server:

generating a first secret key;
registering a client by pertiirming a first portion of a hrst

instance of a distributed threshold oblivious pseudo-

random function. the first instance of the function
resulting ui thc client obtaining a root secret kcy and (he
main authentication server oblauiing a corresponduig
root public key: and

milhcnlicaling thc climii lo Ihc maui authentication scrvcr
by peri'orming a lira( portion of B second uistancc of thc
distributed threshold oblivious pseudo-random func-
tion, the second instance of the function resulting in the
client obtaining the root secret key,

wherein inforniation stored by the client, the first secret
key, and a second secret key generated by a support
authentication server are inputs to at least one of the
first and second instances of the distributed threshold
oblivious pseudo-random function.

2 The method ofclaim I, wherein the main authentication
server keeps the first secret key private such that neither the
chen( nor Ihc support authentication scrvcr rimcives Ihe first
secre( kcy.

3 The method of clainl 2. wherein the support mithenti-
cation scrvcr kccTIS Ihc second scmrct key puvalc such Ihal
neither lhc cheat nor Ihc maui mithenucalion scrvcr receives
the second secret key

4 'I'he method ofclaim I, wherein the niain mitbentication
server performs the first portion of the first instance of the
function in conjunction tvith the cheat and the support
authentication server has. prior to the authenticatin, per-
foriucxi B sccoild port(oil of Ihc first iilsuiilcc of lllc fUllc lion
in conjunction with Ihc client. Uhcrcin, duung thc authen-
ticating, thc support nuthmilica lion server pcrfomm a a(mond
portimi of the second instance of the function, and tvherein
the information stored by the client. the first secret key. and
the second secret key are inputs to both the first and second
instances of the distributed threshold obliviouc pceudo-
random function.

5 Thc Inc(foil of cliiim I, whclcill Ilic first i(Is(ance of lhc
function results ui lhe support aulhenucauon server obniin-
ing the corresponding root public key

6 'I'he method ofclaim I, wherein the niain mitbentication
server receives, front the client, at least a portion of a fresh
asynunetric key pair that has been si ned by the client and
verifies. with the corresponding root public key, the cigna-
IUre.

7 Thc method of claim 6, whercui the client has crcalcxf
lite fresh B sr I(litle(11c kcv p(I (I b(Ised oil I'(iildoiililcss sUpp1 iex!

by the main authentication server and has signed the at least
a portion of the fresh asymmetric key pair with the root
secret key.

8 The method of claim 7. tvherein the fresh asymmetric
key pair comprises a fresh public key and a fresh private key,
the client has si ned the fresh public key with the root secret
kcy, and has transmitted lhc signed fresh public kcy to thc
Ill(it(i BU(hC11(ICB(lon scr(C(;

9 Tlm method of'laim I, wherein after registration and
before authentication, the client has cleared the niot secret
key front inemory, wherein the root secret key obtained
dunng registration is equal to the root secret key obtained
dunng authentication.

10. The method ofclaim I, wherein the infomlation ctored
by lhc clmnt compnses a user password.

11. Thc method of cldun 1. wherein thc Iycsh asymmetuc
kcy pair is computed bused on randonuicss supphcd by Ihe
client and nsndomness supplied by the main authentication
server
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12. The method of claun 1, wherein the root public key
obraurrxl by the mmn mithmitication server has berne certiiicd
with a digital signature belonging lo Ihe supporl authenti-
cation server so that the fresh asynunetric key pair rs

unanibiguously bound to the user
1th The method of claim 1, wherein the main authenti-

cation server generates the first secret key in response to
receiving one or both of a user id and a first output based on

hash of thc uiformatron stored by thc client,
v;hcrcin lhc irltriil aiitllcrllicaliorl sciviu corllpiitcs a sccoiid

output based on the first secret key and transmits the
second output to the client; and

wherein the root secret key obtained by the client during
the authentication is based on the information stored by
the client. the second output, and a tl»rd output com-
puted by thc support authentication server based on the
second secrct kcy.

14. Cs tangible, non-transitory computer-readable niedrunl
having instnrctions thereon which. upon being executed by
one or niore processors, alone or in combination, provide fiir
execution of the method of claim 1.

15. g main authentication server comprisin one or more
processors. wluch alone or rn combrnauon, are coniigurcd to

provide for performance of a method for cryptographic key
provrsrotung, Ihc method comprising, via the onc or more
processors ol thc maui aulhmilicalion scrvcr

generating a first secret key:

registering a client by pertiirmrng a tirst portion of a first
instance of a distributed threshold oblivious pseudo-
random function. the first instance of the function
resulting in the client obtainin a root secret key and the
main authentication server oblauiing a corresponduig
root public kcy. and

authenticating the client to the main mlthentication server
by performing a first portion of a second instance of the
disrributcst tlucshold obln ious pseudo-random fimc-
lion, thc srwond instance of Ihc function resulting in thc
clmnl oblainuig Ihc root scwrct key,

wherein information stored by the client, the first secret
kcy, and a second secrct key gcncralcd by a support
aulhcnlrcalron scrvcr arc inpum lo al least onc oi Ihe
first and second instances of the distributed threshold
oblivious pseudo-randoni huictrorr

r s s s
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