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Disclosed are systems and methods for a robotic mobile
perimeter and telecommunication network. One or more
stationary ground units are associated with a perimeter
protected entity and comprise a broadband cellular network
core for providing a private telecommunication network,
and secondary transceivers for providing a second telecom-
munication network. Mobile robotic units comprise a broad-
band cellular network node for extending the private tele-
communication network, secondary transceivers, a plurality
of sensors, a locomotion device, and a controller. The mobile
robotic units simultaneously create a dynamically respon-
sive perimeter around the perimeter protected entity and a
movable extension of the private telecommunication net-
work, wherein the controllers generate locomotion control
signals to cause least a portion of the plurality of mobile
robotic units to reposition themselves within the surround-
ing environment and provide continuous coverage from the
private telecommunication network to the perimeter pro-
tected entity as one or more locations of the perimeter
protected entity change.
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SELF-CONTAINED ROBOTIC UNITS FOR
PROVIDING MOBILE NETWORK SERVICES
AND INTELLIGENT PERIMETER

TECHNICAL FIELD

[0001] The present disclosure pertains to the incorporation
of multiple communication modes and network services in
a single self-contained unit, and more particularly pertains to
a multi-domain robotic unit for providing an autonomous
perimeter and an integrated private communication network
over various communication modalities.

BACKGROUND

[0002] In an increasingly digital and interconnected age,
reliable communications have become a cornerstone upon
which many aspects of modern life are built. Although
typically considered in the context of everyday usage sce-
narios, such as at the office or the home, reliable commu-
nications are also of tremendous importance in governmen-
tal and military contexts, in which failed or unreliable
communications are not just a mere inconvenience but can
put multiple lives at risk. Somewhat closer to home, reliable
communications have proven to be essential in providing
emergency services and emergency response—yet to this
day, large numbers of natural disasters, humanitarian crises,
and other emergency events continue to suffer from a lack of
reliable communications. Regardless of the context, in the
absence of the ability to communicate and send data, the
flow of information grinds to a halt, crippling decision-
making and logistical operations during times of crisis or
need.

[0003] In the context of communications systems that are
designed for military or emergency use, or are otherwise
designed to be robust against failure, a primary focus is
communication availability and reliability at the network
edge. Another important design factor is communications
redundancy. For example, military personnel operate vari-
ous forms of different communications equipment in an
attempt to ensure that audio and/or data connectivity are
maintained in the event of a communications failure at the
tactical edge. In light of these two factors (network robust-
ness/edge reliability and communications redundancy),
communication systems can be designed to flexibly adapt to
changing conditions in the deployment environment of the
network. However, such systems are merely reactive to
detected changes or failures in the network or network
environment (e.g., detecting a weakening signal over a first
communication band and then switching to a second com-
munication band). In many emergency and/or military sce-
narios in which communication reliability can be of the
utmost importance, these network changes or failures can
come about rapidly, caused for example by changes in
weather or by active countermeasures taken by adversaries.
Accordingly, it would be desirable to not only provide a
self-contained mobile communication network, but also to
equip the self-contained mobile communication network
with active measures to proactively detect and identify
threats to the network or communication capabilities before
or as they manifest themselves.

SUMMARY

[0004] Disclosed herein are systems and methods for a
multi-domain autonomous robotic perimeter, wherein one or
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more self-contained and self-sufficient robotic units provide
an integrated private communication network over multiple
communication modalities, actively identify and/or respond
to detected threats at the perimeter, and dynamically opti-
mize the integrated private communication network in
response to threats and changing environmental conditions
in order to achieve a superior degree of communication
reliability and functionality. In some embodiments, the
multi-domain autonomous robotic perimeter can provide a
self-contained multi-modal communication system (see, for
example, the multi-modal communication system disclosed
in commonly owned U.S. patent application Ser. No.
17/092,548, the contents of which are hereby incorporated
by reference in their entirety.

[0005] The autonomous robotic perimeter can include
robotic units operating across multiple domains, e.g., air
robotic units (mobile and/or stationary) and ground robotic
units (mobile and/or stationary) operating in conjunction
with one another. More generally, aspects of the present
disclosure contemplate multiple independent heterogeneous
robotic units working towards a shared goal. In some
embodiments, one or more central control units (mobile
and/or stationary) can operate in conjunction with the air
robotic units and the ground robotic units, performing func-
tions such as centralized control and command, offloading of
heavy-duty processing tasks, providing databases, running
one or more network cores, providing human-machine inter-
face(s), providing communication relays and inter-network
connections, etc., as will be described in greater depth
below.

[0006] Advantageously, as mentioned previously, the mul-
tiple mobile robotic units can operate in a distributed and/or
collaborative fashion, wherein the mobile robotic units run
in a substantially independent fashion but work jointly or
collaboratively towards a common goal (e.g., providing an
intelligent mobile perimeter, providing an integrated private
communications network, etc.). This distributed/collabora-
tive design of the multi-domain autonomous robotic perim-
eter eliminates or mitigates the single point of failure
dynamic that plagues many conventional mobile network
solutions, including those used by emergency and military
personnel.

[0007] In some embodiments, one or more of the self-
contained robotic units comprising the multi-domain
autonomous robotic perimeter (and/or the central control
unit(s)) can include an edge (or edge cloud) compute stack,
one or more mobile network cores, an ethernet switch, one
or more private mobile telecommunications nodes (e.g.,
implementing a 2G, 3G, 4G, and/or 5G standard), and a
Layer Two Integrated Mobile Ad-hoc Network (“MANET”)
radio. In some embodiments, one or more of the self-
contained robotic units (and/or the central control unit(s))
can further comprise one or more communication nodes,
radios and/or transceivers for implementing additional com-
munications networks and modalities, including but not
limited to satellite communications and Visible Light Com-
munication (“VLC”).

[0008] Other forms of wireless communication devices
may be used in addition to or in replacement of the MANET
radio, the private mobile telecommunication node, and/or
the additional communication nodes. Such other forms of
wireless communications devices may implement protocols
including, but not limited to, IEEE 802.11, Bluetooth, serial
wireless, etc.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0009] In order to describe the manner in which the
above-recited and other advantages and features of the
disclosure can be obtained, a more particular description of
the principles briefly described above will be rendered by
reference to specific embodiments thereof which are illus-
trated in the appended drawings. Understanding that these
drawings depict only example embodiments of the disclo-
sure and are not therefore to be considered to be limiting of
its scope, the principles herein are described and explained
with additional specificity and detail through the use of the
accompanying drawings in which:

[0010] FIG. 1A depicts an example architecture diagram
of' a multi-domain autonomous robotic perimeter and inte-
grated mobile communication network according to aspects
of the present disclosure;

[0011] FIG. 1B depicts an example communications dia-
gram between constituent communication pods of a multi-
domain autonomous robotic perimeter and integrated mobile
communication network according to aspects of the present
disclosure;

[0012] FIGS. 2A-B depict a dynamic reconfiguration and
adjustment of a multi-domain autonomous robotic perimeter
and integrated mobile communication network according to
aspects of the present disclosure;

[0013] FIG. 3 depicts an obstacle avoidance and dynamic
reconfiguration of a multi-domain autonomous robotic
perimeter and integrated mobile communication network
according to aspects of the present disclosure;

[0014] FIG. 4 depicts a collaborative interaction between
ground and air robotic units of a multi-domain autonomous
robotic perimeter and integrated mobile communication
network in order to maintain mobile network connectivity
and perimeter coverage according to aspects of the present
disclosure;

[0015] FIG. 5 is a flowchart illustrating an example
deployment process of a multi-domain autonomous robotic
perimeter and integrated mobile communication network
according to aspects of the present disclosure; and

[0016] FIG. 6 is a flowchart illustrating an example
deployment process of air and ground robotic units of a
multi-domain autonomous robotic perimeter and integrated
mobile communication network according to aspects of the
present disclosure.

DETAILED DESCRIPTION

[0017] Various embodiments of the disclosure are dis-
cussed in detail below. While specific implementations are
discussed, it should be understood that this is done for
illustration purposes only. A person skilled in the relevant art
will recognize that other components and configurations
may be used without parting from the spirit and scope of the
disclosure. Additional features and advantages of the dis-
closure will be set forth in the description which follows,
and in part will be obvious from the description, or can be
learned by practice of the herein disclosed principles. It will
be appreciated that for simplicity and clarity of illustration,
where appropriate, reference numerals have been repeated
among the different figures to indicate corresponding or
analogous elements. The description is not to be considered
as limiting the scope of the embodiments described herein.
Aspects of the disclosure may be embodied in many differ-
ent forms and should not be construed as limited to the
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example embodiments set forth herein. It should also be
emphasized that the disclosure provides details of alternative
examples, but such listing of alternatives is not exhaustive.
Furthermore, any consistency of detail between various
examples should not be interpreted as requiring such
detail—it is impracticable to list every possible variation for
every feature described herein.

[0018] The disclosure turns now to FIG. 1A, which illus-
trates an example architecture diagram of a multi-domain
mobile robotic network 100a. The mobile robotic network
100a comprises a plurality of different robotic units (shown
here as stationary ground units 120, mobile ground units
130, and aerial units 140) that function to provide both an
intelligent perimeter 150 and a self-contained mobile net-
work 160 to a perimeter protected entity 110. Perimeter
protected entity 110 includes one or more human users 118,
which might be military personnel, emergency personnel,
first responders, etc., although other humans, entities, and
objects can form the perimeter protected entity. Regardless
of'its specific composition, the plurality of robotic units can
be carried by or otherwise move with perimeter protected
entity 110 in order to provide the perimeter protected entity
with continuous coverage from both intelligent perimeter
150 and mobile network 160.

[0019] By operating in a collaborative fashion, the plural-
ity of robotic units of mobile robotic network 100a can
mitigate single point of failure risks and assist perimeter
protected entity 110 in a much more robust fashion. Notably,
the robotic units can be dynamically adjusted and/or recon-
figured in order to bring about corresponding changes in
intelligent perimeter 150, mobile network 160, or both. For
example, these dynamic (and in some embodiments, autono-
mous) adjustments can be made as perimeter protected
entity 110 moves, as the physical environment changes, as
the communication environment changes, as constituent
components/sub-components of the mobile robotic network
100a become available or unavailable, as mission param-
eters change, etc.

[0020] Below is a brief overview of the constituent com-
ponents of the mobile robotic network 100q illustrated in
FIG. 1A. Following the overview is a more detailed discus-
sion of each type of robotic unit and its functionalities—
FIG. 1A depicts examples of the three primary unit types
utilized in mobile robotic network 100q: stationary ground
units 120, mobile ground units 130, and aerial units 140.
Groups of these units, e.g., one of each type, are assembled
to form the building blocks of the network architecture
underlying the present disclosure.

[0021] Following the discussion of the different robotic
unit types, the disclosure turns to FIG. 1B, which illustrates
an example deployment of the presently disclosed mobile
robotic network and makes use of this building-block level
abstraction of the three different unit types into groups in
order to illustrate more complicated scenarios and use cases.
Again, in FIG. 1B the individual robotic units are depicted
from a broader fashion than in FIG. 1A in order to more
clearly explain aspects of the interactions and communica-
tions between multiple different robotic units and “building
block™ groupings of units as they work collaboratively to
implement intelligent perimeter 150 and mobile network
160.



US 2022/0021688 Al

Mobile Robotic Network—Overview

[0022] Mobile robotic network 100a can comprise a plu-
rality of robotic units, which can be of same or different
types. As shown in FIG. 1A, the robotic units include
stationary ground units 120, mobile ground units 130, and
aerial units 140, although it is appreciated that other com-
binations or groupings of distinct robotic unit types are
possible without departing from the scope of the present
disclosure. Moreover, it is contemplated that the individual
robotic units within one of the aforementioned unit types can
be heterogeneous or homogeneous; in other words, for
example, all of the aerial units 140 might be substantially
identical in their design, or there might be multiple different
types of aerial units 140, etc. As mentioned previously, the
plurality of individual robotic units, whether of a heteroge-
neous or homogeneous mix, work collaboratively to imple-
ment intelligent perimeter 150 and provide private mobile
network 160 for the perimeter protected entity 110.

[0023] The perimeter protected entity 110 is shown here as
comprising one or more human users 118 and a control unit
112. In some embodiments, the one or more human users
118 can include military personnel, emergency personnel,
first responders, etc., although it is appreciated that the
constituent members of perimeter protected entity 110 are
not limited to only these such individuals. For example,
perimeter protected entity 110 could include inanimate
objects associated with human users 118 and/or objects
selected to be provided with the monitoring, communica-
tion, and/or intelligent perimeter functionalities of mobile
robotic network 100a. Generally, perimeter protected entity
110 can be broadly understood as the group of entities and/or
objects that make use of or are contained within) at least a
portion of intelligent perimeter 150 and self-contained
mobile network 160. A control unit 112 can optionally be
present (as illustrated here) to provide a human-usable
interface and various monitoring, control, and processing
functionalities with respect to constituent components and
sub-components of the mobile robotic network 100a, as will
be explained in greater depth below. In some embodiments,
control unit 112 can be provided as a mobile computing
device or tablet, with a display interface allowing a user to
monitor sensor data, view detected threats or other obser-
vations along the intelligent perimeter, and interact with one
or more of the robotic units, e.g., by changing a configura-
tion or parameter, or by sending a command.

[0024] Intelligent perimeter 150 can comprise a boundary
or enclosed area that is monitored or sensed in some fashion
by one or more of the constituent robotic units of mobile
robotic network 100a. Intelligent perimeter 150 can be a
conceptual boundary, or can be a physically delimited
boundary that is patrolled by one or more of the constituent
robotic units of mobile robotic network 100a. For example,
as shown in FIG. 1A, intelligent perimeter 150 is rectangular
in shape and sufficiently sized to fully encapsulate perimeter
protected entity 110 plus a portion of the environment
surrounding the perimeter protected entity. It is appreciated,
however, that intelligent perimeter 150 can take various
different sizes and shapes as needed and/or as configured,
and furthermore can adjust dynamically and/or autono-
mously based on one or more sensed conditions or other
adjustments determined to be needed by mobile robotic
network 100a or one of its constituent robotic units. Note,
moreover, that intelligent perimeter 150 is shown in FIG. 1A
in two-dimensions for simplicity of illustration and expla-
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nation—however, it is possible for intelligent perimeter 150
to be defined in three-dimensional space, particularly with
the use of one or more aerial units 140 that can add a vertical
element to the two-dimensional intelligent perimeter 150
that is depicted in FIG. 1A.

[0025] The robotic units (e.g., some combination of sta-
tionary ground units 120, mobile ground units 130, and
aerial units 140) can be configured to work collaboratively
to establish intelligent perimeter 150, e.g., by ingesting
sensor and environmental monitoring data from individual
robotic units located at fixed or moving/patrolling observa-
tion points. In some embodiments, the robotic units can be
provided with an array of sensors or a sensor suite, including
one or more of LIDAR, depth/stereo cameras and sensors,
electro-optical sensors, infrared sensors, UV sensors, GPS
and/or location/position sensors, inertial measurement units,
microphones and/or sound sensors, temperature sensors,
spectrometers, spectroradiometers, gas chromatography
sensors, Geiger counters, biochemical sensors (bio-sniffers),
etc. Different robotic units can be provided with different
sensor suites depending on mission parameters or other
desired configuration factors. In some embodiments, the
specific sensors equipped within a given robotic unit’s
sensor suite can be changed in the field, i.e., while the
mobile robotic network 1004 is deployed around perimeter
protected entity 110, or the sensor(s) can otherwise be
provided in a modular and upgradable/swappable fashion.

[0026] The sensed data can be analyzed to identify threats,
perimeter disruptions, and other such anomalous or note-
worthy events at or within perimeter 150. This analysis can
be performed onboard the discrete robotic units (either at the
robotic unit making the sensor measurement and/or distrib-
uted amongst a network of one or more different robotic
units) or can be processed at a central location. For example,
a central processing location could be provided at perimeter
protected entity 110 in combination with control unit 112, by
one or more of the stationary ground units 120, by an
external or cloud-compute facility, or some combination of
the above. In some embodiments, one or more machine-
learning networks can be employed within or by mobile
robotic network 1004 in order to refine the threat detection
based on sensed data ingested by the plurality of robotic
units at intelligent perimeter 150, e.g., wherein the sensed
data is utilized to generate further training data for updating
and retraining threat-detection and other machine learning
networks present within mobile robotic network 100a.

[0027] In addition to maintaining intelligent perimeter
150, the plurality of robotic units (e.g., stationary ground
units 120, mobile ground units 130 and aerial units 140) also
simultaneously provide a private and secure mobile com-
munication network 160. Because it is self-contained,
mobile network 160 is not reliant on any external networks
or communications hardware besides that which is contained
within the robotic units of mobile robotic network 100a
(although it is of course possible for the self-contained
mobile network 160 to communicate or be linked with one
or more such external networks). Mobile network 160 can be
implemented over multiple different communication
modalities, protocols, or mediums. For example, self-con-
tained mobile network 160 can implement one or more of:
2G, 3G, 4G, or 5G cellular; a Mobile Ad-hoc Network
(MANET); Visible Light Communication (VLC); satellite
communications; direct data links (DDL); Bluetooth; WiFi;
serial wireless, etc. See, for example, commonly owned U.S.
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patent application Ser. No. 17/092,548, the contents of
which are incorporated by reference in their entirety. The
supporting hardware for implementing and providing pri-
vate mobile communication network 160 can be integrated
with one or more of the robotic units. For instance, station-
ary ground units 120 are shown as including an LTE core
unit 124 while mobile ground units 130 and aerial units 140
are shown as including LTE radio nodes 135,145, respec-
tively (i.e., corresponding to a specific example in which
private mobile communication network 160 implements an
LTE communication protocol). Equipment for backup or
additional communication modalities can also be integrated
with one or more of the robotic units, e.g., in the form of
mesh radios 127, 137, and 147.

Robotic Units—Stationary Ground Units 120

[0028] As illustrated in FIG. 1A, stationary ground unit(s)
120 include a sensor suite 122, a communications core unit
124 (shown here as LTE core unit 124), a mesh radio 127,
and docking module(s) 126. Note that although the follow-
ing discussion makes reference to LTE communications and
LTE-specific components, this is for purposes of example
and is not to be construed as limiting—other mobile com-
munications protocols such as 2G, 3G, and 5G can be
employed with the requisite hardware included on the
robotic unit, without departing from the scope of the present
disclosure.

[0029] It is contemplated that stationary ground units 120
can participate in providing intelligent perimeter 150 and/or
mobile network 160 without having to move from a location
in which they are initially deployed. From this deployment
location, stationary ground units 120 can assume a bulk of
the base-level, power intensive and/or computationally
demanding operations required in providing the intelligent
perimeter and mobile network—such as housing the mobile
network core(s) and analyzing/processing sensor data
streamed from mobile robots at intelligent perimeter 150—
as the stationary ground units 120 are better equipped to
perform these intensive tasks in comparison to mobile
ground units 130 and aerial units 140, both of which expend
a significant amount of their power, internal volume, pro-
cessing capacity, etc., in supporting their movement along
the intelligent perimeter or within the surrounding environ-
ment. By contrast, stationary ground units 120 can house a
much larger power supply or even be connected to an
external power source (e.g., generators set up by the human
users within perimeter protected entity 110; mains electricity
when the perimeter protected entity has a connection to a
power grid). By virtue of this increased power availability,
stationary ground unit 120 more easily accommodates
power-intensive tasks. Similarly, stationary ground unit 120
can house more robust computing devices in comparison to
mobile ground units 130 and aerial units 140, due to its
increased power availability and/or additional capacity to
house larger computing devices in the absence of having to
house a propulsion or locomotion mechanism.

[0030] Accordingly, stationary ground unit 120 can in
general be configured to perform those tasks which are not
location or movement specific, either by design or in
response to a request from a mobile ground unit 130 or aerial
unit 140 to offload such a task. Mobile ground units 130 and
aerial units 140 can then be correspondingly configured to
perform primarily those tasks which are location or move-
ment specific, including movement-specific task requests
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that are received from stationary ground unit 120, a user
within perimeter protected entity 110, and/or from control
unit 112. Additionally, stationary ground unit 120 can be
configured with sensors and/or other payload components
that offer better performance (e.g., a higher resolution cam-
era/spectrometer, a higher resolution thermal scanner, etc.)
or have a higher power consumption in comparison to the
sensors and payload components of mobile ground units and
aerial units.

[0031] For example, stationary ground unit 120 can house
a telecommunications core unit, i.e., LTE core unit 124 in
the example of FIG. 1A in which mobile network 160 is an
LTE network, while mobile ground unit 130 and aerial unit
140 house only LTE radio nodes 135, 145 respectively. In
some embodiments, the LTE radio nodes 135, 145 can assist
the LTE core unit(s) 124 of stationary ground unit(s) 120 in
providing the mobile network 160 and/or can function as
additional LTE core units. In some embodiments, the LTE
radio nodes 135, 145 can simply participate in the mobile
network 160 as a piece of user equipment, i.e., in the same
manner that a user’s mobile computing device would con-
nect to and participate in mobile network 160 (these and
further details of the mobile ground units and aerial units
will be discussed in greater depth below, in the correspond-
ing sections).

[0032] Stationary ground unit 120 can also support the
processing and coordination required to establish and main-
tain the intelligent perimeter 150 by all of the robotic units
of mobile robotic network 100a as a whole. For example,
stationary ground unit could support and/or augment a
SLAM (simultaneous localization and mapping) process
performed by the individual mobile ground units 130 and
aerial units 140. When deployed, the mobile ground units
130 and aerial units 140 would use their sensor suits 132,
142 to ingest environmental data and build, update, or refine
intelligent perimeter 150. As mentioned previously, these
sensors can include, but are not limited to, one or more of
LIDAR, depth/stereo cameras and sensors, electro-optical
sensors, infrared sensors, GPS and/or location/position sen-
sors, inertial measurement units, microphones and/or sound
sensors, etc.

[0033] As the mobile robotic unit (mobile ground unit 130
or aerial unit 140) moves through its environment or tra-
verses the intelligent perimeter 150, it can ingest sensor data
and store it locally, initially building a map using an onboard
processor. In some embodiments, the mobile robotic unit can
transmit its built map to a stationary ground unit 120 after
determining that it has achieved a coherent mapping. In
some embodiments, the mobile robotic unit might store both
its ingested sensor data and constructed map locally until the
end of its mission/deployment (i.e., until it docks with a
stationary ground unit 120 via docking module(s) 126 or
otherwise enters a stored/non-deployed state), at which time
the ingested sensor data and constructed map are offloaded
in bulk to the stationary ground unit 120 (and/or to control
unit 112 or a central server or processing location). It is also
possible for the mobile robotic unit to stream ingested sensor
data to stationary ground unit 120 for real-time processing
and mapping/map construction, and then receive in response
real-time updates as stationary ground unit 120 constructs a
map from the ingested sensor data. In some embodiments,
the mobile robotic unit can build a rudimentary map
onboard, and then offload its ingested sensor data to station-
ary ground unit 120 for construction of a more sophisticated
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or detailed map, which is then stored and configured in
memory of mobile robotic units that are deployed in the
future.

[0034] Stationary ground unit 120 can also be utilized to
compile the disparate maps from individual mobile robotic
units (whether constructed by an onboard processor of the
individual mobile robotic unit or constructed by the station-
ary ground unit 120 from ingested sensor data transmitted
from the individual mobile robotic unit) into a single cohe-
sive map of the intelligent perimeter 150/overall environ-
ment in which the mobile robotic units are operating and
mapping. When a mobile robotic unit (mobile ground unit
130 or aerial unit 140) is activated for a next or subsequent
deployment, it can be configured with the most-recent
already built map, at which point the now deployed mobile
robotic unit can re-locate itself using the configured map and
then continue utilizing the configured map to perform its
mission (e.g., patrol intelligent perimeter 150) or perform
further mapping (e.g., of the same, already mapped area or
of a new, adjacent area into which the mobile robotic
network 100a/perimeter protected entity 110 are moving
into). As will be discussed in greater depth in the sections
below, aerial units 140 (due to limitations in size, battery
power, and processing power) might perform minimal
onboard processing and rely primarily upon transmitting
ingested sensor data to stationary ground units 120 (or other
central server(s)/computing device(s)) for processing and
mapping. In some embodiments, this might manifest itself as
aerial units 140 transmitting back its ingested sensor data at
much shorter intervals than those at which mobile ground
units 130 transmit back their ingested sensor data (as mobile
ground units 130 can more easily accommodate onboard
processing in comparison to aerial units 140, due to the
increased payload of mobile ground units 130 enabling
larger power supplies and greater computational power). In
some embodiments, the division of processing labor
between the onboard processors of the mobile ground units
130 and aerial units 140, and the computing device(s) of
stationary ground units 120 (and/or other central server(s)/
computing device(s)) can be dynamically adjusted and opti-
mized in response to measured performance characteristics
and other mission parameters, configurations and require-
ments. Likewise, the intervals at which the mobile ground
units 130 and aerial units 140 transmit their ingested sensor
data for processing and map construction can be dynami-
cally adjusted based on observed prior performance and/or
benchmarks.

[0035] By implementing a collaborative environmental
sensing and associated mapping/SLAM (simultaneous local-
ization and mapping) processing, stationary ground unit 120
assists in meshing the various sensors from the sensor suites
132, 142 of the mobile ground units 130 and aerial units 140,
respectively. Notably, this process of layering and meshing
not only achieves higher resolution and more accurate
mapping than if performed by any of the robotic units
independently, but can also assist in performing object
identification by providing vastly more sensor data pertain-
ing to any unidentified object or potential threat/object that
needs to be assessed at or within intelligent perimeter 150.
Once identified, objects and/or threats can also be added to
the composite map maintained at stationary ground unit 120
(and/or at a central server/computing device associated with
the perimeter protected entity 110).
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[0036] Although not shown, stationary ground unit 120
includes a power supply module, which can be a battery or
other energy storage mechanism and/or an electrical inter-
face for receiving external power, as was mentioned previ-
ously. In some embodiments, stationary ground unit 120 can
include both a battery and an electrical interface for receiv-
ing external power, in which case the battery can be charged
from the external power source and utilized as a backup or
additional power source, i.e., in case of any interruption to
the external power source, which may be a common occur-
rence in remote or inhospitable environments in which the
presently disclosed mobile robotic network 100a might be
deployed or utilized. In the absence of an electrical interface,
or in the absence of available/reliable external power
sources, stationary ground unit 120 can utilize solely the
battery to power itself and any connected components (e.g.,
a mobile ground unit 130 and/or aerial unit 140 coupled to
the stationary ground unit via docking module(s) 126).
When using battery power, a battery change will be neces-
sary at some periodic interval and can be performed by a
human user from perimeter protected entity 110 and/or by
one of the mobile ground units 130 or aerial units 140. In
some embodiments, stationary ground unit 120 can monitor
its battery health and status and stream reports back to
control unit 112 in order to prevent a situation in which
stationary ground unit 120 runs out of power. For example,
stationary ground unit 120 might transmit a low battery alert
back to control unit 112 or perimeter protected entity 110 to
signal that a battery swap is needed; or stationary ground
unit 120 might automatically transmit a battery swap request
to be fulfilled by one of the mobile ground units 130 or aerial
units 140. In some embodiments, stationary ground unit 120
might be configured to receive one or more batteries or
battery types that are normally used to power the mobile
ground units 130 and/or aerial units 140, e.g., such that one
or more of the mobile robots could ‘sacrifice’ their batteries
in order to keep stationary ground unit 120 powered on and
performing its primary role in maintaining intelligent perim-
eter 150 and mobile network 160.

[0037] Stationary ground unit 120°s power supply module
(whether in the form of a battery or electrical interface) is
coupled to docking module(s) 126, which allow the station-
ary ground unit 120 to electrically and/or communicatively
couple to mobile ground units 130 and aerial units 140. For
example, docking module 126 could be used to recharge the
internal batteries of mobile ground units and aerial units
when they are nearing depletion, in which case the mobile
robot could maneuver itself to the location of the nearest (or
otherwise appropriately selected) stationary ground unit 120
that is able to provide charging and has an available docking
module 126. If stationary ground unit 120 is running off of
battery power itself, then in some embodiments it can
determine a current charge level of a mobile robot that is
requesting charging and then negotiate a charge amount to
distribute, wherein the need to maintain the uptime of the
stationary ground unit 120 is optimized against the need to
maintain or prolong the uptime of the mobile robot request-
ing a charge. Such an optimization could also account for a
projected time at which stationary ground unit 120 would be
able to recharge its battery or receive a battery swap,
information which could be queried from control unit 112
and/or from the mobile robotic network 100a itself.

[0038] In addition to recharging mobile robotic units (i.e.,
mobile ground units 130 and aerial units 140), docking
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module 126 can also be utilized to house one or more mobile
robotic units. Mobile robotic units might be housed tempo-
rarily, e.g., while charging, or could be housed on a more
long-term basis, e.g., while being stored or awaiting a
command to deploy. The mobile robotic units could be
housed within an internal volume of stationary ground unit
120 such as a compartment or slot, the mobile robotic units
could be housed externally. In some embodiments, any
given one of the stationary ground units 120 could be
designed or equipped with docking modules 126 capable of
coupling with both mobile ground units 130 and aerial units
140. It is also possible that stationary ground units 120 might
be configured to couple with either only mobile ground units
130 or only aerial units 140, or with only a certain type or
design of one of the two classes of mobile robotic units.

[0039] Stationary ground unit 120 also includes a sensor
suite 122, which in some embodiments can be identical or
similar to the sensor suites 132, 142 present on the mobile
ground units 130 and aerial units 140, respectively. It is also
possible that sensor suite 122 comprises a different array of
sensors in comparison to sensor suites 132, 142, be it a
smaller or larger array of different sensors. In general, it is
contemplated that stationary ground unit 120 can use its
sensor suite 122 to monitor its immediately surrounding
environment much in the same fashion as how the mobile
ground units 130 and aerial units 140 use their sensor suites
132,142 to monitor their surrounding environments/the
intelligent perimeter 150. In some embodiments, stationary
ground unit 120 can be configured to process the environ-
ment surrounding perimeter protected entity 110 and/or to
process the area of intelligent perimeter 150 when no mobile
robotic units (or a limited/insufficient number of mobile
robotic units) are currently active.

[0040] Stationary ground unit 120 further houses a mesh
radio 127, which can provide a communication modality
different from that provided by the cellular core unit (i.e.,
LTE core 124) of stationary ground unit 120. In some
embodiments, mesh radio 127 can be used to provide
backhaul in support of mobile network 160. Mesh radio 127
can additionally be used to implement a MANET protocol
(Mobile Ad-hoc Network), e.g., using a designated MANET
radio or transceiver. Although shown as separate compo-
nents, mesh radio 127 and LTE core unit 124 can be
combined into a single unit/component of stationary ground
unit 120. Stationary ground unit 120 can additionally
include a VLC (Visible Light Communication/“LiFi”) trans-
ceiver (also now shown) for direct communication with
other stationary ground units 120 (and/or mobile ground
units 130 and aerial units 140) that are similarly equipped
with a compatible VLC transceiver. In some embodiments,
a VLC transceiver, if present, can comprise the mesh radio
127, can be integrated with the mesh radio 127, and/or can
be integrated with LTE core unit 124.

[0041] Although stationary ground unit 120 is, of course,
stationary at some selected location within intelligent perim-
eter 150, it is not necessarily the case that stationary ground
unit 120 is permanently stationary. In other words, stationary
ground unit 120 can still be designed to be portable or
otherwise repositionable, whether by its own means, trans-
portation by one or more of the mobile robotic units, or
transportation by human users 118 associated with perimeter
protected entity 110. For example, stationary ground unit
120 can be provided with a form factor such that it can be
transported by a backpack or other carrying device worn by
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one of the human users. More specifically, stationary ground
unit 120 could be disassembled and packed for storage in
and transportation by backpack, or stationary ground unit
120 might be enclosed within a backpack or carrying device
on a more permanent basis. It is also contemplated that a
mobile ground unit 130 could be converted into or tempo-
rarily designated as a stationary ground unit 120, whether by
keeping a mobile ground unit 130 stationary at a fixed
location or by adding additional modular parts to a mobile
ground unit 130 in order to bring its capabilities in line with
those of the stationary ground units 120 described herein.
[0042] As mentioned previously, stationary ground unit
120 can be equipped with a greater computational capacity
than the mobile ground units 130 and/or aerial units 140,
given that the stationary ground units are not constrained by
the need to carry locomotion equipment and the requisite
power supply to enable movement. Accordingly, stationary
ground unit 120, in addition to providing the LTE core unit
124 that underlies mobile network 160, can act as a hub for
receiving and/or processing sensor data ingested by or
streamed from the mobile ground units 130 and aerial units
140. Stationary ground unit 120 can also include one or
more storage devices for storing sensor data or providing
other database functionalities to support the mobile robotic
units, the intelligent perimeter 150, the mobile network 160,
and/or the mobile robotic network 100a as a whole. In many
cases, this sensor data comes from mobile ground units and
aerial units located at or about the intelligent perimeter 150,
in which case stationary ground unit 120’s processing of the
sensor data can be used to implement, enable and maintain
the intelligent perimeter 150. In particular, this can entail
stationary ground unit 120 processing sensor data from the
mobile robotic units and performing threat analysis/detec-
tion and/or activating alarms to the central control unit
112/the users 118 within perimeter protected entity 110.
[0043] In response to a threat or abnormality detected or
triggered at intelligent perimeter 150, stationary ground unit
120 can activate one or more mobile robotic units of the
mobile robotic network 100a (i.e., one or more mobile
ground units 130 and/or aerial units 140). The newly acti-
vated mobile robotic unit(s) can be ones that are stored at the
stationary ground unit 120, e.g., stored in or at the docking
module(s) 126, or can be mobile robotic units that are stored
elsewhere, whether at other stationary ground units 120 or
other locations within or external to intelligent perimeter
150.

Robotic Units—Mobile Ground Units 130

[0044] As illustrated in FIG. 1A, mobile ground units 130
include a sensor suite 132, a cellular radio node 135 (shown
here as LTE radio node 135), a mesh radio 137, power
supply 138, and a locomotion module 136. Note that, as
above, although the following discussion makes reference to
LTE communications and LTE-specific components, this is
for purposes of example and is not to be construed as
limiting—other mobile communications protocols such as
2G, 3G, and 5G (and upcoming mobile communications
protocols such as 6G and beyond) can be employed with the
requisite hardware included on the mobile ground unit 130
(and other robotic units of mobile robotic network 100a),
without departing from the scope of the present disclosure.
[0045] Insome embodiments, the mobile ground units 130
can be the primary means by which mobile robotic network
100a ingests environmental/sensor data and ensures stream-
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lined and enhanced operation of both intelligent perimeter
150 and mobile network 160 (i.e., due to their greater
payload, battery capacity, processing capacity etc. in com-
parison to the more constrained aerial units 140, which have
more specialized use cases that benefit from or require aerial
operation/verticality). While stationary ground units 120 are
able to implement and manage intelligent perimeter 150 and
mobile network 160 on their own, it is the introduction of
mobile robotic units such as the mobile ground units 130 that
enables a far greater degree of flexibility, adaptability, and
reliability in the implementation and management of intel-
ligent perimeter 150 and mobile network 160—unlike sta-
tionary ground units 120, mobile ground units 130 can be
deployed to travel through the environment to investigate a
potential threat or abnormality on intelligent perimeter 150,
to expand/change the shape of intelligent perimeter 150, to
expand the coverage of mobile network 160 or eliminate a
network dead-spot before or as it arises. By virtue of their
mobility and ability to travel through the environment,
mobile ground robots 130 permit dynamic adjustment and
reconfiguration to both the intelligent perimeter 150 and
mobile network 160 in order to ensure optimal coverage and
deliver peak functionality, in a highly reliable manner, to the
users 118 present within perimeter protected entity 110.

[0046] The mobile ground units 130 can be utilized to
establish the boundaries of intelligent perimeter 150 on the
ground (with aerial units 140 establishing vertical boundar-
ies of the intelligent perimeter, if deployed). Via control unit
112, a user within perimeter protected entity 110 (e.g., one
of the users 118) can set, establish or adjust one or more
parameters of intelligent perimeter 150. For example, the
user can control the mix of robotic units (across the full
range of stationary ground units 120, mobile ground units
130, and aerial units 140) for deployment, program or select
a desired perimeter (shape, speed of patrol, frequency/
separation/distribution of robotic units on patrol, etc.), and/
or program or select a desired formation for one or more
groups of robots (e.g., patrol the defined perimeter in groups
consisting of two mobile ground units 130 separated by 100
ft along the boundary of intelligent perimeter 150, with an
aerial unit 140 disposed halfway between the mobile ground
units and operating at a height of 200 ft). Perimeter forma-
tions and other such configurations and programming will be
discussed in greater depth with respect to the specific
examples of FIGS. 2 and 3. In some embodiments, a TAK
plugin can be utilized at control unit 112 in order to enable
the user to interface with or otherwise command, control,
and program the intelligent perimeter 150, mobile network
160, or various ones of the units/robotic units of mobile
robotic network 100a. The TAK plugin can additionally
allow a user at control unit 112 to respond to emergency
notifications and threat alerts, access a live view of messages
and logs of mobile robotic units or mobile robotic units at
the perimeter, and/or live stream individual sensors/sensor
suites of one or more of the robotic units of mobile robotic
network 100a. The user can additionally adjust an overall
mission, goal, mission plan, etc.

[0047] The mobile ground unit 130 includes an LTE radio
node 135, which can participate in the hierarchy of mobile
network 160 at a level below that of the LTE core units 124
provided by the stationary ground units 120. In some
embodiments, LTE radio node 135 can be configured to
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operate as an additional, portable LTE core similar or
identical to the LTE core unit 124 of stationary ground unit
120.

[0048] The sensor suite 132 can include one or more (or
all) of the sensors described above. Additionally, sensor
suite 132 can include multiple ones or duplicate instances of
certain sensors, either for redundancy/backup purposes or to
make different types of measurements that are possible with
a given sensor (e.g., multiple microphones or sound sensors
could be tuned for different frequencies).

[0049] Locomotion module 136 provides mobile ground
unit 130 with the ability to move through its environment or
travel along or within intelligent perimeter 150. Locomotion
module 136 can be modular or take different forms, depend-
ing on the desired locomotion dynamics for a particular
mobile ground unit 130. For example, locomotion module
136 might provide a wheeled, tracked, or legged movement
system (although other movement systems and modalities
may be utilized without departing from the scope of the
present disclosure). Included within locomotion module 136
(or working in cooperation with locomotion module 136)
can be a navigational system, running onboard the mobile
ground unit 130, that enables the mobile ground unit 130 to
perform functions such as object detection and/or object
avoidance, relational or inertial navigation (particularly
when GPS or other position information is lost or unavail-
able), object classification and tracking (particularly with
respect to threat detection and unidentified objects, abnor-
malities, intrusions or disturbances at intelligent perimeter
150), and SLAM (simultaneous localization and mapping),
as has been described previously.

[0050] Power supply 138 can take the form of a battery,
fuel system and generator, etc. It is contemplated that power
supply 138 is replenishable and, in some embodiments,
extensible, e.g., via the addition of additional power supply
or storage units such as batteries or fuel tanks. Moreover,
power supply 138 might comprise a primary power supply
for mobile ground unit 130 and one or more secondary
power supplies (such as spare batteries) that can be used as
backup to the primary and/or transferred to other robotic
units (i.e., other mobile ground units 130, or to stationary
ground units 120 and/or aerial units 140). In some embodi-
ments, power supply 138 can include connectors or an
appropriate interface to permit an aerial unit 140 to land on
or otherwise dock with a mobile ground unit 130 and
recharge its own power supply 148. In this scenario, the
sensor suite 142 and/or processing capabilities of the
recharging aerial unit 140 can be combined with or used to
extend those of the mobile ground unit 130. Mobile ground
unit can also include a docking module (not shown) to better
facilitate this coupling with an aerial unit 140, whether for
purposes of transferring charge/power supply or for comb-
ing sensing and processing capabilities.

[0051] Via one or more onboard processors, mobile
ground unit 130 can process ingested sensor data from its
sensor suite 132 to perform threat detection and analysis,
and, if necessary, raise alarms. These alarms might be
transmitted to one or more stationary ground units 120,
distributed to one or more of the constituent mobile ground
units 130 and aerial units 140 of mobile robotic network
100a, transmitted to control unit 112, and/or transmitted to
users 118 within perimeter protected entity 110 (e.g., via
their user equipment connected to mobile network 160).
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[0052] Mesh radio 137 can be similar or identical to the
mesh radio 127 described previously with respect to station-
ary ground unit 120, e.g., implementing MANET, VLC,
DDL, etc. for backhaul purposes and/or to provide addi-
tional communication modalities besides that of the primary
mobile network 160 connected via LTE radio node 135.
[0053] Advantageously, mesh radio 137 provides an addi-
tional means by which a mobile ground unit 130 can connect
back with the mobile LTE network 160, and thereby extend
the coverage area provided to one or more users 118 within
perimeter protected entity 110. For example, as a user 118
moves away from a current coverage area of mobile LTE
network 160, instead of facing diminished or dropped ser-
vice (e.g., due to increased distance from the nearest sta-
tionary ground unit 120/LTE core 124), one or more mobile
ground units 130 can travel with the user 118 to extend the
coverage area of mobile LTE network 160 via its LTE radio
node 145 (i.e., a user’s communication would be relayed
from their user equipment to LTE radio node 135, and then
onto the LTE core 124 at a stationary ground unit 120) or
through its mesh radio 137 (e.g., a user’s communication
would be relayed from their user equipment to the LTE radio
node 135 (or directly to mesh radio 137) of mobile ground
unit 130, which would then relay the user’s communication
to the LTE core 124 at a stationary ground unit 120 via its
mesh radio 137). Additional details and specific examples of
communication paths and network coverage extension
enabled by the mobile robotic units of the present disclosure
will be discussed with respect to the scenarios illustrated in
FIG. 1B.

Robotic Units—Aerial Units 140

[0054] As illustrated in FIG. 1A, aerial units 140 include
a sensor suite 142, a cellular radio node 145 (shown here as
LTE radio node 145), a mesh radio 147, a power supply 148,
and a propulsion module 146. Note that, as above, although
the following discussion makes reference to LTE commu-
nications and LTE-specific components, this is for purposes
of example and is not to be construed as limiting—other
mobile communications protocols such as 2G, 3G, and 5G
can be employed with the requisite hardware included on the
aerial unit 140 (and other robotic units of mobile robotic
network 100a), without departing from the scope of the
present disclosure.

[0055] In some embodiments, many of the common com-
ponents between aerial unit 140 and mobile ground unit 130
(and/or stationary ground unit 120) can be similar or iden-
tical. For example, sensor suite 142 might be similar or
identical to one or both of the previously described sensor
suites 132, 122. However, it is also possible that sensor suite
142 have one or more sensors/components unique to aerial
unit 140, in order to better accommodate its unique func-
tionalities and expected operation. For example, sensor suite
142 might include multiple cameras, higher resolution cam-
eras, and/or telephoto cameras/lenses in order to maximize
the higher vantage point offered by aerial unit 140 in
comparison to either mobile ground units 130 or stationary
ground units 120.

[0056] Other ones of the components present on aerial unit
140 can be provided in a smaller and/or more lightweight
form factor in order to optimize for flight time, given the
previously discussed limitations on the maximum deploy-
ment time of aerial unit 140 in comparison to the maximum
deployment time of a mobile ground unit 130. For example,
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as also discussed previously, aerial unit 140 can have a lesser
processing capacity and rely primarily on streaming its
ingested sensor data or otherwise offloading heavy process-
ing tasks to other units or components of mobile robotic
network 100a, such as mobile ground units 130, stationary
ground units 120, control unit 112, or some other central
server(s) and/or computing device(s) provided in or associ-
ated with perimeter protected entity 110. Similarly, aerial
units 140 might carry a reduced sensor suite 142 that is
geared primarily to aerial surveillance and foregoes what
can be considered more ancillary sensors when viewed from
this aerial surveillance perspective (e.g., climate probes or
sensors might be provided in the sensor suites of one or more
mobile ground units 130 and/or stationary ground units 120,
but can be omitted from the sensor suite 142 of aerial unit
140 given that climate measurements/data would not as
directly contribute to the goal of performing aerial surveil-
lance or furthering the situational awareness of mobile
robotic network 100a).

[0057] In general, aerial units 140 can be utilized within
mobile robotic network 100a to provide air support and
more flexible, faster response times for emergencies or other
time-sensitive matters (e.g., if a threat/potential threat is
detected at intelligent perimeter 150, then an aerial unit 140
could be deployed to arrive on scene first and begin pro-
viding immediate surveillance and supplemental sensor data
during the time window in which mobile ground units 130
are still traveling to the relevant location). In this manner,
aerial units 140 can be used to supplement the baseline
surveillance, sensor data ingestion, and intelligent perim-
eter/mobile network operation provided by the mobile
ground units 130 and stationary ground units 120, as needed.
For example, aerial units 140 can be deployed to act as
network repeaters to provide a link across a distance or in an
area that such a link would not be possible with the current
deployment of mobile ground units 130 and stationary
ground units 120 (a specific example of this aerial unit
repeater functionality is discussed with respect to FIGS. 4
and 5, as are details of the use of aerial units 140 in providing
continuity of signal).

[0058] Propulsion module 146 provides aerial unit 140
with the ability to fly or otherwise travel freely through its
environment vertically and horizontally. For example, pro-
pulsion module might be used to provide horizontal thrust
for a fixed wing aerial unit, or to provide propulsive power
to a rotary wing aerial unit. In some embodiments, propul-
sion module 146 and/or aerial unit 140 can include a lighter
than air lift device, combined with propulsive means for
controlling horizontal and vertical movement of the aerial
unit 140. In some embodiments, aerial unit 140 can be a
drone or other unmanned aerial vehicle (UAV). When the
plurality of aerial units 140 that are part of mobile robotic
network 100a are a heterogeneous mix of different types/
designs, different aerial units 140 can utilize different pro-
pulsion modules 146 in order to achieve different function-
alities and assist in different mission goals. For example, an
aerial unit 140 fitted with a lighter than air lift device could
be utilized to provide aerial surveillance and/or network
repeater functionalities for extended periods of time (and in
some embodiments could be tethered to a power source, e.g.,
an external power source or mains electricity at perimeter
protected entity 110, or the power supply of a stationary
ground unit 120, etc.), while another aerial unit 140 could be
provided as a high-performance, short duration drone to
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provide immediate responses and rapid deployments to
distant areas when needed. The aerial units 140 can be
modular to support adjustment of their performance char-
acteristics and mission goals, e.g., such that one or more of
the users 118 within perimeter protected entity 110 can add
and remove modules as needed to configure an aerial unit
140 as desired.

Mobile Robotic Network—FExample Deployment and Usage
Scenarios

[0059] The disclosure turns now to FIG. 1B, which is a
diagram depicting an example deployment 1005 of a mobile
robotic network (such as mobile robotic network 100a
described above with respect to FIG. 1A). In particular, FIG.
1B depicts an environment in which multiple “building
block” groups (labeled ‘Pod A’-‘Pod H’) of the three dif-
ferent primary unit types interact and communicate with one
another over various communication modalities in order to
provide the reliable and extended private mobile communi-
cation network (and intelligent perimeter) of the present
disclosure. Recall that the three primary unit types discussed
above are 1) Stationary ground units (labeled here as “GR”),
2) Mobile ground units (labeled here as “MR”), and 3)
Aerial units (labeled here as “AR”).

[0060] A pod consists of one or more of the three primary
unit types. Although some pods can contain at least one of
each unit type (see, e.g., Pods A-E, G and H) it is not
necessary that a pod contain one of each unit type (see, e.g.,
Pod F). Moreover, a pod can be defined by only a single unit,
although each illustrated pod in FIG. 1B contains three units.
Additionally, pods can be nested within pods, forming a pod
of'pods. One such example is shown at 160a, which contains
Pods A and B, in addition to a control unit 112 (and is hence
labeled as ‘Base Pod’). Although not shown, a perimeter
protected entity could be located within the Base Pod 160a,
i.e., in proximity to control unit 112. However, the perimeter
protected entity could also be located elsewhere in the
deployment environment 1005, whether in one of the
remaining Pods C-H or outside of any of the labeled pods
(whether wholly or partially).

[0061] Communication links exist between the various
constituent units of the same pod (e.g., in Pod A, MR-GR,
MR-AR, and AR-GR), as well as between different pods
(e.g., Pod F-Pod G). Note that for simplicity of illustration,
communication links are depicted generally as being
between pods, rather than between specific units in the pods
as occurs in reality—as there are a variety of different
unit-to-unit connection pairs/combinations that can be used
to establish a communication link between a first and second
pod.

[0062] The communication links can be established over
various different communication modalities provided by the
mobile robotic network of the present disclosure. For
example, both inter-pod and intra-pod communications can
be performed over LTE links (or other primary cellular links
from the private mobile network 160), MANET links, VL.C
links, or DDL links as discussed above—it is appreciated
that additional communication methods and technologies
can additionally be employed without departing from the
scope of the present disclosure.

[0063] Forexample, a primary communication path can be
established over LTE or other desired cellular communica-
tion protocol such as 5G (i.e., this can be the same as the
private mobile network 160 of FIG. 1A). When available,
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intra-pod and inter-pod communication is performed over an
LTE communication link or by otherwise making use of the
private LTE network. For example, all of the constituent
MR, GR, and AR units (along with the control unit 112)
contained within Base Pod 160a can be connected via and
communicate over primary LTE communication links. Any
user equipment within range of the MR, GR, and AR units
(which each have either an LTE core unit or an LTE radio
node, as discussed above) is also able to connect to the
private LTE network 160 and also communicate over pri-
mary LTE communication links, in a manner similar or
identical to how they would connect to a public LTE
network infrastructure.

[0064] In some embodiments, control unit 112 can include
a satellite communications module or radio 113, which
provides a connection to other networks such as the Internet
via one or more telecommunications satellites. Accordingly,
when a satellite communications module 113 is present, if a
connection path can be established between a user equip-
ment and the satellite communications module (e.g., through
one or more intermediate GR, MR, or AR units and/or one
or more pods), the user equipment can establish bi-direc-
tional communications with any external networks such as
the Internet that are connected at or reachable from the other
end of the satellite communications link.

[0065] When LTE communication links are unavailable or
undesirable/unnecessary (e.g., because their higher band-
width is not needed and not worth the additional power
expenditure), one or more forms of additional communica-
tion links such as MANET, VLC, or DDL can be utilized.
For example, this can be seen in FIG. 1B as the LTE
communication link between Base Pod 160a and Pod C,
indicated with a solid line to indicate its primary status, and
the MANET and VLC communication links between Base
Pod 160a and Pod C, indicated with dashed lines to indicate
their backup or secondary status. In some embodiments,
mobile robotic network 100a can be configured with a
hierarchy of communication modalities, e.g., with LTE
primary links, MANET secondary links, and VL.C tertiary
links—this can be seen via the MANET and VLC commu-
nication links between Pod C and Pod D, with the MANET
link indicated with a solid line to indicate its higher relative
preference in the communication hierarchy relative to the
VLC link indicated with a dashed line indicating its lower
relative preference in the communication hierarchy, all else
equal. (Note also that the connection between Pod C and Pod
D is available over either MANET or VLC butnot LTE, e.g.,
because Pods C and D are out of LTE connection range.
[0066] It is noted that these other communication links or
modalities are not only utilized as backups or failover
options if an LTE connection fails, times out, or is too
weak—in some embodiments, a given communication
queued for transmission can be analyzed in light of factors
such as bandwidth requirements, urgency, power require-
ments and power availability for transmitting and receiving,
etc., and a most suitable link automatically selected in light
of these factors. In some embodiments, a transmission can
be generated along with an indication of a requested com-
munication modality or specific communication link/path, or
if no communication link is specified, intelligent routing and
link selection can be automatically performed by mobile
robotic network 100a.

[0067] MANET links or communication paths can be
utilized to perform intra-pod and inter-pod communications
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in a manner similar or identical to the previously described
LTE communication links. For example, in some embodi-
ments, MANET can be used to provide an LTE or primary
cellular communication network backhaul for pods that are
otherwise not able to be connected by direct LTE/primary
cellular communications. In the context of FIG. 1B, Pod C
and Pod E are shown as being connected via MANET, which
might occur because the separation between Pods C and E
exceeds the range of the LTE network or because an obstacle
or other impediment exists along the attempted LTE con-
nection path. In this manner, Pod E (and its GR, MR, and
AR, along with any connected user equipment) is still able
to reach the primary LTE network via its MANET link to
Pod C.

[0068] More particularly, consider the scenario depicted in
FIG. 1B, in which the MR, GR, and AR units within Base
Pod 1604 and Pod C remain in direct connection with the
private LTE network 160 (which is created or provided by
the LTE cores and/or LTE radio nodes carried on the ground
units 120 and/or mobile ground units 130 and aerial units
140). However, Pods D and E are not connected to any LTE
communication paths and therefore are not connected to the
private LTE network 160. As mentioned previously, this can
occur for a variety of different reasons, including but not
limited to, an insufficient or unavailable LTE signal at the
locations of Pods D and E (e.g., the respective GR, MR, and
AR units are in a “dead zone” of the private LTE network or
are otherwise determined to have an insufficient signal
strength (e.g., RSSI) to reliably connect to the private LTE
network), or a need to go silent over the LTE bands currently
being used. In some embodiments, a switch to MANET by
one or more of the Pods D and E (or their constituent robotic
units) can be made automatically in response to a determi-
nation that the increased bandwidth offered by connecting to
the private LTE network is unnecessary for the current needs
of the robotic units and/or connected user equipment (i.e.,
the current communication needs of human users 118), and
that power can therefore be conserved by switching to
MANET instead. In operation, the MANET network is
formed between at least the MR, GR, and AR robotic units
within Pods D and E that are not directly or currently
connected to private LTE network 160, and one or more of
the remaining MR, GR, and AR robotic units within Pod C
(or elsewhere within the various pods of the constituent
robotic units of mobile robotic network 1004). In some
embodiments, the MANET network can comprise all of the
MR, GR, and AR robotic units in mobile robotic network
100a, so in the context of FIG. 1B, all of the MR, GR, and
AR robotic units that are shown. In operation, multicast
routing can be performed over the devices participating in
the MANET network in order to transmit data packets/
communication signals between the robotic units at one
end/pod and the robotic units at the other end/pod. For
example, a data packet can be transmitted from GR 120e to
GR 120d (of Pods E and D, respectively) over the MANET
network, and subsequently relayed from GR 1204 to one of
the robotic units within Pod C (e.g., GR 120c¢). At this point,
data packets from the otherwise isolated Pods D and E can
reach the remaining devices and units within the private
network, either over further MANET links to the final
network destination or via other links available from Pod C
and beyond (e.g., LTE paths are available from Pod C to
Base Pod 160a, so a MANET transmission from Pod D
could be decoded and transformed at Pod C for transmission
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over its LTE path to Base Pod 160a). In the case in which
MANET is used for the full length of the transmission, in the
context of this example Pod C could simply use one of its
MANET paths to Base Pod 160a in order to relay the data
packet from Pod D, without the computational overhead of
converting between transmission formats/protocols. In this
fashion, the mobile ad-hoc network maintains communica-
tions between the otherwise isolated Pods D and E on one
end, and the remaining Pods and mobile robotic units of the
mobile robotic network 100a on the other end(s).

[0069] In some embodiments, the determination of
whether to use MANET, LTE, VLC, DDL, or any other
available communication modalities and paths for any inter-
mediate and/or final hops to the desired destination device
can be made based on an analysis of the packet(s) or signal
transmission(s). For example, a large or high priority trans-
mission might be switched over to LTE as soon as an LTE
communication link becomes available, to take advantage of
the increased bandwidth available over LTE in comparison
to MANET. However, a small or low priority transmission
might remain on the MANET network for the entirety of its
path—thereby reducing power consumption and the com-
putational overhead required to perform network switching
at the intermediate Pods or robotic units that would be
required to receive a transmission over MANET and then
retransmit it over the private LTE network. Although not
shown, in some embodiments a satellite, VL.C, or other type
of backhaul could be used to reduce the number of inter-
mediate hops required to connect an outside user, pod, or
robotic unit to the private LTE network. In such a scenario,
the robotic unit (i.e., a GR, MR, or AR that is suitably
configured) would communicate directly with an appropri-
ate or available communication satellite, which would then
forward the communications to a satellite transceiver within
the private LTE network, e.g., satellite communications unit
113 (within control unit 112 of Base Pod 160a). As will be
discussed in greater depth below, a robotic unit that is
outside of the private LTE network (e.g., such as the MR,
GR, and ARs within Pods D and E) can first attempt to
connect to the MANET network or otherwise establish a
MANET network. If a MANET connection is unavailable,
then VL.C or DDL can be used to attempt to establish a
point-to-point communication, either directly with a robotic
unit that is the intended final destination of the data packet
or with any robotic unit that is reachable over VL.C (in which
case the transmission could be accompanied with an
intended destination or a routing request for the data packet
to be forwarded to a certain final destination).

[0070] For example, GR 120¢ (within Pod E) is outside of
the private LTE network and otherwise only able to com-
municate with Pod D and within its own Pod E. This could
arise in a scenario in which GR 120e, the remaining robotic
units of Pod E, and any human users or perimeter protected
entity associated with Pod E were previously in communi-
cation with or a part of Pod C, e.g., Pod E splintered off from
Pod C and was deployed to expand the intelligent perimeter
to its current location. For a period of time, Pod E would
have remained in LTE communication with Pod C, and
therefore connected to the private LTE network. However,
as Pod E continues to travel away from Pod C, it eventually
loses signal and is unable to connect to an LTE path or
directly to the private LTE network. At this point, the robotic
units within Pod E “know” that the robotic units within Pod
C should be an intended destination for data packets/com-
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munications, as they were until LTE communications were
lost, or can otherwise infer that the robotic units within Pod
C are likely to be the closest units able to connect back to the
private LTE network and should attempt to be raised over
alternate communication modalities.

[0071] GR 120e, or any other ones of the robotic units
within Pod E, might first attempt to reach Pod C over
MANET. In scanning the MANET network or attempting to
establish a MANET connection, GR 120e determines that no
direct MANET links are available that would connect it to
a Pod C robotic unit. GR 120e might attempt to establish/
find a multi-hop MANET link that will eventually connect
it to a Pod C robotic unit (e.g., the multi-hop MANET link
from Pod C-Pod D-Pod E that was discussed above), but
such a process can be time-consuming, introduce latency
from the search process and/or intermediate hops, etc., and
is not guaranteed to succeed.

[0072] Accordingly, GR 120e can attempt to establish a
VLC link with one of the Pod C robotic units, as such a link
will provide a low latency, direct connection to the desired
communication destination. Visible Light Communication
(VLC) can be used to transmit wireless communications at
very high speeds, generally based on one or more point-to-
point connections between VLC transceivers (in this con-
text, provided on one or more of the stationary ground units
120, mobile ground units 130, and/or aerial units 140 of the
mobile robotic network 100a). Various types of visible light
sources can be used for transmitting data, including but not
limited to solid-state devices such as light emitting diodes
(LEDs), super-luminescent laser diodes and other laser
diodes. Using these light sources, the VLC transceivers
modulate information signals on top of the visible light
output. Modulation techniques including but not limited to
OOK (On-Off Keying), OFDM (Orthogonal Frequency
Division Multiplexing), RP-OFDM (Reverse Polarity
Orthogonal Frequency Division Multiplexing) and/or PSK
(Phase Shift Keying) can be used to transmit data. A receiver
can receive this information and demodulate to provide
interpretation of the transmitted information. VL.C transmis-
sion speeds can exceed 100 Gbps, making them an attractive
solution for use within mobile robotic network 100a,
whether for point-to-point, multi-hop or any other transmis-
sions. While VL.C provides a physical medium for commu-
nication, it is appreciated that various high layers of com-
munication (e.g., in the TCP/IP protocol) can be applied to
the presently disclosed VL.C transceivers and communica-
tions. Additionally, in some embodiments it is contemplated
that one or more VLC transceivers can provide a physical
medium for MANET (the mobile ad-hoc network between
multiple or all of the robotic units). The use of VLC
MANET can offer higher bandwidth and/or range in certain
scenarios, and accordingly might be used in lieu of a
dedicated MANET. However, by virtue of employing visible
light, VLC communications in some scenarios are less
stealthy or covert than MANET radio transmissions.
Accordingly, the presently disclosed mobile robotic network
and/or its constituent robotic units might dynamically switch
between VLC and dedicated radio transmissions for imple-
menting the MANET network, based on factors such as
network/communication path performance capabilities,
desired performance, current environmental and network
conditions, mission needs and parameters, etc.

[0073] Because VL.C is a line-of-sight (LOS) communi-
cation method, in some embodiments an aerial unit such as

Jan. 20, 2022

AR 140¢ can be deployed to fly upwards, increase LOS
range and maximize the chances of successtully establishing
a VLC connection. Correspondingly, in some embodiments,
Pod C (or any pod having just lost communication with
another pod/robotic unit(s)) can respond to the communica-
tion loss by deploying one or more aerial units such as AR
140c¢ on its own end, to further increase the likelihood of
successfully establishing the VLC connection. Advanta-
geously, because the mobile robotic network 100a and its
constituent robotic units work in a collaborative fashion, the
current/last known location information for each Pod and
robotic unit can be widely disseminated or otherwise made
available to all of the robotic units across the network. Using
this last known location information, AR 140e within the
disconnected Pod E can deploy, fly upwards, and orient its
VLC transmitter in the direction corresponding to the last
known location of Pod C. Similarly, Pod C can deploy its AR
140¢ (or any other robotic unit attempting to establisha VL.C
connection with the disconnected Pod E) to orient its own
VLC transmitter in the direction corresponding to the last
known location of Pod E.

[0074] In this scenario, if a VLC connection is success-
fully established between AR 140¢ and AR 140¢, then Pod
E can now be communicatively coupled back into the
private network via the various communication paths ema-
nating from Pod C. Moreover, by communicating with Pod
C over a direct (and often, high bandwidth) VLC link, Pod
E foregoes the delay introduced by searching for, establish-
ing, and subsequently communicating over a multi-hop
MANET path, which would otherwise be its only fallback
option in the case of LTE communication loss. This
increased bandwidth and connection speed offered by VL.C
can be of critical importance, particularly in emergency
situations (which often times involve a Pod or group of users
that are separated or physically isolated from the network/
remaining pods and users). In this manner, the multiple
communication modalities integrated into the constituent
MR, GR, and AR robotic units of the presently disclosed
mobile robotic network(s) can be leveraged to provide
seamless, extended communications coverage.

[0075] Additionally, the establishment of a direct VL.C
connection between Pod E and Pod C (e.g., between ARs
140e and 140c) can permit the two pods and their constituent
robotic units to coordinate a plan or strategy of network
and/or hardware adjustments that will bring Pod E back into
connection with the broader mobile robotic network 100a in
a more stable and reliable long-term fashion. This might
involve changing the mission parameters of Pod E (e.g.,
travel back into LTE range of Pod C), changing the mission
parameters of Pod C (e.g., move closer to Pod E while still
maintain an LTE connection to Base Pod 160a or some other
pod/robotic unit participating in the private LTE network),
or deploying one or more particular robotic units with a
specific goal to extend the private LTE network coverage to
the location of Pod E. For example, the VLC connection
between ARs 140¢ and 140c¢ is of a necessarily limited
duration, i.e., only as long as the ARs have sufficient battery
power to remain aloft and also power their VL.C transceiv-
ers. Using this brief VLC window, Pods C and/or E can
negotiate to deploy one or more of their ground robots (GRs
120c,e) to a location or locations between Pods C and E,
where the ground robot could temporarily (or more perma-
nently) function as a stationary ground robot and provide
LTE signal repeater functionality to bring Pod E back into
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the private LTE network. (Note that LTE repeater function-
ality and examples will be discussed in greater depth with
respect to the examples of FIG. 4).

[0076] A similar dynamic is illustrated by Pods F and G,
where the two aerial units 1401, 1402 of Pod F are
deployed as aerial repeaters to bridge LTE communications
from Base Pod 160a to the robotic units of Pod G (which
otherwise would be beyond communication range to Base
Pod 160qa directly). With the LTE communication paths
established to Pod G, the robotic units of Pod G can then
bring the robotic units of Pod H back into connection with
the private LTE network.

[0077] If an LTE connection is able to be established
between Pod G and Pod H, then the LTE network can be
further extended to include Pod H, its MR, GR, and AR, and
any connected user equipment. However, if a communica-
tion link (LTE, MANET, VLC or otherwise) is for some
reason unable to be established between Pod G and Pod H,
then Pod H can nevertheless maintain network connectivity
via a VLC link between one of its constituent units (such as
AR 140/) and a constituent unit within Base Pod 160« (e.g.,
GR 120a of Pod A). Although a slight delay might be
introduced due to the need to convert between or intercon-
nect VLC communications and LTE communications, the
constituent units and connected user equipment associated
with Pod H can nevertheless experience a connection that is
substantially similar to what would be experienced over a
‘pure’ LTE connection path. That is, all intra-pod commu-
nications within Pod H can continue to be performed over
LTE, and then converted into VLC (at the MR, GR, or AR
of' Pod H) for inter-pod transmission to one of the constituent
units of Pod A—upon arriving at the constituent unit of Pod
A, the VLC transmission can be decoded and retransmitted/
reintroduced into the LTE communication network via the
LTE node of the same constituent unit in Pod A that received
the VLC transmission from Pod H. Additionally, given that
Pod H is shown as already relying on VLC to reach back to
Base Pod 160a, in some embodiments these VLC links can
continue to be used even after Pod G bridges one or more
LTE communication paths to Pod H, e.g., because the VL.C
communication paths might remain more attractive (due to
factors such as bandwidth, latency, etc.) for those specific
communications that would be between Pod H robotic units
and Base Pod 1604 units anyways, even if transmitted over
LTE paths/the private LTE network.

[0078] The disclosure turns now to FIGS. 2A-B, which
depict an example of a dynamic reconfiguration and adjust-
ment of a mobile robotic network 200 according to aspects
of the present disclosure. In some embodiments, mobile
robotic network 200 can be similar or identical to mobile
robotic network 100a and/or include some or all aspects of
one or more of the mobile robotic networks disclosed herein,
in implementing a multi-domain autonomous robotic perim-
eter and integrated private mobile communication network.
In particular, FIG. 2A depicts the mobile robotic network in
a first state 200a, where a ‘standard’ patrol is being executed
at intelligent perimeter 250A; FIG. 2B depicts the same
mobile robotic network in a second state 20056, where an
‘alarm’ or ‘threat’ response patrol is being executed at a
reconfigured intelligent perimeter 250B.

[0079] In the first state 200a of FIG. 2A, in which the
mobile robotic network executes a normal patrol about
intelligent perimeter 250A, the mobile robotic network is
centered around a primary base location of perimeter pro-
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tected entity 210, as evidenced by the presence of stationary
ground unit 220—recalling that stationary ground units 220
are deployed in order to establish and support an intelligent
perimeter and private mobile network around an area that
will be secured and used as a base of operations by perimeter
protected entity 210 and its constituent human users 218.
Accordingly, commensurate with this primary base location
status, the intelligent perimeter 250A is shown configured in
a rectangular shape surrounding perimeter protected entity
210A, with a plurality of different robotic units patrolling on
or about the intelligent perimeter. These robotic units are
shown as mobile ground units 230A-E and aerial units
240A-B, although it is appreciated that this is chosen for
purposes of example, and that a different mix, greater/lesser
number of units, etc., can all be utilized without departing
from the scope of the present disclosure.

[0080] Using control unit 212, one or more of the users
218 within perimeter protected entity 210 can configure
parameters of intelligent perimeter 250A. For example, as
discussed previously, these parameters can include a perim-
eter shape, size, orientation, patrol pattern, composition of
robotic units, location of robotic units, patrol frequency,
patrol parameters, etc. Patrol patterns or formations of the
deployed robotic units on intelligent perimeter 250A can be
selected from pre-determined options or can be selected as
a dynamically adjusting formation. Examples of dynami-
cally adjusting formations include a ‘follow the leader’
option, in which one or more robotic units (e.g., mobile
ground units or aerial units) are configured to a follow a
selected leader, which can be a specific one of the robotic
units, a human 218, or some combination of the two. In a
follow the leader formation, a perimeter shape and/or objec-
tive can be configured for both the leader and the follower
robotic units. For example, one perimeter configuration
might require that the intelligent perimeter 250A be main-
tained at a distance of at least 100 feet from the perimeter
protected entity 210 or the human users 218.

[0081] In addition to maintaining a visual/monitored
perimeter (i.e., intelligent perimeter 250A), the robotic units
also maintain and provide a private mobile telecommunica-
tions network (i.e., a private LTE network). In some embodi-
ments, maintaining full and complete coverage of the private
LTE network can be implemented in base-level program-
ming or as a primary objective of one or more of the robotic
units, such that patrol and formation adjustments made with
respect to the robotic units and the intelligent perimeter will
not be permitted to degrade the LTE network beyond some
threshold level. In some embodiments, such adjustments
will only be permitted if a corresponding adjustment or
additional robotic unit deployment is performed in order to
compensate, either wholly or partially, for the LTE network
degradation that would otherwise be caused by the forma-
tion/patrol adjustment to the currently deployed robotic
units. In some embodiments, the mobile robotic network can
perform a continuous, dynamic monitoring and optimization
of all mission parameters (with respect to both intelligent
perimeter 250A and the private LTE network/other commu-
nication networks and modalities) such that adjustments,
commands, reconfigurations, etc., to the robotic units are
made in a manner that achieves or maintains all mission
goals and parameters, or otherwise, in a scenario in which all
mission goals and parameters cannot be met, optimizes the
manner in which mission goals are either adhered to or
disregarded.
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[0082] With respect to robotic unit formations, e.g., such
as the formations of the mobile ground units 230A-E and
aerial units 240A,B seen in FIG. 2A, static and mobile
formations can also be employed—in the context of intel-
ligent perimeter 250A, a static formation would entail
selected ones of the mobile ground units 230A-E and aerial
units 240A-B being assigned to remain in a fixed location
while still in a deployed state—e.g., although neither of the
mobile robotic types would be actively moving (notwith-
standing the movement involved in an aerial unit maintain-
ing a hover), their sensor suites could remain active to ingest
data along intelligent perimeter 250A to detect or assist in
detecting threats and other abnormalities. In a mobile for-
mation, selected ones of the mobile ground units 230A-E
and aerial units 240A-B would patrol (e.g., move) along
intelligent perimeter 250A or some other commanded/de-
termined path while still ingesting sensor data. For example,
each robotic unit might patrol the entire length of intelligent
perimeter 250A, either clockwise or counterclockwise,
while maintaining a fixed separation from immediately
adjacent robotic units. A mobile formation maintaining fixed
separation would therefore maintain a fixed deployment
pattern of the robotic units. In some embodiments, the
separation between adjacent robotic units can be adjusted
dynamically, resulting in a constantly evolving deployment
pattern of the robotic units as they move along their patrols
of intelligent perimeter 250A. Rather than navigating the
entire length of intelligent perimeter 250A, a robotic unit in
a patrol formation might only be responsible for patrolling
a certain sector or portion of territory assigned to it (e.g.,
mobile ground unit 230A+aerial units 240A,B could patrol
the right side of intelligent perimeter 250A, mobile ground
unit 230B could patrol the bottom, mobile ground unit 230C
could patrol the top, and mobile ground units 230D.E could
patrol the left side of the intelligent perimeter). The above
are provided for explanation and illustration only and are not
intended to be construed as limiting—various other patrol
patterns, formations and dynamics may be utilized without
departing from the scope of the present disclosure. The
robotic units themselves (and/or control unit 212, or mobile
robotic network 200) can also make autonomous adjust-
ments to the deployment patterns, formations, and patrol
characteristics of the mobile robotic units, thereby respond-
ing to detected changes or abnormalities in the environment,
the intelligent perimeter, and/or the private mobile commu-
nication network.

[0083] For example, in some embodiments one or more
machine learning networks can be trained to perform threat
detection using as input the ingested sensor data collected
from the robotic units along and within the intelligent
perimeter. The trained machine learning networks (and/or
models) can be provided at a centralized location, such as
control unit 212, stationary ground unit(s) 220, or some
other server/computing device of perimeter protected entity
212. In some embodiments, a trained machine learning
network can be provided to run onboard one or more of the
mobile ground units 230 and/or aerial units 240, such that
the trained machine learning network receives ingested
sensor data from the sensor suite of a given robotic unit and
then analyzes the ingested sensor data in real-time to per-
form functions such as, but not limited to, object classifi-
cation and identification; map building and learning; threat
detection, identification, and/or classification; and anomaly
detection. In some embodiments, one or more pre-trained
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machine learning networks can be utilized. One or more
machine learning networks can also be trained in a begin-
ning-to-end fashion for use in mobile robotic network 200.
In some embodiments, pre-trained machine learning net-
works may also be re-trained or otherwise adjusted/custom-
ized to the mobile robotic network and/or its particular
deployment, environment, mission, perimeter protected
entity, etc. The retraining process can utilize the same
training data used in the primary training process (i.e., the
mobile robotic network can use the same or similar training
data to both re-train any pre-trained machine learning net-
works and freshly train any un-trained machine learning
networks). In some embodiments, one or more of the
machine learning networks can include, but are not limited
to, artificial neural networks (ANNs), convolution neural
networks (CNNs), recurrent neural networks (RNNs), etc.

[0084] Training data can be generated automatically via
control unit 212. For example, when a threat or potential
threat is detected at intelligent perimeter 250A, one or more
of the robotic units (i.e., 230A-E, 240A-B) raises an alarm
to control unit 212. This alarm can be configured to include
either the relevant sensor data in which the threat was
detected, a pointer or identifier allowing the relevant sensor
data to be retrieved/accessed, etc. The control unit 212
displays the automatically generated threat alert to a user
218 and can additionally display some or all of the relevant
sensor data (from either a single robotic unit, multiple
robotic units, or a meshed sensor output generated from
multiple robotic units) for the user 218 to review as well.
Based on the threat alert and their review of the underlying
sensor data, the user 218 can provide an input to control unit
212, where the input either acknowledges/confirms the
threat (at which point intelligent perimeter 250A/mobile
robotic network 200 respond to the threat in a fully autono-
mous fashion, or receive further inputs from user 218 via
control unit 212 specifying threat response commands) or
dismisses the threat. When dismissing a threat, control unit
212 can prompt user 218 for further input that specifies a
correct classification or categorization of the object/event
that triggered the potential threat alarm. In other words,
when a threat alarm is dismissed, this means that the robotic
units (and/or the threat detection system/machine learning
network(s)) detected some object or event from their
ingested sensor data, but then incorrectly classified that
object or event as a threat—the user is therefore prompted to
provide the correct classification for the detected object/
event.

[0085] Forexample, the robotic units might detect (in their
ingested sensor data) an aerial object approaching intelligent
perimeter 250A. In this scenario, the aerial object is actually
a large bird that happens to be flying towards the intelligent
perimeter and should not be classified as a threat or cause an
alarm to be raised. However, the threat detection system
running on robotic units (or otherwise processing their
ingested sensor data might raise an erroneous alarm/threat
detection for several different reasons. For example, the
threat detection system may be unable to classify the aerial
object with sufficient confidence (e.g., 75% confidence it is
a bird, but 50% confidence it is a UAV); the threat detection
system may be unable to classify the aerial object at all (e.g.,
object detected but no further classification possible); or the
threat detection system might classify the aerial object
incorrectly (e.g., 99% confidence it is a UAV, only 20%
confidence it is a bird).
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[0086] Accordingly, human inputs to control unit 212
specifying the correct classification for objects/events that
trigger false alarms from the threat detection system can be
used to generate labeled training data pairs, each pair
consisting of an input example (the ingested sensor data
from which the false alarm was raised) and a desired output
(the correct classification specified by the human user of
control unit 212). By configuring control unit 212 to display
relevant ingested sensor data for each threat alarm that is
raised, the labeled training data can be automatically and
seamlessly generated during normal operation of mobile
robotic network 200—the input example of a training data
pair can be exactly the same as the relevant ingested sensor
data displayed by control unit 212 to the human user.
[0087] In addition to detecting threats and raising alarms
to human users 218 and/or perimeter protected entity 210, it
is also contemplated that mobile robotic network 200 can
autonomously and automatically adjust itself to take both
defensive and offensive stances in response to a threat,
alarm, or abnormality. For example, recall that FIG. 2A
depicts the mobile robotic network in a first state 200a,
wherein both the network and the perimeter protected entity
210 are in a stationary state, e.g., positioned at a fixed base
of operations (a fixed base of operations could be a military
installation, an emergency operations command tent, a tem-
porary camp made by humans 218, etc.)

[0088] FIG. 2B depicts a second state 2005, in which the
mobile robotic network has reconfigured itself into a second
state 2004 in order to perform an ‘alarm’ or ‘threat’ response
type patrol or deployment. Consider a scenario in which a
possible threat or abnormality is detected behind (i.e., to the
left of perimeter protected entity 210 and intelligent perim-
eter 250A).

[0089] For a confirmed threat, a threat response might
entail investigating the immediate vicinity in which the
confirmed threat was detected. For example, if a single
unidentified human is detected and classified as a threat, it
can be prudent to deploy mobile robotic units/expand the
intelligent perimeter to include the area where the uniden-
tified human was detected—he may be part of a larger group
that has managed to remain undetected.

[0090] For a potential threat, a threat response might still
entail investigating an area in which the potential threat was
detected. For example, a single human might be only
momentarily detected before he disappears behind cover. It
can be useful to deploy mobile robotic units/expand the
intelligent perimeter to include the area where the momen-
tary detection occurred—it needs to be determined whether
the detection was spurious or not, whether the human is a
friendly or a threat, whether the human might have addi-
tional companions with him, etc.

[0091] With this and various other potential scenarios in
mind where it can be helpful to perform an area search in
response to a threat or abnormality detected by the robotic
units/intelligent perimeter, the discussion turns to FIG. 2B,
which illustrates a general alarm response configuration in
which the robotic units 230A-E, 240A-B are redeployed and
reconfigured into a primary intelligent perimeter 250B and
a search perimeter 250C.

[0092] As shown, the primary intelligent perimeter 250B
remains generally centered about perimeter protected entity
210 and users 218, although here its shape has changed—
contracting towards the right-hand side (the direction in
which there is not a current threat/alarm event) and expand-
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ing towards the left-hand side (the direction in which there
is a current threat/alarm event). The primary intelligent
perimeter 2508 includes all of the robotic units but for aerial
unit 240A, which has been redeployed as the sole member
of'search perimeter 250C. It is appreciated that various other
configurations and combinations of the various robotic units
into the primary intelligent perimeter 250B and the search
perimeter 250C can be utilized without departing from the
scope of the present disclosure.

[0093] Compared to the standard patrol intelligent perim-
eter configuration seen in FIG. 2A, the contraction and
expansion into primary intelligent perimeter 250B and
search perimeter 250C frees up more of the mobile robotic
resources (both mobile ground units and aerial units) to
travel farther away from perimeter protected entity 210 in
order to investigate the threat or potential threat. For
example, aerial units 240A and 240B were previously
deployed as a pair on the right-hand side of intelligent
perimeter 250A, as the farthest out robotic units. With the
loss of aerial unit 240A to search perimeter 250C, aerial unit
240B retreats and is newly paired with mobile ground unit
230A to collectively monitor and patrol the right-hand side
of primary intelligent perimeter 250B. If a stationary ground
unit (such as stationary ground unit 220 seen in FIG. 2A)
remains within range or is otherwise carried with (e.g., in a
backpack configuration) or deployed by perimeter protected
entity 210 at its new location in FIG. 2B, then such a
stationary ground unit can additionally monitor and/or assist
in monitoring and patrol functionalities along the right-hand
side of primary intelligent perimeter 250B, or along the
entirety of primary intelligent perimeter 250B.

[0094] Because mobile ground unit 230A and aerial unit
240B have moved within closer proximity to perimeter
protected entity 210, this allows mobile ground units
230B-E to travel farther away from perimeter protected
entity 210 and towards the area of the detected threat/search
perimeter 250C. In order to maintain telecommunications
coverage at a requisite level, some or all of the robotic units
can increase a transmission power or otherwise increase a
transmission range of their LTE radio nodes (and/or any
other communication transceivers) in a collaborative fash-
ion. Note that none of the mobile ground units 230B-E are
shown as joining search perimeter 250C, instead remaining
just beyond—in some embodiments, one or more of the
mobile ground units could join search perimeter 250C in
order to support or otherwise augment the search efforts
being carried out by aerial unit 240A. For example, the
farthest mobile ground units 230D-E could be deployed into
search perimeter 250C, while mobile ground units 230B-C
can retreat back towards perimeter protected entity 210 as
needed to maintain adequate network coverage for the
private LTE network.

[0095] FIG. 3 depicts an example deployment scenario
300 of a mobile robotic network in which the intelligent
perimeter dynamically and autonomously reconfigures itself
in reaction to an obstacle detection performed by one or
more of its constituent robotic units. Beginning at the bottom
right-hand corner, the mobile robotic network is shown in a
first state/position at a time t; (the upper left-hand corner
shows the mobile robotic network in a second state/position
at time t,). At time t;, the mobile robotic network and its
associated perimeter protected entity 310 are proceeding
through the environment and have not yet detected any
obstacles, and as such remain in a default or previously
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selected perimeter formation/configuration, i.e., here with an
aerial unit 340A leading the way and two mobile ground
units 330A,B flanked on either side of perimeter protected
entity 310. A bubble around perimeter protected entity 310
and the three constituent robotic units indicates an approxi-
mate extent (for illustration purposes, not drawn to scale) of
the private LTE network and intelligent perimeter provided
to perimeter protected entity 310 by the mobile robotic units.
[0096] As the mobile robotic network and perimeter pro-
tected entity 310 move through the environment (i.e., move
from the bottom right to the top left), an obstacle 302 is
detected by one or more of the mobile robotic units. For
example, the obstacle 302 might be detected from the
ingested sensor data collected by aerial unit 340A, which
might be outfitted with more sensitive optics and/or greater
telephoto/magnification capabilities than either of the two
mobile ground units 330A,B. The obstacle detection can be
performed wholly onboard aerial unit 340A, distributed
amongst aerial unit 340A and mobile ground units 330A,B,
streamed back to a control unit/central computing device or
some other external computing device reachable through the
private LTE network, or some combination of the above.
[0097] With the obstacle detected, trajectory calculations
can be performed to determine whether or not it will be
necessary for the mobile robotic network to reconfigure
itself or route one or more of the constituent mobile robotic
units 340A, 330A,B around the obstacle. In some embodi-
ments the obstacle might be detected in advance and then
simply monitored until the mobile robotic network is close
enough that a decision point (i.e., reroute or remain on
course) is reached. FIG. 3 depicts this as decision point 304a
at which a reroute determination is affirmatively made.
Based on the projected trajectories of the mobile robotic
units, it is determined that mobile ground unit 330A will
collide with obstacle 302 unless a reroute is initiated and the
mobile robotic network reconfigured. As illustrated, at deci-
sion point 304a, mobile ground unit 330A is rerouted to
follow a new path 305 (rather than its old path 306, which
would have led to a collision with obstacle 302).

[0098] Note that this reroute decision is made in order to
not only achieve the goal of obstacle avoidance, but also to
maintain the continuity of the intelligent perimeter and the
signal strength of the private LTE network (both of which
might have minimum threshold or other required perfor-
mance characteristics specified by a mission plan or param-
eters assigned to the mobile robotic network). As such, while
mobile ground unit 330A could maneuver around obstacle
302 by going farther away from perimeter protected entity
310 (i.e., up towards the top of the figure), this might lead
to a degradation in or loss of coverage from the private LTE
network to perimeter protected entity 310. Accordingly,
mobile ground unit 330A is routed to avoid obstacle 302 by
taking path 305 and moving closer to perimeter protected
entity 310.

[0099] In some embodiments, the mobile robotic network
can further make dynamic and autonomous adjustments to
other ones of its constituent mobile robotic units, even
though those units themselves were not performing any
obstacle avoidance. For example, in addition to decision
point 304a at which mobile ground unit 330A makes a
reroute determination, also shown is a second decision point
304b, at which aerial unit 340A is rerouted off of its current
trajectory and onto a modified path 307, bringing aerial unit
340A closer to perimeter protected entity 310 and extending
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coverage of the private LTE network into an area that was
previously handled by mobile ground unit 330A before it
was required to move away in the course of performing
obstacle avoidance. In this manner, the continuity of cov-
erage from the private LTE network implemented by the
mobile robotic network is automatically maintained as
perimeter protected entity 310 moves through the environ-
ment and past various obstacles, terrain impediments, etc.
[0100] FIG. 4 illustrates a deployment scenario 400 in
which an aerial unit 440 is utilized as an aerial repeater to
bridge LTE connectivity between two mobile ground units
430A,B that are otherwise separated by an obstacle 402.
Obstacle 402 might be a literal environmental obstacle such
as a mountain, or could be a conceptual obstacle such as
distance, weather, etc. Moreover, although only mobile
ground units 430A,B are shown as being separated by
obstacle 402 and bridged together via the LTE repeater
functionality provided by aerial unit 440, it is equally
possible that one or more aerial units 440 be utilized to
bridge communications (LTE or otherwise) between two or
more pods or disparate mobile robotic networks that are
separated by an obstacle 402 (e.g., similar to the scenarios
described with respect to FIG. 1B).

[0101] Communications that need to be transmitted from
mobile ground unit 430B to mobile ground unit 430A would
normally take place directly, e.g., via their respective LTE
nodes 4305,a. However, with obstacle 402 precenting this
normal operation, aerial unit 440 can be deployed to fly up
and over the obstacle to provide a bridge or repeater that
connects LTE node 4355 to LTE node 4354. By flying high
enough or to an appropriate location, aerial unit 440 could
also provide bridging or repeater functionality via the VL.C
transceivers of the robotic units (recalling that VLC trans-
missions require line of sight). Aerial unit 440 could also
provide MANET bridging or repeating in a fashion similar
or identical to LTE. Additional aerial units can also be
utilized to form a repeater bridge as long as necessary (or as
long as possible based on the available aerial units for
deployment for such a purpose). In some embodiments, one
or both of the mobile ground units 430A,B could have an
aerial unit stored onboard, e.g., via a docking module as
discussed with respect to FIG. 1A. Upon losing communi-
cations or otherwise detecting/encountering obstacle 402,
one or both of the mobile ground units 430A,B could
respond by deploying their onboard aerial unit to form an
LTE or communications bridge, over which the mobile
ground units could negotiate a plan to maintain communi-
cations or resolve the issue posed by obstacle 402 in order
to maintain communications once the aerial unit(s) 440
deplete their charge and are forced to land.

[0102] FIG. 5 is a flowchart depicting an overall process
flow 500 by which the presently disclosed mobile robotic
network(s) can be deployed and operated. At a start point
501, an overall mission or goal (or parameters and configu-
rations thereof) is inputted to the mobile robotic network.
For example, in the context of FIGS. 1A-B, this overall
mission input could be provided by one of the users 118 via
control unit 112, although other input dynamics are also
possible.

[0103] The overall mission input is then disseminated or
otherwise distributed to the constituent units of the mobile
robotic network (e.g., stationary ground units, mobile
ground units, and aerial units) at 504. This distribution can
take place over the private LTE network, MANET, VLC,
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DDL, or any combination of the above (and/or any combi-
nation of other communication modalities equipped within
the constituent units of the mobile robotic network). In some
embodiments, information can be transferred to one or more
of the constituent units of the mobile robotic network via
hardwired connections, e.g., in the scenario in which one or
more of the constituent units are in a stowed or non-
deployed state and are therefore able to receive a hardwired
connection. For example, hardwired information transfer
could occur during a planning or mission configuration stage
at or within the intelligent perimeter/perimeter protected
entity.

[0104] At 506, roles are assigned to the separate units of
the mobile robotic network. In some embodiments, the
mission input distribution can be performed automatically
based on the mission input being made from a plurality of
pre-defined options. In some embodiments, the mission
input can be parsed by the mobile robotic network in order
to generate commands and configurations/parameters at
various levels of the hierarchy of the mobile robotic net-
work. For example, an overall mission input can be parsed
into mission inputs for the stationary ground units, mission
inputs for the mobile ground units, and mission inputs for
the aerial ground units. These type-based mission inputs can
then be further parsed into individual configurations for the
robotic units of that type, either as a distributed compute task
or as a compute task assigned to specific robotic units. In
some embodiments, overall mission inputs can be parsed
into mission input commands/configurations for each indi-
vidual robotic unit all at once by a central processing or
computing unit, e.g., at the perimeter protected entity or by
the control unit itself.

[0105] At 508, the mission is performed (e.g., such as
described with respect to any of the example scenarios and
deployments discussed above with respect to FIGS. 1A-4).
[0106] A determination is made at 510 as to whether
mission parameters have changed—either by virtue of an
input from one of the human users within perimeter pro-
tected entity (via the control unit), an automatic determina-
tion by the mobile robotic network, or some combination of
the two.

[0107] If it is determined ‘Yes’ that mission parameters
have changed at 510, then a further determination is made at
511 as to whether or not the mission can still be met with the
current deployment and/or configuration of the constituent
units of the mobile robotic network.

[0108] Ifthe answer at 511 is “Yes’ the mission can still be
met by the current selection of units even with the updated
parameters from 510, then the method returns to step 506 at
which roles are assigned to constituent units of the mobile
robotic network—the updated mission parameters are
parsed or otherwise distributed in a same or similar manner
as described above with respect to the initial input of mission
parameters beginning at 502.

[0109] Ifthe answer at 511 is ‘No’ the mission cannot still
be met by the current selection of units given the updated
parameters from 510, then the mission is terminated at 512
and the robotic units are commanded to return to base (i.e.,
perimeter protected entity, or some other deployment/dock-
ing/storage site associated with each robotic unit). Upon
returning to base, or in response to a return to base com-
mand, one or more of the robotic units can perform a data
dump of their ingested sensor data, and perform a mission
debrief and/or re-learning process (e.g., in the scenario in
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which machine learning networks are used to perform threat
detection or otherwise analyze ingested sensor data from the
mobile robotic units, then their ingested sensor data is used
to generate additional labeled training data and the machine
learning networks are re-trained on this new labeled training
data such that the re-trained machine learning networks are
configured for use or deployment into onboard memory of
the mobile robotic units before their next deployment or
mission).

[0110] In some embodiments, an optional step 513 can be
performed in response to a determination at 511 that “No’ the
mission cannot still be met by the current selection of units
given the updated parameters from 510. In this optional step
513, rather than terminating the mission, one or more (or all)
of the constituent units can be configured for a manual ROV
(remotely operated vehicle) operation in order to still per-
form part or all of the updated mission. For example, one or
more humans from the perimeter protected entity can
assume ROV control of a single robotic unit, or multiple
robotic unit, and transmit real-time commands to cause the
ROV-controlled robotic units to execute the updated mis-
sion. This ROV control can utilize one or more streams of
sensor data from the robotic units back to a control device
of the ROV operator (i.e., human within the perimeter
protected entity, although it is also possible that the ROV
operator is remote from/not a part of the perimeter protected
entity). For example, these streams of sensor data for ROV
operation could include, but are not limited to, audiovisual
data such as still images and video, audio, thermal imaging,
etc., as captured by one or more sensors or payload com-
ponents of each individual robotic unit. In some embodi-
ments, one or more of the robotic units can be configured to
operate in an autonomous or semi-autonomous mode that
assists in the ROV operation of a different robotic unit. For
example, a human user within the perimeter protected entity,
using for example the control unit or a mobile computing
device, can assume ROV operation of a first robotic unit,
which is designated as a leader of one or more ‘follower’
robotic units operating in an autonomous or semi-autono-
mous fashion. The follower robotic units could be config-
ured to collect additional sensor data, such as different
camera angles and perspectives, that can augment the human
user’s ability to perform ROV operation of the first robotic
unit. In some embodiments, the follower robotic units could
execute a pre-defined formation with respect to the first
‘leader’ robotic unit that is under human ROV control.

[0111] FIG. 6is a flowchart 600 illustrating a more specific
mission flow or deployment for mobile ground units and
aerial units. At 601, the method begins and a mission is
assigned at 602. The mission assignment can be the same or
similar as the mission assignment described above with
respect to steps 502, 504 of FIG. 5. In some embodiments,
mission assignment 602 can come from a control unit or
human user within the perimeter protected entity, or can be
distributed to the mobile ground units and/or aerial units
from the central control unit or other central computing
device responsible for parsing an overall mission into more
specific components for the constituent units of the mobile
robotic network.

[0112] An inventory is conducted of the available robotic
units and sensors at 604. This inventory can determine
current availability across the entire mobile robotic network,
current availability of just non-deployed units, current avail-



US 2022/0021688 Al

ability of non-deployed units+deployed units with a lower
priority mission that could be repurposed/redeployed for this
mission, etc.

[0113] Based on the inventory of 604, a determination is
made at 606 as to whether the available inventory comprises
a minimum mission success set (or whether it is possible to
supplement the available inventory appropriately if it is
inadequate/does not comprise the full minimum mission
success set).

[0114] If the available inventory is determined to be
sufficient at 606, the roles are assigned to the constituent
aerial units and mobile ground units at 608. This role
assignment process can be the same or similar to the role
assignment 506 in FIG. 5. If the available inventory is
determined to be insufficient at 606, then the method pro-
ceeds instead to 607 (which will be discussed in greater
depth below).

[0115] Continuing down the path in which the inventory
determination was successful, from role assignment 508 the
aerial and ground robotic units wait and deploy when
instructed at 510. The deployment instruction can come
from a human user within the perimeter protected entity,
from the control unit, or from the mobile robotic network
itself (or some other constituent robotic unit that is already
deployed).

[0116] At 612, the newly deployed aerial and mobile
ground units perform their mission and collect data as
described above and throughout the present disclosure. If
mission parameters do not change (i.e., step 614 results in
‘No’), then the mission continues and terminates at 616. If
mission parameters do in fact change (i.e., step 614 results
in ‘Yes’), then the home base is alerted at 619. In this
context, the home base can comprise the perimeter protected
entity, the human users within the perimeter protected entity,
a stationary ground unit, a central computing device asso-
ciated with or disposed within the perimeter protected entity,
etc. After alerting the home base at 619, the method returns
to step 608 at which point roles are assigned (i.e. re-
assigned) and the mission then performed based on the new
roles and updated parameters from 614.

[0117] Returning now to step 606, at which an inventory
assessment is performed, the method proceeds to step 607 if
the inventory assessment fails—i.e., the minimum mission
success set of robotic units and/or sensors is not available
and/or cannot be assembled in the requisite amount of time.

[0118] The specific missing parts that caused the inventory
assessment to fail are determined at 607, and then reported
back at step 609. This report back might be transmitted to the
users within the perimeter protected entity, to the control
unit within the perimeter protected entity, and/or to a central
computing device associated with or disposed within the
perimeter protected entity.

[0119] After reporting back, a determination is then made
at 611 as to whether the mission is able to continue even in
light of the missing parts determined in 609. For example,
some missions might include in the minimum success set
four aerial robots for redundancy purposes when only two
aerial robots are actually needed—in this case, the mission
would still be able to continue even though there were
missing parts determined in 609. In other scenarios, the
mission would not be able to continue in light of the missing
parts determined in 609—e.g., if the mission requires two
aerial robots and zero are available.
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[0120] If the mission is unable to continue, then step 611
proceeds to step 617, where the setup or composition of
robotic units and/or sensors is adjusted in light of the
missing parts from 609. In some embodiments, this might
entail pulling the necessary robotic unit(s) off of another
mission and reassigning them to the current mission, e.g.,
where it is determined that the additional robotic unit is not
needed in the other mission or that the current mission has
a higher priority than the other mission. Alternatively, the
composition adjustment of step 617 could also entail waiting
for the requisite robotic unit/sensor resources to become
available as other missions conclude or new robotic units are
added to the mobile robotic network. In some embodiments,
a priority-based queuing and requesting system could be
utilized to determine how to best reassign robotic unit/sensor
resources coming off of a deployment to certain ones of
queued, pending missions awaiting that specific resource.
[0121] If the mission is however, determined to be able to
continue at step 611, then a continuation is forced at step 613
(effectively overriding the limitations imposed by the mini-
mum mission success set that caused the failure at the
inventory check of step 606). The entire mission can then be
performed, if able with the reduced inventory set. Alterna-
tively, it might be determined that some of the distinct
components of the mission can be performed with the
reduced inventory set, but some components cannot—at step
615, those components that can be performed will be initi-
ated and logged as normal, with the process returning to step
610 and proceeding from there as described previously. In
some embodiments, the mission components that could not
be performed are logged at step 615 and queued as a new
mission that will be performed once the necessary robotic
units and/or sensors become available.
What is claimed is:
1. A self-contained robotic system for providing a mobile
perimeter and telecommunication network, the system com-
prising:
one or more stationary ground units associated with a
perimeter protected entity, each stationary ground unit
comprising:
at least one broadband cellular network core for pro-
viding a private telecommunication network; and

one or more secondary transceivers for providing at
least a second telecommunication network different
from the private telecommunication network;

a plurality of mobile robotic units communicatively
coupled, via one or more of the private telecommuni-
cation network and the second telecommunication net-
work, to at least one stationary ground unit, each
mobile robotic unit comprising:

a broadband cellular network node for extending the
private telecommunication network provided by the
cellular network core of the stationary ground unit;

one or more secondary mobile transceivers for com-
municating with the stationary ground unit via at
least the second telecommunication network;

a plurality of sensors, the plurality of sensors generat-
ing ingested data streams from a surrounding envi-
ronment of the mobile robotic unit;

a locomotion device for maneuvering and propelling
the mobile robotic unit within the surrounding envi-
ronment; and

a controller, wherein the plurality of controllers of the
plurality of mobile robotic units are communica-
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tively linked such that the mobile robotic units
simultaneously create a dynamically responsive
perimeter around the perimeter protected entity and
a movable extension of the private telecommunica-
tion network, wherein the controllers generate loco-
motion control signals to cause least a portion of the
plurality of mobile robotic units to reposition them-
selves within the surrounding environment and pro-
vide continuous coverage from the private telecom-
munication network to the perimeter protected entity
as one or more locations of the perimeter protected
entity change.

2. The self-contained robotic system of claim 1, wherein
the dynamically responsive perimeter encloses the perimeter
protected entity and comprises one or more of the plurality
of mobile robotic units deployed to execute a specified
patrol formation along a boundary of the dynamically
responsive perimeter.

3. The self-contained robotic system of claim 2, wherein
one or more of the deployed mobile robotic units continu-
ously ingest a plurality of perimeter data streams via the
plurality of sensors.

4. The self-contained robotic system of claim 3, further
comprising a threat detection system, wherein the threat
detection system receives as input at least a portion of the
plurality of perimeter data streams from one or more of the
deployed mobile robotic units and analyzes, in substantially
real-time, the input perimeter data streams to identify and
classify threats present at the dynamically responsive perim-
eter.

5. The self-contained robotic system of claim 4, wherein
the threat detection system comprises a distributed process-
ing network over the controllers of at least a portion of the
plurality of mobile robotic units and controllers of the
stationary ground units.

6. The self-contained robotic system of claim 4, wherein
the threat detection system comprises an initial abnormality
detection performed onboard the mobile robotic units and a
secondary abnormality classification, wherein the abnormal-
ity classification receives abnormality detections generated
onboard one or more of the mobile robotic units and
generates threat alarms based at least in part on an analysis
of the received abnormality detections.

7. The self-contained robotic system of claim 6, wherein
the abnormality classification is performed by one or more
of:

one or more of the stationary ground units;

a central computing device disposed within the perimeter

protected entity;

a control unit of the perimeter protected entity; or

a cloud computing device communicatively coupled with

the perimeter protected entity.

8. The self-contained robotic system of claim 4, wherein
the threat detection system comprises one or more trained
threat detection machine learning networks, wherein the
trained threat detection machine learning networks are
trained on a plurality of labeled training data pairs, each
labeled training data pair comprising:

an input data example, the input data example generated

from a portion of perimeter data streams ingested by
the deployed mobile robotic units at the perimeter; and

a classification label, wherein the classification label

indicates one or more ground truth classifications cor-

18

Jan. 20, 2022

responding to objects, abnormalities, and events con-
tained within the input portion of perimeter data
streams.

9. The self-contained robotic system of claim 8, wherein
a given training data classification labels is automatically
generated from user input provided by a user within the
perimeter protected entity by:

displaying, to the user, a given portion of perimeter data

streams that were ingested by the deployed mobile
robotic units at the perimeter;

receiving, from the user, one or more user inputs indica-

tive of objects, abnormalities, events, or threats present
within the given portion of perimeter data streams
displayed to the user; and

generating one or more ground truth classifications from

the user input indicative of the objects, abnormalities,
events, or threats.

10. The self-contained robotic system of claim 9, wherein
the displaying and receiving are performed by a user inter-
face of a control unit computing device of the perimeter
protected entity.

11. The self-contained robotic system of claim 1, wherein
the plurality of mobile robotic units includes one or more
aerial units, drones, or unmanned aerial vehicles (UAVs).

12. The self-contained robotic system of claim 1, wherein
the plurality of mobile robotic units includes one or more
mobile ground units, the locomotion devices of the mobile
ground units including wheels, tracks, and legs.

13. The self-contained robotic system of claim 1, wherein
the plurality of sensors of the mobile robotic units include
one or more of: LIDAR, radar, depth or stereo cameras and
sensors, electro-optical sensors, infrared sensors, UV sen-
sors, GPS sensors, location or position sensors, inertial
measurement units (IMUs), seismic sensors, temperature
sensors, microphones, sound sensors, Geiger counters, spec-
troradiometers, gas chromatography sensors, and bio-sniff-
ers.

14. The self-contained robotic system of claim 1, wherein
the private telecommunication network implements one or
more of a 2G, 3G, 4G, LTE, or 5G telecommunication
standard.

15. The self-contained robotic system of claim 1, wherein
the at least one second telecommunication network uses a
different communication modality than the private telecom-
munication network, the second telecommunication network
communication modalities including one or more of:

MANET (Mobile Ad-hoc Network);

VLC (Visible Light Communication);

DDL (Direct Data Link); and

satellite communications.

16. The self-contained robotic system of claim 15,
wherein the one or more stationary ground units and the
plurality of mobile robotic units each further comprise a
MANET radio, wherein the MANET radio implements one
or more of:

a backhaul for the private telecommunication network;

and

the second telecommunication network.

17. The self-contained robotic system of claim 15,
wherein the second telecommunication network comprises
MANET and VLC is the physical communication medium
for the second telecommunication MANET network.

18. The self-contained robotic system of claim 1, wherein
one or more of the stationary ground units and one or more
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of the plurality of mobile robotic units further comprises a
mesh radio, wherein the mesh radio is configured to com-
municatively couple with one or more of the private tele-
communication network and the second telecommunication
network.

19. The self-contained robotic system of claim 1, wherein
one or more of the stationary ground units comprises a
transportable housing such that the stationary ground unit
can be transported with the perimeter protected entity via the
transportable housing.

20. The self-contained robotic system of claim 1, wherein
the transportable housing comprises a backpack.
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