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(57) ABSTRACT

A method for interrogating an electronic identity card by a
terminal with a claim covering an identity attribute of the
holder of this card. The terminal obtains an identity token of
the CNIe then selects in a HD wallet an issuer account
associated to the identity attribute covered by the claim.
Afterwards, it forms a transaction including as arguments
the identity token and the path in the arborescence of the
wallet leading to the issuer account, this transaction then
being transmitted to a blockchain. Afterwards, it is verified
by consensus that the terminal is habilitated to issue a claim
covering an identity attribute, and that the issuing address of
the transaction corresponds to the identity attribute on which
the terminal is habilitated to issue a claim.
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METHOD FOR VERIFYING THE
HABILITATION OF A TERMINAL TO
CHECK AN IDENTITY ATTRIBUTE OF A
USER

TECHNICAL FIELD

[0001] The present invention relates to the field of elec-
tronic identity cards (CNle). It also relates to that of block-
chains and more particularly to that of key hierarchical
deterministic wallets allowing signing transactions on
blockchains.

PRIOR ART

[0002] Many countries have already adopted or will soon
adopt electronic identity cards (CNle) instead of conven-
tional identity cards in the form of plastic cards. CNles
integrate an electronic chip adapted to emit tokens allowing
verifying the identity of its holder. These electronic identity
cards are issued by an administrative authority and the data
contained therein are derived from a centralised registry.
[0003] The need for resorting to a decentralised digital
identifier or DID (Decentralised IDentifier), currently being
standardised by the IETF, has recently appeared. A decen-
tralised digital identifier is a unique identifier of a person
(and possibly of an object, an organisation or an abstract
entity) which could be verified by a controller by using
information stored outside the CNIe. This information may
consist of identification elements, called identity attributes,
generally stored in databases or devices of an information
system. A blockchain is generally used together with these
databases to store the references and the links allowing
verifying these identification elements. A description of the
decentralised digital identifier could be found in the docu-
ment entitled “Decentralised Identifiers (DIDs) v1.0W3C
Working Draft” published by the consortium W3C on Janu-
ary 20%, 2021.

[0004] Different examples if decentralised identity are
known from the prior art, such as uPort, Sovrin and
ShoCard.

[0005] The operating principle of a decentralised identity
(DID) has been illustrated in FIG. 1. It involves an Issuer,
110, a Holder of an identity document, 120 and a Verifier.
The issuer issues a question (claim) covering an identity
attribute of the holder, 120, for example a question related to
his age (adult person?). The holder has a cryptographic
element related to its identity attribute, which could be
verified by the verifier. The verifier verifies the supplied
element and returns the reply to the considered question
(Boolean “true” or “false”) to the issuer.

[0006] The operation represented in FIG. 1 supposes that
it is possible to verify that the issuer is entitled to ask the
question on the identity attribute and that the verifier could
check on that the holder is associated to the considered
identity attribute.

[0007] Similarly, it is provided that a terminal (issuer)
could issue a question on an identity attribute of a holder of
a CNle. The above-mentioned verification problems then
arise in the same terms. In particular, it is necessary to check
on that the considered terminal is habilitated to ask a
question on an identity attribute of the holder and that this
habilitation itself could be consulted by the holder.

[0008] Consequently, it is an object of the present inven-
tion to provide a method for verifying the habilitation of a
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terminal to ask a question on an identity attribute of the
holder of a CNIe. A secondary object of the present inven-
tion is to provide an interrogation method covering an
identity attribute of the holder of a CNIe.

DISCLOSURE OF THE INVENTION

[0009] The present invention is defined by a method for
interrogating an electronic identity card, denoted CNle, by a
terminal, by means of a claim covering an identity attribute
of the holder of this card, said identity attribute being part of
an identity attribute arborescence, said method being origi-
nal in that it comprises:

(a) the obtainment by the terminal of an identity token of the
holder of the CNle;

(b) the selection by the terminal of an issuer account
associated to a node in the arborescence of a hierarchical
deterministic key wallet, called HD wallet, having the same
structure as the identity attribute arborescence, the selected
node unequivocally corresponding to the identity attribute
covered by the claim;

(c) the formation by the terminal of a transaction comprising
as arguments at least the identity token and the path in the
arborescence of the wallet leading to the issuer account;
(d) the issue by the terminal of said transaction addressed to
a first smart contract deployed on a blockchain;

(e) the verification by consensus that the terminal is habili-
tated to issue a claim on said identity attribute;

(f) the verification by consensus that the issuing address of
the transaction corresponds the identity attribute on which
the terminal is habilitated to issue a claim;

(g) the record of an interrogation authorisation in the block-
chain if the verifications of steps (e) and (f) are positive.
[0010] Typically, the identity token comprises a digital
identifier of the holder of the CNIe as well as a nonce signed
by a private key stored in the CNle.

[0011] Advantageously, the verification of step (e) com-
prises the consultation of a record of said habilitation in the
blockchain, the verification of an electronic signature of this
record by means of the public key of an habilitation author-
ity and, in case of success, the extraction of the path in the
arborescence of the HD wallet leading to the issuer account
as well as the code chain associated to the account of the
terminal.

[0012] Preferably, said habilitation is recorded in the
blockchain y means of a second smart contract distinct from
the first one.

[0013] Advantageously, the verification at step (f) com-
prises a verification of the correctness of the signature of the
transaction by means of the public key of the terminal.
[0014] It may further comprise a computation of the public
key of'the issuer account from the public key of the terminal,
the code chain associated to the account of the terminal as
well as the path in the arborescence leading to the issuer
account.

[0015] The verification of step (f) may comprise a com-
parison of the address of the issuer account of the transaction
with a hash of the public key of the issuer account thus
computed, the interrogation authorisation being recorded in
the block chain in case of identity.

[0016] In any case, the terminal may issue a query to an
identity attribute server, said query representing said claim
on the identity attribute and that the identity attribute server
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consults the blockchain to determine whether an authorisa-
tion has been delivered to the interrogation terminal relating
to said identity attribute.

[0017] If the identity attribute server determines that the
authorisation has actually been delivered, it requests a
verification of the validity of the CNle from an identity
checkup server, the latter verifying the validity of the CNIe
from the identity token read in the blockchain.

[0018] If the CNle is determined to be valid, the identity
attribute server builds the reply to the claim covering the
identity attribute from a database of these attributes and
transmits the reply to the terminal.

DESCRIPTION OF THE FIGURES

[0019] Other features and advantages of the invention will
appear upon reading a preferred embodiment of the inven-
tion, described with reference to the appended figures
among which:

[0020] FIG. 1 already described schematically represents
the operating principle of a decentralised identity;

[0021] FIG. 2 schematically represents a coding example
of identity attributes of the holder of a CNle;

[0022] FIG. 3 schematically represents a key hierarchical
deterministic wallet;

[0023] FIG. 4A schematically represents a first method for
generating the private keys of a key hierarchical determin-
istic wallet;

[0024] FIG. 4B schematically represents a second method
for generating the private keys of a key hierarchical deter-
ministic wallet;

[0025] FIG. 4C schematically represents a method for
generating the public keys of a key hierarchical determin-
istic wallet;

[0026] FIG. 5A represents a an arborescence of identity
attributes and
[0027] FIG. 5B represents a corresponding arborescence

of keys in a hierarchical deterministic wallet;

[0028] FIG. 6 schematically represents a use case of a
method for interrogation by a terminal by means of a claim
covering an identity attribute of the holder of a CNle;
[0029] FIG. 7A and

[0030] FIG. 7B schematically represent a method for
interrogation by a terminal by means of a claim covering an
identity attribute of the holder of a CNle;

[0031] FIG. 8 schematically represents a method for veri-
fying the habilitation of a terminal to formulate a claim
covering an identity attribute;

[0032] FIG. 9 schematically represents a method for veri-
fying the compliance of a transaction with said habilitation
of the terminal.

DESCRIPTION OF THE EMBODIMENTS

[0033] In the following, an electronic identity card or
CNIe, as introduced before, will be considered. It embeds
cryptographic elements in a memory area allowing
unequivocally identifying the holder of the card, for
example a pair of a private key, a public key of a public key
cryptosystem, for example an asymmetric cryptosystem and
possibly an elliptic-curve cryptosystem. This cryptosystem
is unequivocally associated to the digital identity of the
holder of the considered card. The private key of the
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asymmetric cryptosystem is stored in a safety component of
the CNle ensuring protection thereof against logical and
physical attacks.

[0034] Such a CNle is capable of issuing identity tokens
on request from an interrogation terminal. These tokens may
be signed by means of the private key associated to the
digital identity stored in the card. For example, these tokens
may incorporate a digital identifier of the holder of the CNIe
as well as a nonce signed by a private key stored in the CNle,
the presence of the nonce allowing avoiding man-in-the-
middle attacks.

[0035] The interrogation terminal may be brought to for-
mulate a query on an identity attribute of the holder of a
CNle. For example, a merchant may have to determine, by
means of such a terminal, whether the client is major or
minor, or an administration may have to verify the citizen-
ship of the holder of the CNIe. Nonetheless, the terminal
cannot arbitrarily interrogate the CNle, it must possess a
specific habilitation to be able to ask a question (also called
verifiable claim or more simply claim) on either identity
attribute, to the extent that access to the identity attributes
and the processing thereof must be performed while com-
plying with the protection of personal data, according to the
GDPR regulations. This verification must be guaranteed in
a certain way, if possible by design.

[0036] Ingeneral, the question is in the form of a verifiable
claim covering an identity attribute, for example the age or
the citizenship of the holder of the CNIe. Thus, for example,
the question may be “is the holder of the CNIe is a major
person?” or “what is the citizenship of the holder of the
CNIe?”. As the case may be, the reply may be a Boolean
value (first example) or a series of alphanumeric characters
(second example). It should be noted that the value of the
attribute itself is not necessarily disclosed in the reply. Thus,
the majority condition does not reveal the age of the person.

[0037] In the following, we will assume that the identity
attributes are distributed according to a standardised graph
and more specifically by a tree whose root is the identity of
the holder and the nodes are attributes or attribute fields. In
the following, for convenience, the attribute fields will be
assimilated to attributes.

[0038] The graph of the identity attributes could be rep-
resented by means of a file in a markup language such as
JSON. FIG. 2 provides an example of such a file providing
the attributes of a person. In this example, the age of the
person could be deduced from the attribute “date of birth”
herein located at the 6™ position. This attribute includes 3
attribute fields: day/month/year located respectively at the
1%, 2" and 3"? positions. Thus, the year of birth of the holder
of the CNle is encoded by a path 0/6/3 in the tree of the
attributes, or in an equivalent manner in the markup file. In
general, each attribute or each attribute field may be repre-
sented by a path in the tree of the attributes.

[0039] The idea at the origin of the present invention is to
encode by design the right of a terminal to issue a claim on
an attribute, in other words the right to ask a question on an
identity attribute, by embedding in this terminal a key
hierarchical deterministic wallet (HD wallet), each node of
the tree of the keys unequivocally corresponding to an
identity attribute, and possibly to the field of such an
attribute.

[0040] It should be recalled that, in a key hierarchical
deterministic wallet, all of the private keys are generated, in
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an arborescent manner, from the same seed. In other words,
the knowledge of the seed allows finding out all of the
private keys of the wallet.

[0041] FIG. 3 schematically represents the structure of
such a hierarchical deterministic wallet.

[0042] The seed, 310, at the origin of the key wallet is a
random number (or entropy), for example on 128 or 256 bits.
In general, it is represented by a mnemonic code formed by
12 or 24 words drawn from a predetermined dictionary
including a predetermined number of words (2048).

[0043] Afterwards, the seed is hashed (for example by
means of the hash function HMAC-SHA 512), to supply on
the one hand a master private key, 320, (k,,) and an asso-
ciated chain code (not represented).

[0044] Afterwards, the master public key is computed
from the master private key by means of PK, =k, -G where
G is the generator point of the elliptic curve.

[0045] At each generation, we obtain from a parent private
key, 330, the chain code associated to this key and an index
number, i, a child private key, 340, with a birth rank i+1 (the
first child corresponding to the zero index). The generation
of'the private key involves a hash function (or a combination
of hash functions forbidding the ability to go up to a parent
private key from the private key of a child.

[0046] The generation of the private keys in a hierarchical
deterministic wallet may be carried out according to differ-
ent methods.

[0047] FIG. 4A represents a first method for generating
private keys in a hierarchical deterministic wallet.

[0048] To the left of the figure, are represented the ele-
ments relating to a parent private key and to the right those
relating to a child private key, derived from this parent
private key.

[0049] First of all, the parent private key, k., allows
generating the corresponding public key of the asymmetric
cryptosystem, for example PK ,.,.~K,,..,,/G in the case of
an elliptic-curve cryptosystem.

[0050] The parent public PK,,,.,, is concatenated to the
associated code chain, CCK to form an extended

arent’
public key PKpa,eme’“:PKpa:mICCK This extended

arent
public key is combined with the index,}i, of'the child key that
we wish to generate, then the whole is hashed by means of
a hash function, Hash.
[0051] The result of hashing is split into a left portion and
a right portion. The left portion is combined with the parent
private key, k,,,.,., to give the child private key, k.,
whereas the right portion gives the code chain associated to
the child key, namely CCK ,;;;- The child private key, k_;,,,..»
allows generating the child public key, PK_, .,k ,../G-
[0052] Consequently, we have elements k..., PK s
CCK_,;;z allowing iterating the generation of private keys
once again.
[0053] The generation operation allowing switching from
a parent private key into a child key with the index i is herein
denoted CKD,,,,”". In other words:

[Math. 1]

konita=CKDpyis K payens i) (6]

2 P
and therefore, by recurrence:

[Math. 2]

K opiza=CK: -« CKD,,; (CKD,,;, (Rl )ih2)s - -

"
E priv \ priv P

- AN) @
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where N is the length of the path in the arborescence starting
from the seed, and where i, . . . , i, is the succession of the
indexes of the child keys along the path.

[0054] FIG. 4B represents a second method for generating
private keys in a hierarchical deterministic wallet.

[0055] In contrast with the so-called normal previous
method, this so-called hardened generation method uses an
extended private key instead of an extended public key to
generate a private key of the next generation. It is a priori
more robust than the normal method since it omits a piece
of public information from the computation.

[0056] Like before, to the left of the figure, are represented
the elements relating to a parent private key and to the right
those relating to a child private key, derived from this parent
private key.

[0057] The parent private key, k,,..,,,, 1s concatenated with
the associated code chain to form an extended private key
kparente)“:kparentl CCkparent'

[0058] This extended private key is combined with the
index, i, of the child key that we wish to generate, then the
whole is hashed by means of a hash function, Hash.
[0059] The result of hashing is split into a left portion and
a right portion. The left portion is combined like before with
the parent private key, k..., to give the child private key,
k_;;2 Whereas the right portion gives the code chain asso-
ciated to the child key, namely CCK_,,,,. In turn, the child
private key, k_;,,,, allows generating the child public key,
PK it KomidS-

[0060] The generation operation allowing switching from
a parent private key into a child key with the index i is called

hardened generation operation and denoted CKDpn.vh. In
other words:

[Math. 3]

kchild:CKDprivh(kparent’i) (3)

If only hardened generation operations are used, we obtain
by recurrence:

[Math. 4]

K opina=CKD, -+ CKD,, (CKDy 1 (ki i), -

priv (. priv o

L i) 4
where, like before N is the length of the path in the
arborescence starting from the seed, and where i, . . ., iy is
the succession of the indexes of the child keys along the
path.
[0061] It should be noted that the generation of a private
key of the wallet may successively involve normal genera-
tion operation and hardened generation operations along the
path. Thus, more generally, this private key will be obtained
by:

[Math. 5]

kchild:.CKDpriv( ce CKDpriv(CKDpriv(kmlil)5i2))5 ce
in) ®

where each elementary generation operation CKD,,,, may
be a normal generation operation CKD,,,,” or a hardened
generation operation CKDP,W” .

[0062] In practice, the indexes i used in the normal gen-
eration operations and the hardened generation operations
take on their values in distinct intervals. Thus, the indexes
ranging from 0 to 23'-1 are used to generate private keys

according to a normal generation operation and the indexes
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ranging from 2°' to 2°2-1 are used to generate private keys
according to a hardened generation operation.

[0063] In any case, a private key may be identified by
means of a path in the arborescence from the master key.
Thus, for example, k,,/0/3 will refer to the second generation
private key, the 4% normal child of the parent key, itself first
normal child of the master private key. Similarly, k,,/0/3'
will refer to the second generation private key, 4” hardened
child of the parent key, itself first normal key of the master
private key, where we conventionally consider i'=i+2!.
[0064] A particularly interesting property of the key HD
wallets is the possibility of deducing all of the public keys
of the children from the master public key and the code
chains, without the need for knowing the private keys of the
children.

[0065] This property is illustrated in FIG. 4C.

[0066] The extended public key of a parent
PK,reni” " PK, 1,62 CCK 1, in other words the public
key of a parent, PK,,,,.,,, concatenated with its code chain,
CCK,, s 1s combined with the index i of the child key for
which it is desired to obtain the public key.

[0067] The whole is hashed by means of a hash function,
Hash and the result of hashing is split into a left portion and
a right portion. The left portion is combined like with the
parent public key, PK . to give the child private key,
PK_,;;; whereas the right portion gives the code chain
associated to the child key, namely CCK_,,;

[0068] The operation allowing switching from the parent
public key PK,, ,,..,,, into the public key PK_,,,, of a child with
the index i is denoted PK ,,,,~CKD,, ,(PK ,,.,.»1).

[0069] Thus, the public key of anode of the arborescence
may be obtained iteratively from the master public key:

[Math. 6]

PK 51a=CKDy (- - . CKD,, ((CKD, ((PK,11)d5)), -

i) (6)
wherei,, . . ., i 1s the succession of the indexes of the child
keys along the path terminating at this node.

[0070] The hierarchical deterministic wallets have been
the subject of standardisation in the documents BIP-32 and
BIP-44. It is possible to find a detailed description of
hierarchical deterministic wallets in the book of A. M.
Antonopoulos and G. Wood entitled “Mastering Ethereum”
published in O’Reilly in December 2018, pp. 79-97.
[0071] The matching between the tree of the identity
attributes and the tree of the keys of the HD wallet embed-
ded in the terminal has been illustrated in FIGS. SA and 5B.
[0072] FIG. 5A represents the tree of the identity attributes
from the root attb, corresponding to the digital identity of the
holder of the CNIe. The attributes directly depending on the
root, attb,, ,, attb, ,, attb, 5 are first rank attributes, and those
directly depending on these are second rank attributes,
atth, , |, atth, , ,, . . ., attby 5 5, attb, 5 4. Thus, by consid-
ering again the example of the attribute file of FIG. 2,
atth,, 4 , would represent the year of birth of the holder of the
CNle. Thus, each identity attribute attb,; 5, 18 defined
by a path 0/1,/i,/ . . . /iy, from the root.

[0073] FIG. 5B represents a key hierarchical deterministic
wallet corresponding to the tree of the identity attributes of
FIG. 5A.

[0074] The private key of the terminal, k,.,,.,. is obtained
from the master private key itself derived from the secret
seed. The public key of the terminal is obtained from its
private key: PK, G.

lssuerikissuer

-----
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[0075] The public key PK,, ., is used to generate a tree of
public keys having the same structure as the tree of the
identity attributes, according to the diagram explained with
reference to FIG. 4C.

[0076] Each node of the arborescence is identified by a
series of indexes representing a path covered from the root
corresponding to the pair formed by the private key k, ., ...
and the corresponding public key, PK,,, .., of the terminal.
This root is conventionally represented by the index 0.

[0077] Thus, the public key of a node defined by the path
0/1,/iy/ . . . /iy corresponds to the identity attribute attby,;
-, i,- To each node defined by the path 0/1,/i,/ . . . /iy is
associated a wallet account whose address, @wallet_ac-
county ;. 4, is obtained by hashing of its public key:

[Math. 7]

PRosiys .. iy~ CKDpup( - -+ + CKDpup( CR Dy PK -
ers)in), -+ i) 7-1

[Math. 8]

@wallet_accountey;,, . .. s =Hash(PKoyy, . siy) (7-2)

[0078] FIG. 6 schematically represents a use case imple-
menting a method for interrogation by a terminal relating to
a claim covering an identity attribute of the holder of a CNle.

[0079] The represented system allows verifying whether a
terminal has a right to interrogate an identity attribute of the
holder, if the question asked by the terminal is compliant
with this right and, if this is the case receiving a reply to the
asked question on the identity attribute of said holder.

[0080] More specifically, the system comprises an inter-
rogation terminal, 610, which may be in the form of a
conventional payment device and possibly be integrated in
such a device. Alternatively, the interrogation terminal may
be remote, only the communication interface (RFID reader
for example) being located in the location where the
checkup of the identity attribute is performed.

[0081] The interrogation terminal embeds a key hierarchi-
cal deterministic wallet whose structure is identical to the
arborescence of the identity attributes.

[0082] The interrogation terminal allows obtaining an
identity token issued by the CNle, 620. This token may be
in the form of a signed nonce as described hereinabove. The
communication between the terminal may be a BLE or
RFID type contactless communication for example, and
possibly a communication by direct physical contact.

[0083] Regardless of the process for obtaining the identity
token, the terminal (claim issuer) is adapted to generate a
verifiable claim (claim) covering an identity attribute of the
holder of the CNle, namely attb, ,

[0084] The interrogation terminal selects in the arbores-
cence of its HD wallet, the node corresponding to the
attribute covered by this claim, in other words the account
with the @wallet_accounty; ,

[0085] The terminal then issues a transaction from the
address @wallet_account,, , =, addressed to a smart
contract deployed on the blockchain, 630, for example the
blockchain Ethereum, after having signed it with the private
key K, .., ., of the terminal. Advantageously, the signature is
an ECDSA signature comprising three components r, s, v
from which it is possible to find out the corresponding public
key, PK,

----- iy

iy

issuer*
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[0086] The transaction is then in the following form:

Transaction= {
‘from * : @ wallet __accounty, ;,
‘to’ : SM __auth

‘data’ : auth __method , ID _ token
‘path’: 0/ i,/ in/ ./ in

signed by Kiccer

[0087] The field ‘from’ specifies the address of the account
that issues the transaction, in this instance that one associ-
ated to the node of the arborescence corresponding to the
identity attribute covered by the claim.

[0088] The field ‘to’ specifies the address of the smart
contract deployed in the blockchain to which the transaction
is sent.

[0089] The field ‘data’ comprises the parameters of the
transaction, in particular the plug-in address of the sub-
program (also called method) to be executed in the smart
contract, as well as the identity token received by the
terminal.

[0090] The field ‘path’ specifies the path in the arbores-
cence of the HD wallet leading to the account that issues the
transaction. Where appropriate, this field also comprises the
code chain of the issuer account, CCK,

[0091] Other fields could be considered yet without

departing from the scope of the present invention.

[0092] The miners (or validators) of the blockchain deter-
mine in a first phase whether the terminal is habilitated to
issue a claim covering an identity attribute and in a second
phase whether the issued transaction corresponds to such a
claim. In case of success, an authorisation is delivered to the
terminal and recorded in the blockchain.

[0093] In a first phase, the miners verify the enrolment of
the terminal, i.e. that the terminal is habilitated to issue a
claim on the identity attribute.

[0094] In the context of the invention, the terminal gen-
erally belongs to a legal person (merchant, institution,
company, etc.) and its habilitation to issue a claim on an
identity attribute is delivered by a competent authority.

[0095] This habilitation is recorded beforehand in the
blockchain by means of a second smart contract, SM_hab,
distinct from the first one, SM_auth. For example, this
record may be in the form of a digital certificate signed by
the competent authority, issued from the account of the
terminal (whose address is the hash of the public key
PK,.c.0r)s OF an attestation signed by this authority, issued
from an account of the latter.

[0096] The record comprises the identifier of the compe-
tent authority, for example its account address, the public
key PK,.,.,» the code chain CCK,, .. (possibly encrypted)
and the path 0/i,/i,/ . . . /i, encoding the identity attribute.
This information set is signed by the private key of the
competent authority, the signature being itself part of the
record.

[0097] First, the miners verify the signature of the record
by means of the public key of the competent authority, then
extract the path 0/1,/i,/ . . . /i5,defining the attribute for which
the terminal has received the habilitation to formulate a
claim as well as the code chain of the terminal, CCK,
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[0098] Ina second phase, the transaction is verified by the
miners. If the transaction is properly built, it is recorded in
the next block and the authorisation is recorded in the
blockchain.

[0099] The verification of the transaction comprises sev-
eral steps.
[0100] First of all, the public key PK, ., ., is extracted from

the signature of the transaction issued by the issuer account.
For example, this extraction is obtained by means of the
function ECRecover in Ethereum.

[0101] From the public key PK,,.,, the code chain,
CCK, 4,0, Obtained beforehand and the path specified in the
field “path”, namely 0/i,/i,/ . . . /iy, of the transaction, the
public key of the issuer account is generated according to the
expression (7-1).

[0102] Afterwards, we check on that the transaction has
been issued from the issuer account by comparing the
address @wallet_accounty,,, . 4, indicated in the field
‘from” with the hash of the public key generated at the
previous step, in accordance with the expression (7-2). It is
actually this step which allows confirming that the transac-
tion issued by the terminal corresponds to an authorised
claim, in other words for which it has obtained a habilitation
by the competent authority.

[0103] Finally, we verify using the public key PK,.,,.,. that
the signature of the transaction is correct.

[0104] If the verification of the habilitation and of the
transaction is positive, an authorisation is granted to the
terminal and is recorded in the blockchain.

[0105] Concomitantly with this double verification, the
terminal transmits a query to an attribute server, 640, the
query covering the identity attribute object of the claim. This
query also comprises the identity token issued by the CNle.
[0106] The attribute server 640 then consults the distrib-
uted registry of the blockchain to determine whether an
authorisation to issue a claim on the identity attribute of the
holder of the CNIe has been delivered to the terminal. If this
is the case, the attribute server, 640, requests from the
identity checkup server, 650, to check on the validity of the
CNle by transmitting the identity token thereto.

[0107] The identity checkup server, 650, consults a data-
base, 655, managed by the state (and possibly an authority
to which the competence has been sub-delegated), said base
storing cryptographic information allowing verifying the
existence and the validity of the CNIes.

[0108] If the identity checkup server determines that the
CNIe is valid, it informs the attribute server. The latter then
processes the query by accessing the requested attribute in
the attribute database, 645, and returns to the terminal the
reply to the claim covering the attribute.

[0109] FIGS. 7A and 7B schematically represent a method
for interrogation by a terminal by means of a claim covering
an identity attribute of the holder of a CNIe.

[0110] At step 710, the interrogation terminal obtains an
identity token, for example in the form of a nonce signed by
the private key associated to the digital identity stored in the
electronic national identity card.

[0111] At step 715, the interrogation terminal selects a
node in the arborescence of its key HD wallet corresponding
to the identity attribute it wishes to be covered by a claim.
[0112] At step 720, the interrogation terminal forms a
transaction T(auth_method, ID_token, path) and the sign by
means of the private key of the terminal, k,
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[0113] At step 725, the interrogation terminal transmits the
transaction thus signed to the smart contract SM_auth from
the wallet account address @wallet_account,,, ., where
0/1,/i,/ . . . /iy is the path, path, defining the considered
identity attribute.

[0114] At step 730, the habilitation of the terminal to issue
a claim covering an identity attribute is verified by consen-
sus.

[0115] At step 735, the correspondence of the issued
transaction with a claim on this identity attribute is verified
by consensus.

[0116] In case of success, in other words, if the verifica-
tions of steps 730 and 735 are positive, an interrogation
authorisation is recorded in the blockchain at 740.

[0117] The method is carried on at step 750 in FIG. 7B.
[0118] FIG. 8 details step 730 and schematically repre-
sents a method for verifying the habilitation of a terminal to
formulate a claim covering an identity attribute.

[0119] At a first step 810, the miners consult the record of
the habilitation stored in the blockchain, this record may be
in the form of a certificate or an attestation signed by the
competent authority.

[0120] At step 820, we verify using the public key of the
competent authority that the signature is correct, and we
extract from the record the code chain CCK,,, ., as well as
the path 0/i,/i,/ . . . /iy encoding the identity attribute for
which the habilitation to issue a claim is granted.

[0121] FIG. 9 details step 735 and schematically repre-
sents a method for verifying the compliance of a transaction
with said habilitation of the terminal.

[0122] In a first step, 910, the miners verify using the
public key of the terminal, PK, , ., extracted from the
signature, that the transaction has been signed by the cor-
responding private key, in other words that the signature is
correct.

[0123] At step 920, from the public key, PK,,, .., the code
chain CCK,,,., obtained at step 820 and the path 0/i,/i,/ . .
. /1, specified in the field ‘path’ of the transaction, we
generate the public key, PK,, ;= ,» of the wallet account
specified by this path.

[0124] At step 930, we check on that the transaction has
been issued by the account @wallet_account,; , ., while
hashing the public key PK,, , ~, obtained at the previous
step and by comparing it with the issuing address of the
transaction. In other words, we verify by consensus that the
issuing address of the transaction corresponds to the identity
attribute on which the terminal is habilitated to issue a claim.
[0125] Of course, steps 920 and 930 could be performed
before step 910.

[0126] FIG. 7B represents the remainder of the operations
of FIG. 7A.
[0127] At step 750, the interrogation terminal sends to the

attribute server a query representing the claim on the identity
attribute. This query also comprises the digital identity of the
holder of the CNlIe.

[0128] At step 755, the attribute server consults the block-
chain to determine whether an authorisation has been deliv-
ered to the interrogation terminal related to said identity
attribute. If this is not the case, the server returns an error
message to the terminal (a non-represented step).

[0129] On the contrary, if an authorisation is actually
recorded in the blockchain, the attribute server requests at
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760 from the identity checkup server to verify the validity of
the CNle by transmitting thereto the digital identity of the
holder.

[0130] The latter reads at 765 the identity token associated
to said digital identity in the blockchain and at step 770
determines the validity of the CNIe from said token and
cryptographic primitives, then returns the status of the
considered card.

[0131] If the card is valid, the attribute server determines
the reply to the claim from the attributes stored in the
attribute base at 775 and returns the reply to the terminal at
780.

[0132] It should be noted that the holder of the CNIe could
consult the blockchain and determine which identity attri-
bute is covered by the claim of the interrogation terminal.

1. A method for interrogating an electronic identity card,
denoted CNle, by a terminal, with a claim covering an
identity attribute of the holder of said card, said identity
attribute being part of an identity attribute arborescence, said
method comprising:

(a) an obtainment by the terminal of an identity token of

the holder of the CNIe;

(b) a selection by the terminal of an issuer account
associated to a node in the arborescence of a hierar-
chical deterministic key wallet, called HD wallet, hav-
ing the same structure as the identity attribute arbores-
cence, the selected node unequivocally corresponding
to the identity attribute covered by the claim;

(c) a formation by the terminal of a transaction compris-
ing as arguments at least the identity token and the path
in the arborescence of the wallet leading to the issuer
account;

(d) an issue by the terminal of said transaction addressed
to a first smart contract deployed on a blockchain;

(e) a verification by consensus that the terminal is habili-
tated to issue a claim on said identity attribute;

(®) a verification by consensus that the issuing address of
the transaction corresponds the identity attribute on
which the terminal is habilitated to issue a claim;

(g) a record of an interrogation authorisation in the
blockchain if the verifications of steps (e) and (f) are
positive.

2. The method for interrogating an electronic identity card
by a terminal according to claim 1, wherein the identity
token comprises a digital identifier of the holder of the CNIe
as well as a nonce signed by a private key stored in the CNle.

3. The method for interrogating an electronic identity card
by a terminal according to claim 1, wherein the verification
of step (e) comprises a consultation of a record of said
habilitation in the blockchain, the verification of an elec-
tronic signature of said record with the public key of an
habilitation authority and, in case of success, a extraction of
the path in the arborescence of the HD wallet leading to the
issuer account as well as the code chain associated to the
account of the terminal.

4. The method for interrogating an electronic identity card
by a terminal according to claim 3, wherein said habilitation
is recorded in the blockchain with a second smart contract
distinct from the first one.

5. The method for interrogating an electronic identity card
by a terminal according to claim 3, wherein the verification
at step (f) comprises a verification of the correctness of the
signature of the transaction the public key of the terminal.
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6. The method for interrogating an electronic identity card
by a terminal according to claim 3, wherein the verification
at step (f) further comprises a computation of the public key
of' the issuer account from the public key of the terminal, the
code chain associated to the account of the terminal as well
as the path in the arborescence leading to the issuer account.

7. The method for interrogating an electronic identity card
by a terminal according to claim 6, wherein the verification
of step (f) comprises a comparison of the address of the
issuer account of the transaction with a hash of the public
key of the issuer account thus computed, the interrogation
authorisation being recorded in the block chain in case of
identity.

8. The method for interrogating an electronic identity card
by a terminal according to claim 1, wherein the terminal
issues a query to an identity attribute server, said query
representing said claim on the identity attribute and wherein
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the identity attribute server consults the blockchain to deter-
mine whether an authorisation has been delivered to the
interrogation terminal relating to said identity attribute.

9. The method for interrogating an electronic identity card
by a terminal according to claim 8, wherein if the identity
attribute server determines that the authorisation has actually
been delivered, it requests a verification of the validity of the
CNle from an identity checkup server, the latter verifying
the validity of the CNIe from the identity token read in the
blockchain.

10. The method for interrogating an electronic identity
card by a terminal according to claim 9, wherein if the CNle
is determined to be valid, the identity attribute server builds
the reply to the claim covering the identity attribute from a
database of these attributes and transmits the reply to the
terminal.
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