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(57) ABSTRACT

A method, apparatus, and computer progranl product pnl-
vide for network communication error originator identifica-
tion with a header, such as an HTTP header. In the context
of a method. the method causes a service request lbom a NF
client to be transmiued to a NF scrvcr via onc or morc
intermediary network proxy functions. Thc method receives
a service response with clrol hllorulatlon ulcnltlvulg thc
type or identity of the originator of the ermr response or
identifymg the type or identity of nenvork proxy function
having relayed the error response. The method may also be
enabled to redirect a service request to a different NF server
or a dilli:rent network proxy function, and to enable thc NF
chcnt to dctcnuulc whether lo rcdlrcct thc rcqucst to a
dr(permit NF scrvcr or a dilli:rent network proxy function.

910

Cause a service request for a network function server to be transmitted via
at least one network proxy function

911

Receive a service response comprising at least an error message 912

Determine from the service response, an originator of the error message 913

Respond differently to the error message depending upon the originator of
the error message

914
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METHOD, APPARATUS, AND COMPUTER
PROGRAM PRODUCT FOR ERROR

HANDLING FOR INDIRECT
( OMMUNI( ATIO iis

('OSS-RlililigliN( E I'0 Rl!I,Ail&I)
A VVI ICA'I'ION S

[0001] Tins Bppl&cat&on clauns pnoniy to Indian Patent
Application No. 202041013452, liled Mar. 27, 2020, the
cntirc contents of wh&ch are incorporated hercu& by refer-
ence.

11&CI INDI.O(il('AI, I'IEI D

[0002] An example embodiment relates generally to error
handing for ind&rect conuuiln&cat&on ul a conuniln&canon
network, and morc parncularly Io idenufying the source of
the ermr so as to adapt subsequent corn&nunications accord-
ing Io Ihe onginator of the ermr.

13A('K(IR(R/Nl )

[0003] A conunun&cat&ou system can bc scen as a I'aciiity
tha& enables conm&un&canon sess&ons bc&ween Iv,o or more
cntii&cs suCh as user tcnnumls, base stations/access points,
Network I'unction& (Nli) and/or other nodes by providiag
coaununic;it&on bctwccn thc va&ious cntlt&BB involved &il thc
con&nuuiicat&ons path. A communication system can be
provided for example by means of a conm&unication net-
w orl and onc or morc compauble conunumcauon devices.
Tclecommunicat&on networks, such as Ihe filfii generation of
mobile networks (5G networks) are cxpcctnl to be the next
major phase of mobile telecommunication standards and to
brinn nmny in&proven&eats in mobile network user experi-
ence. For instance. 5(i netv orl s should provide new tech-
nical solutions allowing a greater throughput, lower latency,
lugher reliability, h&glmr connimuviiy, and lugher mobility
Iailglv In aikhnon &0 these hap&oven&cuts in loons iif per-
formance, 5(i networks arc also expectnl Io extend the
flexibility in the network usage and to provide users w&th a
wider range Of use cases and business models
[0004] The 3rd Gn&erat&on Partnerslup Protect (3GPP) &s

a standards or anisafion which develops pnitocols for
mobile telephony and is known for the development and
maintenance of various standards includi&ig second enem-
tion (2G). third genemtion (3(i), fourth generation (4(i),
Long Tcm& Evoluuou (LTE), and lifth gcnerat&on (5G)
standards. The 5(i Core (SGC) network has been desi~&cd as
a Seri ice Basixl Arch&tccturc (SBA). e, a system arclu-
tecture in which the system h&nctionality is achieved by a set
of Nl's providin services to other authorived Nlis to access
their services. As such. NF clients (e.g., a NF serv&ce

consumer„or HTTP client. issuing a service request or a NF
Scrvicc Producer, or HTTP cl&cni, sending a not&fication
rixpicst) sn&d serv&cc rcqucsts to NF acr&era (O.g., a NF
Scrvicc Producer or NF Service Consumer respect&vcly, or
I I'I"I V server). I&rom 3(ipp release 16 onv;ards. the 3(ipp's
enhanced Service 13ased Architecture (eg13A) intmduces,
among other features. the support of indirect conununication
between an NF client and an NF server. or between a
network funcuou (NF) service consumer m&d a NF serv&ce
producer v&a oue or morc scrv&ce conm&urucanon proxy
(SCP) enut&cs. Thc Icclu»cal rcahvafion of support ol'&d&-
rect conimun&cation introduces issues associated with the
identification of the originator of an error as between the Nli

server and the one or more intermediary entities which
renders any further proc& ssu&g of a request u&cllicmnt as Ihe
request may agau& be subnuttn! via thc same cnt&ty that was
the source of the original error Specifically. fiir indirect
cmnniunications between a &(I core nehvork (5(i( ) Ni via
SCPs, and more generally fi)r communications between a
5(&C NF I ia any intermediate entities, if the NF client or an
intermediate entity sending a service request cannot assign
an error response Io thc u&termnl&atc ent&ty or to Ihe NF
server that ongu&atnl thc error. Ibis prevents thc NF chant or
intermediate entity from adapting the comn&unication
behavior based On the ori inator of the error and thus the
actual error and the NF client or intermed&ate entity cannot
adapt subsequent communications accordingly, tin&s the
system logic ciuu&ot work correctly to establish communi-
cilt&ons.

BRIEF SUMMARY

[00051 A method, apparanis. and con&puter progran& pmd-
uct are disclosed for the identificat&on of network conunu-
nication error origination via the insertion of an indication of
the error origu&atu&g network cutify &nto Ihc error rcsponsc,
or via an indication that an error response has been relayed
by Bn intern&cxhatc cnnty, such as Iln erriir ulfonnanon
included within the error response which is &eturned to the
Nli client via an intermediate entity. 1 he Ni i cheat can then
apply appropriate error handling accord&n to the ori inator
of the error. e.g. retransmit the service request towards an
altcmative NF server or usu&g an alternative network enuty
(c g. SCP), c.g.. v&a an aherminve network pathway not
associated w &th thc &danu lied network conununication error
originat&on entity In some embodiments. the error informa-
tion consists of an I I'I I'V Via header further configured to
indicate the type (e.g., SCP) or the ident&ty (e.g. a Fully
Qualitied Domain Name (FQDN)) of the intermed&ate entity
forwarding thc error response, an HTTP Scncr header
liirthcr configured Io indicate thc type (c.g., PCF, SCP, SEPP,
etc ) or the Blcntity (c.g.. a FQDN or a NF instance Identity)
of the originator Of the ermr, or a new 111'I'V custom header
cm&taining the Nl 'ype and&or the identiher of the originator
of the error (e.g., SCP FQDN or NF Instance ID). and/or the
type or identifier of the entity forwarding the error (e.g.,
"SCP*').

[0006] A method. apparanis. and computer program prod-
uct are disclosed in accordance with one example embodi-
ment fiir 3GPP nctv,orks. comprising scrv&cc-based arclu-
tccturc, HTTP-bused conunu&ucat&on betwimn nctwurk
liinct&on (NF) service consiuncrs. network proxy cunt&es,
and Nii service producers In sonic embodiments, respective
cmnniunication-based error messages include information
regarding which entity produced the error (e., identifica-
tion of the originator of the communication error) In some
nubodunents, Ihc error message includes infonnat&on
rcgardu&g wh&ch Bc&work n&tity forwarded thc error massa c
along thc communication pathway to a plurahty of other
network entities In sonic embodiments. new redirection
inforniation is transmitted in the response message to enable
the NF client to determine whether this is a redirection
request towards a different NF server or towards a difibrent
iu&cnncdiatc cnnty only.;md thus to cnablc to redirect Ihe
scrv&cc rixpica& &n thc network ai Ouling thc rcportcd error. In
tlus regard, thc rcdircction information may bc generated by
a netv ork node based on previously received conmiunica-
tion errors. In some embodiments. respective conmiunica-
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tion-based error message information is inserted into a
proiocol hcadcr to signal the conuuumcalton redirection

[0007] In an example embodiment. a method is provided
that includes causing a service request filr a neuvork func-
tion server to be tmlnsmitted via at least one network proxy
function. such as au SCP or a SEPP, anti then receiving a
scrvlcc rcsponsc coiilprisiilg dl lcdsl dll ctror Incssltgc. Thc
method also uicludes determining froin the service response,
an originator of the error niesslge and differently responding
to the error message depending upon the originator of the
clrt&r lilcsssgc.

[0000] 'I he ori inator of the error inessage may be at least
one of Ihe network function server. a service communication
proxy (SCP), a security ed e protection proxy (SEPP). or
any other nenvork proxy function. In an instance in which
Ihe ougina (or of thc error mcssagc is thc at lea el onc nework
proxy function, thc method responds dificrcntiy by causing
Ihe sert ice rcqucsl to bc transmitted lo Ihe imlv ork function
server via a different network pmxy function In an instance
in tvhich the ori inator of the error message is a SEIPP. the
method responds difi'erently by causing the service request
to be transmitted to a network function server via a difi'erent
SEPP. In an instance ui which Ihe origuialor of lhc error
Inc sad gc ls lhc tie lw ol'k fliilcllon set vcr, lhc nlclhod I capolids
dtfii:rmiily by causing llm scrvtcc rcqucsl lo bc transmitted
to a different network function server using the same or
ditferent network proxy function

[0009] In an example cmboduncni, ihe service response
includes a hcadcr that uicludes an indtcalton as lo thc
oriuinator of the error message or a header than includes an
indication that the service response has been relayed by a
network proxy function. In this re ard, the service response
may include an HTTP Via header that includes at least the
indicdiion of the type or the identily of lhc nclwork proxy
funcuon relaying thescrvice response, or an HTTP Scrvcr
header Ihal includes llm type or Ihe idcnlily ol Ihc ouginalor
of the error message In this example einbodiment, the
niethod deterniines fmm the service response the originator
of the error message by determining that the originator of the
error message is not the nework proxy hinction that pro-
1 idcd Ihe service response ui an instance in which Ihc )ia
lit:ddCI llxliCBICS lllat tliC llctwolk proxy'1111Cllon forw BtdCd
the error mcssagc or tn an uwuuicc in v,iuch the HTTP
Server header identifies the type or identity of the neuvork
function server as the originator of the error message 'I he
identity of the originator of the error message may include
a fully qualify domain name (FQDN) or an NF insmnce
idcntilicr. The idcnuly ol'hc +cwork proxy function relay-
ing thc servwe rcsponsc is a I'ully quahfy domaui name
(FQDN). In an cxamplc embodiment, Ihc header consists of
a custom header including the indication of the originator of
the ermr nlessage or the indication that the service respotise
has been relayed by a network proxy function.

[0010] In another cxiunple cmboduncnl, a method is pro-
vided that includes causing a service request tilr a neuvork
function server to be transmitted via at least one neuvork
proxy function: and then receiving B service response com-
prising at least an error messa e. The method also includes
delcrmuung from thc service rcsponsc lhal Ihc network
proxy function was au origuialor ol'he error message and
idcntil'yuig another network proxy function Io which the
semice request is to be redirected based on an identitication
of the another netivork proxy function with the error mes-

sage. The method further includes redirecting the service
request for Ihc network lunction server via llm another
network pmxy function.

[0011] Thc method of mi cxdmplc embodiment dctermuics
from the service response that Ihe network pmxy function
was the originator of the error niessage by identifying an
S(.'P ICl iDIRli('TION protocol error m the emir message
The method of this example embodiment also identifies
another netv ork proxy function to tvhich the service request
is to bc redirimled by idcnlifyuig another network proxy
function to wluch Uie scrttcc request ts Io bc rcthrectod
based upon an identity of the another network proxy func-
tion included within a pmblem detail of the ermr message
'I'he method of another example embodiment determines
from the service response that the netv orl proxy function
v as the originator of the error message by detemiinin that
the service rcsponsc mcludes a Server header idcnlil'ytng Ihe
network pmxy function. The method of this cximiple
embodinient also identifies another network proxy function
to winch the service request is to be redirected by identifying
another netv;ork proxy function to which the service request
is to be redirected based upon an identity of the another
network proxy function included within a Location header
of lllc scrvicc Icspollsc.

[0012] In a further example embodiment, a method is
provided thai includes recco uig a scrvtcc rcqucsl from a
network function client and determining that an error cotl-
dition exists rehltive Io pmcessin of the service request
'I'he method also includes identifying an error message in
relation to the error condition and causing a service response
to be tmlnsmitted toivards the netv, ork function chent. The
SCIviCC tv'SpotlSC CollipllSt:S dt ICBSI dll itidii Blioli Of Bll

onginator of thc error mcssnge uicluduig a type or identity
of Ihc originator.

[0013] The scrvicc rcsponsc may compnsc a hcadcr that
includes the indication as to Ihe originator of the emir
messa e. In this regard. Ihe service response may comprise
an HTTP Server header that includes the type or the identity
of the originator of the error messa e. The identity of the
onguiator of the error mcssdgc may a fully qualify domain
name (FQDN) or a NF instance idcnttlicr. In mi example
mubodunent, thc header consists of u custom hcadcr uiclud-
ing the indication of the oriuinator of the error message

[0014] In yet another example embodunent, a method is
provided that includes causing a service request fbom a
network function (NF) client lo be relayed by a nework
proxy fimction toward a NF scrvcr and then rcceivuig a
service rcsponsc incluihng;m error message and an indica-
tion of an originator of the error niessage. 1 he method also
includes modi0ing the service response to include an addi-
tional indication that the service response has been relayed
by the network proxy function and causing the service
response, as modified, to bc sent to thc NF chcnt.

[0015] In an cxiunple mnbodunmit, un apparatus ts pro-
vided that comprises at least one pmcesser; and at least one
meniory including computer program code with the at least
one memory and the computer program code configured to,
v ith the at least one processor, cause the apparatus to cause
d sctvicc mqticst for d lmlwork fullclioii snivel 10 bc udlls-
nutled vta al least one ac(work proxy I'unction mid to rimcive
d scrvicc rcspttllsc colilpilsiiig BI )t:dsl Bll clror lucssitgc. Thc
apparatus is also caused to determine front the service
response, an originator of the error message and to differ-
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entiy respond to the emir message dependin upon the
ongiruilor ol thc error message.
[0016] The onginator ol'thc error mcssagc may beat least
onc of the Ilclwol'k fUIU 11011 sclvcl; II scrvlcc conliniinlcalton
pmxy (S( PJ, a security edge protection proxy (SIIPPJ. or
any other netxvork proxy function ln an instance in which
the originator of the error message is the at least one network
proxy function. the apparatus is caused to respond differ-
miily by causing the servwc requesl to bc transmitted 10 thc
network lunction scrvcr via a diifcrent nciwork proxy func-
uon. In an uwtancc in which the on malor of the error
message is a SIIPP. the apparatus is caused to respond
differently by causmg the service request to be transniitted
to a network fiinction server via a different SEPP. In an
instance in which the originator of the error message Is the
network funcnon server, the apparatus Is caused to respond
difii:rmlily by causing tlm scrvicc rcqucsi lo bc transmitted
to a dillbrcnt network function scrvcr using the same or
ditferent network proxy function

[00[7J In an exaniple embodiment, the service response
includes a header that includes an indication as to the
originator of the error message or a header than includes an
indication that the service response has been relayed by a
network proxy I'unction. In this regard, thc servwe response
may uiclude an HTTP VIII hcadcr that includes at least thc
indication of the type or the identity of the netv ork proxy
function relaymg the service response. or an I fi'I'P Server
header that includes the type or the identity of the originator
of the error message. In this example embodiment, the
apparatus is caused to detemline from the service response
thc onginator ol'he error mcswdgc by dclcmunmg that the
ongiruitor of thc error message is not thc nclwork proxy
function that provided the service response in an instance in
which the igia header indicates that the network pmxy
function forwarded the error message or in an instance in
lvhich the HTTP Server header identifies the type or identity
of the network function server as the originator of the error
IIICSSdgC. Thc ldcntltv Of thc ollglntitol iif thC Clriil UICSSiigC

may ulcludc a fully quahfy domain name (FQDNJ or an NF
instance identifier. 'I'he identity of the network proxy func-
tion relaying the service response is a fully qualify domain
nmne (IQI)N) In an example embodiment. the header
consists of a custom header including the indication of the
ori inator of the error message or the indication that the
scrvicc response bas been relayed by a network proxy
funcuon.
[0018] In another example cmbodunent, mi apparatus Is
pmvided that includes at least one processer and at least one
nlemory including computer program code with the at least
one memory and the computer program code configured to,
lvith the at least one processor. cause the apparatus to cause
a service request for a netv orl function server to be trans-
mittixl via at least onc network proxy funcnon mid 10 rcccivc
d seri icc rcsponsc composing at least an error message. Thc
apparatus Is also caused to determine from the service
response that the network proxy function ives an originator
of the error message and to identify another network proxy
function to which the service request is to be redirected
based on an identification of the another nenvork proxy
funcuon with Ihc error message. The apparatus is further
causcxt to redirect thc scrvicc rcqucst for thc network func-
tion server via the another network proxy function.

[00[9J 'I he apparatus ofan example embodiment is caused
to determine from the service response that the network

proxy huiction ives the originator of the error message by
ideutifyuig an SCP REDIRECTION protocol error ui the
error message. Thc apparatus of tlus example embodiment is
also caused to identify another network proxy fiuiction to
which the service request is to be redirected by identifying
another netv ork proxy function to ishich the service request
is to be redirected based upon an identity of the another
network proxy function included within a problem detail of
thc error message. The apparatus ol'nother example
mubodunent is caused to detennuie from thc service
response that the network proxy function was the originator
of the error nlessage by deternlining that the service
response includes a Server header identifying the netv'ork
proxy function. The apparatus of tlfis example embodiment
is also caused to identify another network proxy function to
which the scrvicc rcqucst is to be rixlirectixl by idcntifyulg
another network proxy function to 0 hich thc service rcxlu est
is to be redirected based upon an identity of the another
network proxy function included within a location header
of the service response
[0020] In a further exanlple embodiment, an appamtus is
provided comprising at least one processer and at least one
memory including computer program code with the al lcdsl
ouc memory and thc computer progrtun code configured to.
wilh thc at least onc processor, cause tlm apparatus to riwmvc
a service request fmm a netv ork function client and to
deternnne that an ermr condition exists relative to process-
in of the service request. The apparatus Is also caused to
identify an error message in relation to the error condition
and to cause a seri ice response to be trunsmittcd towards the
network lunction cheat. Tile seri ice response comprises al
least the error message mid ml indication ol'an onginator of
the error message including a type or ideiltity of the origi-
nator.

[INI2IJ 1)ie service response nlay compose a header that
includes the indication as to the originator of the error
messa e. In tlus re ard. the service response may comprise
an HTTP Scrvcr hcadcr tluit includes thc 1)pe or the ulenuty
of the Originator of thc error mcssagc. Thc Identity of thc
originator of the error nlessage may a fully qualify domain
name (IIQI)N] or a Nli instance identifier. In an example
embodiment, the header consists of a custom header includ-
in the indication of the originator of the error message.
[0022] In yet another example embodiment. an apparatus
is provided that comprises at least one processer and at least
Ouc memory uicludulg computer program code with thc at
lcasl onc memory and Ihe computer program code conlig-
ured to, ivith the at least one processor, cause the appamltus
to cause a service request to be relayed fmm a nenvork
function (NF] client toward a NF server and to receive a
service response including an error message and an indica-
tion of an originator of the error message. The appamstus is
dlso cdUscd 10 nnxlliv'hc scrvlcc rcspollsc 10 lllciinlc an
additional indication tlrdt the service rcsponsc lrds bccn
relayed via a network proxy fiuiction and to cause the
service response, as modified, to be sent to the NII client.

[0023[ In an example embodiment. a computer program
product is provided that comprises a non-transitory com-
puter readabie store e medium bavin propam code por-
tions stored Ihcrcon with Ihe program code portions conlig-
iilcd, Upoll cxecU11011. 10 ctiilsc a service IixlUcst fol a
network function scrvcr to bc transmitted via a nclwork
pmxy function and to receive a service response comprising
at least mi error message The pmgram code portions are also
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configured to determine from the service response, an ongi-
nalor OI'hc error message and lo ihllhrenlly respond lo the
clrtn ult'SSJgl: dcpclxllllg iipoll lhc onglllBlor of )lie ixror
nlessage.

[0024] The ouginator of the error message may be Bt least
one of the networl function server. a service conununication
proxy (SCP), a sccuuly cdgc protimuon proxy (SEPP). or
any olher m:twork proxy function. In an uislancc ul which
thc originator of the error mcssagc la ihe al least one network
pmxy function. the program code portions configured to
respond differently conlprise prograin code portions conhg-
ured to cause the service request to be transmitted to the
network function server via a difihrent network proxy func-
uon. In an uwtancc in which ihe on malor of lhe error
message is a SEPP, thc program code portions conligurcd to
respond difii:reutly compusc program code portions config-
ured to cause the service request to be transmitted to a
netlvork hinction server via a different )IIPP. In an instance
in wluch the ori inator of the error messl e is the network
function server, the pro ram code portions configured to
respond difihreutly compuse program code poruons conlig-
Urcd 10 ctiiisc lhc sclvlcc IcqUcsl 10 be nallslllltled lo
difii rmll network fuucuou server usulg lhe same or difii raut
netlvork pnlxy fiulction

[0025] In an example embodiment, the service response
includes a header that includes an indication Bs to the
ougiruilor of ihc error message or a header lhmi mcludes an
indication that thc service rcsponsc has bccn relayed by a
netlvork proxy function In this regard, the service response
nlay include an I IT'I'P Via header that includes at least the
indication of the type or the identity of the network proxy
function rehsying the service response. or an HTTP Server
header that includes the type or the identity of rhe originator
of thc error message. In this example cmboduncnl, thc
program code portions conligured to dctenuine from thc
service response the oriynator ot the error messaue conl-
prise program code portions configured determine that the
ori inator of the error message ic not the network proxy
function tllnt pmvided the service response in Bn instance in
which the Via header indicates that the neuvork proxy
funcuon lorwardcd lhc error message or in an ulslmlcc in
winch lhc HTTP Scrvcr header ldmilffics a lype or identify
of the netv ork function server as the originator of the error
nlessage. I'he identity of the originator of the error message
nlay include a fully quahfy domain name (IIQDN) or an Nit
instance identifier. The identity of the network proxy func-
tion relaying the service response is a fully qualify domain
0;mie (FQDN). Iu au cxamplc embodiment. the header
collslsm of a cUslolll llcadcl lllcliidlllg tile illdlcatloll of thc
oriuinator of the error message or the indication that the
service response has been relayed by a neuvork proxy
fUI'ICtlon

[0026] In another example cmbodunem, a computer pro-
gram product is provided that compuscs a non-lrmlsitory
ColllpiilCI ICadab)C slorBgc lllCdliilll htivlllg ploglillll CIBIC

portions stored thereon with the program code portions
confi ured, upon execution, to cause a service request for a
network function server to be transmitted via at leasr one
network proxy function and to receive a service response
comprising at lcust au error mcssagc. Thc progrun code
portions arc also configured to dctenmnc )born lhe service
response thai thc network proxy funcuon was an onginalor
of the error message and to identi0 another nehvork pmxy
function to which the service request is to be redirected

based on an identification of the another network proxy
Iiinction with lhe error mcssagc. The program code portions
are further conligured to rcdircct thc scrvicc rcqucst Ihr lhe
network function server via the another neuvork pmxy
filnCtlofl

[IN)27] In an exanlple embodiment. the program code
portions configured to deteunine from the service response
that the network proxy function was the onginator of the
error mcssagc comprise program code portions configured lo
identify an SCP REDIRECTION protocol error ui lhc error
mcssagc. In tlus cxamplc embodimmlt, thc program code
portions configured to identih another network proxy func-
tion to which the service request is to be redirected comprise
program code portions configured to identify another net-
v ork proxy function to which the service request is to be
redirecled based upon an Idenuly of thc another nclwurk
proxy function ulcludcd within a problem dc)ail of thc error
message. In another cxample cmboduncnt, thc program code
portimis conligured to determine from the service response
that the network proxy fiulction was the onginator of the
error message comprise program code portions configured to
determine that the service response includes a Server header
idcntifyuig the netv,ork proxy I'unction. In ibis example
mubodunent, lhc program code portions configured lo iikn-
tify another network proxy Ihnclion lo which Ihc service
request is to be redirected comprise progranl code portions
configured to identify another neuvork proxy function to
v hich the service request is to be redirected based upon an
identity of the another nehvork proxy function included
within a Location header ol'he service rcsponsc.
[0028] In a further cxtunple embodiment, a compuier
program product is provided that compuscs a uon-lrmisitury
cmnputer readable storage mediunl having program code
portimls stored thereon lvith the pmgram code portions
cmlfigured, upon execution, to receive a service request
from a network fiulction service consumer and to deteunine
that an error condition exists relative to processin of the
service request. Thc progrmn code portions Brc also config-
ured to identify an error message in rclauon to thc error
condition and to cause a seitice response to be transmitted
towards the network filnction service consumer The service
response comprises at least the error message and an indi-
cation of an originator of the error messa e including a type
or identity of the originator.
[0029] The service response may comprise a header that
includes the uidicauon as to the ouguiator of thc error
message. In tlus rc ard. thc service rcsponsc may comprise
an I I'I I'P Server header that includes the tyfie or the identity
of the originator of the eimlr message 'I'he identity of the
originator of the error message may a fiilly qualify domain
name (FQDN) or a NF instance identifier. In an example
embodiment. the header consists of a custom header includ-
lllg thC llldlCatloll Of lht: Orlglllalor Ol lhC Clrol 111Cswi C.

[0030] In ycl anoiher example mnbodunmlt, a computer
program product is prot idcd comprisuig B uon-trmisuory
computer readable storage medium having program code
portions stored thereon lvith the pmgram code portions
configured. upon execution, to cause a service request to be
relayed from a network function (NF) client toward a NF
scrvcr and lo rcceivc a scrvicc rcsponsc including mi error
tllCSsagC Slid till llldlCB11011 OI Bll Ollglllalor Of lhC CITOI

message. lllc program code portions are also conligurcd lo
nxldi0 the service response to include an additional indi-
cation that the service response has been mlayed via a
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network proxy function and to cause the service response, as
modified, to be sent to thc NF chcnt.
[0031] In an cxtunple embodiment, an apparatus is pro-
t tdcd tlutt Includes means lhr causing d service request for
a netivork function server to be transmitted via at least one
netivork proxy function and means for receiving a service
response comprising at least an error messa e. The appam-
nis also includes means for detemtinin from the service
It:spouse. Itn onghlalol'l lhc cITol nlcssagc alai nlcBns lor
ihflcrcnllv rcsponilulg to thc OITol nlcsadagc dopclxhng itpon
Ihe ongutalor of Ihc error message.
[0032] 1 he Onginator of the error message may be at least
one of the network function server. a service communication
pmxy (S('P). a security edge protection proxy (S)IPP). or
any other nehvork proxy function. In an instance in which
the originator of the error messa e ic the at least one network
proxy Ihnction, the means lbr rcsponilulg ddlercntly com-
pnses means lor causing Ihc scrvtcc request Io bc transmt1-
ted 10 the network fiutction server via a different network
pmxy fiutction In an instance in ivhich the originator of the
error message Is a SI(PP. the means tbr responding dtfl'er-
ently comprise means for caucing the cervice request to be
trattsmitted to a network ftulction server viu B difl'erent
SEPP. In ml instance ut wluch tlm origutator Of thc error
message Is thc network funcuon scrvcr, thc memls for
responding, differently conlprise means for causing the ser-
vice request to be tnansmitted to a different network function
server using, the same or different network proxy function
[0033] In an example embodiment, the cervice response
includes a header that Includes an indication Bs to the
ori inator of the error message or B header titan includes an
indication that thc service rcsponsc hds bccn relayed by a
network proxy I'unction. In this regard, the service response
nlay include an I IT'I'P Via header that includes at least the
indication of the type or the identity of the network pmxy
function reLaying the service response. or an HTTP Server
header that includes the type or the identity of the originator
of the error message. In this example embodiment, the
means for detennu»ng from thc service response Ihc ongt-
nittol of thc t:rror nuusdgc conlprlsc nlcttns lol ih:lcnuuung
that the originator of the error message is not the nehvork
pmxy fiutction that provided the service response in an
instance in ithich the Via header indicates that the network
proxy function fohvarded the error message or in an insmnce
in which the HTTP Server header identifies the network
funcuon server as Ihc ongtnator of the error message The
identity of tlu: ougutator of Ihc error message may utclude
a fully quahfy domain name (IIQDN) or an NI'nstance
identifier. 1 he Identity of the nehvork proxy function relay-
ing the service response ic a fully qualify domain name
(FQDN). In an example embodiment, the header consists of
a custom header includin the indication of the originator of
Ihe error message or thc Indication tlta11hc servwe response
luis bccn relayed by a Bc)work proxy function.
[0034] In another example cmboduncnt, an apparatus Is
pmvided that conlprises means for causing a service request
filr a nehvork function server to be transtnitted via at least
one nehvork proxy function and means for receiving a
service response comprising at least an error message. The
apparatus also Includes means for determining lbom the
scrvtcc rcsponsc that thc network proxy I'unction was an
ongiruitor of thc error message and mwuts filr Identifying
another nehvork proxy fituction to which the service request
is to be redirected based on an identificatio of the another

network proxy function ivith the error message The appa-
ratus further includes means for rcdtrccung the service
request for Ihc network lunction server via Ilm another
network pmxv function
[)N)35J In mt example embodiment, the means for deter-
mining from the service response that the netv orl proxy
function was the originator of the ermr message comprices
means for identifyin an SCP REDIRECTION protocol
error in thc error message. In this exumple cmbodunent, thc
nlcans for ulcnnly'ulg Itlxilht:I network proxy'uncnon 10

v hich the service request is to be redirected includes means
for Identifying another netivork pmxy fwtction to w:hich the
service request is to be redirected based upon an identity of
the another network proxy function included witlun a prob-
lem detail of the error message. In another example embodi-
meu1, thc means for dctcmutung from thc scrvtcc response
tha1 thc network proxy lunction was thc ougittalor ol the
error message comprises means filr deterntining that the
service response includes a Server header identifying the
network proxy function In this example enlbodiment, the
means for identifyin another netv,ork proxy function to
which the service request is to be redirected includes means
for Iden)dying another network proxy funcnon 10 which thc
service request is to bc redirects based upon au Identity of
the another nehvork proxy function included within a I oca-
tion header of the service response
[0036[ In a further example embodiment, an apparatus is
provided that comprises nleans for receiving a service
request from a network function cheat and means for
dctcrnuning that an error condition exists rclauvc to pro-
cessing of thc scrvicc rcqucst. lite uppuratus also comprises
means for identifyin mt ermr nlessage In relation to the
error condition and means for causing a service response to
be transmitted to the nehvork function service consumer
The seta ice response comprises at least the error massa e.
[0037] The service response may compnse a header that
lncliides thc uxhcatlon Its tii thc orlgltlB)or of Ihc cITol
nlcssdgc. hl this ri'gdld, tile scrvlcc rcspotlsc nldy'onlplhc
an fl'I I'P Server header that includes the type or the identity
of the Originator of the ermr message. 'I'he identity of the
originator of the error nlessage may a fully qualify domain
name (FQDN) or a NF instance identifier. In an example
embodiment. the header consists of a custom header includ-
ing thc indication ol'he ongtnator ol'hc error message.
[0038] In yct another cxmnple mnbodiment, an apparatus
is pmvided comprising means for causing a service request
to be reLayed from a netivork function (Nit) chent toivard a
Nlt server and means for receiving a service response
including an error message and an indication ofan ori inator
of the error message. The apparatus also comprices means
for modifying thc scrvwc rcspottsc to utclude tm additional
indication that the seta ice rcspottsc has bixu rclaycd via a
network proxy fitnction and means for causing the service
response, as modified. to be sent to the Nlt client
[0039] Various other aspects are also described in the
following detailed description and ut thc auachcd claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[)N)40] I laving tints described enlbodinlents of the disclo-
sure in general temls, reference will now be made to the
accompanyin draivin s, ivlfich are not necessarily dmawn to
scale, and wherein:
[)N)4IJ FI(i I illustmtes an exanlple architecture for a
cmnnlunications nehvork. according to some entbodiments;
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[0042] FIO. 2 illustmstes an example architecture for a
commumcations network. according to some embodtmn11s,
[0043] FIG. 3 illustrates an cxtunple drclutecturc fi&r a
comnnmications network. according to some embodiments,
[0044J I'l(i. 4 illustrates an example computing device fi&r

coiultliiiiicat111g ovc('o(liillultlcat(011 ltctivot'ks witll oil&el
network entitie~, according to some embodiments:
[0045] FI(i. 5 is 0 siytal flow diagram illustratiiig a failed
conununication rcqucst bc(ween a NF service consumer and
PCF, 1 ia mi inteuncdi etc SCP, with an unknown error ongin,
[I)l)46] I'l(i. 6 is a signal flow diagram illustrating a failed
communication request between a Ni& service consumer and
P( 'F, via an intern&ed(ate SCP, with a known error ori inator
(at the intermediate SCP) and a successhflly retransmitted
communication request via a different SCP;
[0047] FIG. 7 is a signal flow diagram illusiraung a fmlcd
commumcauon request bctwccn a NF service consumer and
P( I( via an interniediate 8('P, with a known error originator
(at the P('I') and a successfully retmsnsmitted comnnuuca-
tion reques( via the sante S('P to&vards a ditferent P('IL
[0048] FI(i. 8 is 0 flow chart illustmsting the operations
perfouned„such as by a NF service consumer or other client
dcvicc. in accordmicc with an cxamplecmbodnnent,
[0049] FIO. 9 is a flow chan illustratuig thc operations
performed, such as by a 8('P or other intermediate entity, in
accordance ivith another example embodiment;
[I)l)5U] I'l(i. 10 is a flow chart illustrating the operations
perfi&rnied, such as by a NF service consmner or other client
device or by a SCP or other intemiediate entity, in accor-
dance: with an example nnboduncnt: mid
[I)l)51] I'l(i. 11 is a tlow char( illustrating the operations
perfi&rnied, such as by a NF server, in accordance with an
example embodiment.

DETAILED DESCRIPTION

[0052] Some cmboihmcnts oi'hc preseni uivention will
now be descnbed n&ore fully hereinafter with reference to
the accompanying dmswings, in which soine. but not all,
embodiments of the invention are shown. Indeed, various
embodiments of the invention can be embodied in many
difli:rnit Ibmn and should not bc cons(rued as lmuted to the
cmbodimcnts sct I'orth hcrcin, mther, these cmbodimcnts are
provided so tlrdt tlus disclosure will sausfy applicable legal
requirements. 1he term "or" is used herein in both the
a)terna(ive and conjunctive sense, unless othei&vise indi-
cated. The terms "illustrative" and "exemplary" are used to
be examples with no indication of quality level. Like refer-
nice numerals rcfcr to like clcmcnis throughout. As used
hcrnn, the teuns "data," **content." "mformat ton," and suni-
lar ierms can bc used tntcrchangcably to rcli:r to data capable
of being transmitted, received and/or stored in accordance
with embodiments of the present invention. 'I'lni~, use of any
such terms should not be taken to limit the spirit and scope
of etnbodiments of the present invention.
[0053] Additiooally, as used hcrcui. (he term 'circuitry'efers

to (a) liardware-only circuit iinplementations (e g.,
implements(ions in analog circuitry and/or digital circuitry),
(b) cotnbinations of circuits and computer pro~am product
(s) coniprisin software and/or fiumvare instructions stored
on onc or morc computer rcadablc mcmoucs that work
(ogClllt:I lo CduSC till tipptildIOSIO pcllotut OBC ol nlolC
funcuons descnbed lmrein: mid (c) circuits, such as, for
example, a microprocessor(s) or a portion ot a niicropro-
cessor(s), that require sofnvare or firmware fi&r operation

even if the software or firmwar is not physically present.
This dciiuition of 'circuitry'pphcs to all uses of tlus tenn
herein, including ui dny clauns. As a further example, as
used herein, the tenn 'circui(ry'lso includes an implemen-
tation comprising one or more processors and/or portion(s)
thereof and accompanying software and/or firnnvare. As
another example, the tern( 'circuitry* as used herein also
includes. for example, a baseband integrated circuit or
applications processor uitcgrated circuit for a mobile phone
or a similar integrated cirniit in a server, a cellular network
device, other network device. and/or other computing,
device

[0054] Additionally, as used herein„ the terms "node.*'cn(11y,"

'*intcnncdinry.'* "intennediatc entity." "mcdmry,"
"go-bctwcciff'nd sinn)Br tcmn can bc used intcrclmngc-
ably lo refer (o computers conncctcx) via, or progrmns
nuining on. a net&york or plurality of networks capable of
data creation, modification, deletion. transmission, receipt,
and/or store e in accord&ance with embodunents of the
present invention. Thus. use of any such terms should not be
taken to linut thc spin( and scope of embodiments of Ihe
prcscnl invention.
[1)U55J Some embodiments herein make specific reference
to hypertext transfer protocol (HTTP), hov ever, the present
disclosure contemplates that alternative protocols can be
used. For example, some alternative pmtocols are hypertext
transfi:r protocol secure (HTTPS), HTTP/2, HTTP/3, quick
user datagrdm protocol intcmct connection (QU1C). soft-
ware package data exchange (SPDY), (iopher protocol, file
transfer protocol (I &TP), secure copy protocol (8('P), internet
application protocol (TAP), and similarly known technolo-
gies understood by one skilled in the art in light of the
present disclosure. The present disclosure further contem-
plates that (hc methods. apparatuses, and computer pro rtun
products dcscubni hcrcin cdn also be applicable for use with
a variety of network standarc(s and con&munication protocols
including those that have been developed and those which
have yet to be developed.

[0056] As dciincd hcrcui. a "computer-readable stora c
medium,** which rcfcrs to a non-transitory physical stora c
illcdn1111 (c.g.. vohitilt: 01 uon-vithi(tie lac(&lory ilcvlcc'), catt
be difl'erentiated from a "computer-readable transmission
medium," v;hich refers (0 an electroniagnetic signal Such a
medium can take many fomis, including, but not limited to
a non-transitory computer-readable storage medium (e
(ton-Vohl(i)C IIICdid, Vt&hl(IIC IBCdia), Biid ttdttsillisslotl Ines!Ia.
Transnussion media uicludc. I'or example, coaxial cables,
copper wire, liber opuc cab)ca, and earner waves that travel
through space ivithom wires or cables, such as acoustic
waves and electromagne(ic waves, including radio. optical
and infrared waves. Signals include man-made tmsnsient
variations in amplitude, frequency. phase. polarization or
oIhcr physical properties Ir;msnnttcd tluough the Iransnus-
sion media. Examples oi'on-transitory computer-rcadablc
media uicludc a magnetic computer rcadablc medium (e.g..
a floppy disk, hard disk. magnetic tape. any other magnetic
medium), an optical computer readable medium (e g, a
compact disc read only meniory (CD-ROM), a digital ver-
satile disc (DYD), a BIu-Ray disc. or the like). a random
access memory (RAM). a progranunablc read only memury
(PROM), an erasable progranunable read only memury
(EPROM), a FLASH-EPROM. or any other non-trmisitury
medium from which a coniputer can read 'I'he term com-
puter-readable storage medium is used herein to refer to any
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computer-readable medium except transmission media.
However. it will bc appreciated that w herc embodunents are
descnbcd to use a computer-readable storage mcxlium, other
types of conlputer-readable mediums can be substituted fbr
or used in addition to the computer-readable storaue niediunl
in alternative embodiments.
[0057] In the follows ing, certain embodiments are
explained with reference to communication devices capable
of conuuunicdtlon via a wired anipor wireless network and
COUUUUlllcillliiu SystclllS SClvlll SUCh CoulllullllCdfioll
dcviccs. Belbre cxplainuig ui dcidll thc exemplifying
embodiments, certain general principles of a v ired and/or
wireless comnlunication system, access systems thereof. and
communication devices are briefly explained with reference
to FIGS. 1-3 to assist in understanding the technology
underlying thc dcscnbcd examples.
[0058] According to some embodiments, a conunuiuca-
non dci icc or tcnuuial can be provided for wlrclcss access
via cells, hase stations, access points or the like (e g.,
wireless transmitter and/or receiver nodes pnlviding access
points tier a radio access coiuniuilication system andior other
forms ofwired and/or v ireless netvvorks). Such wired and/or
ivireless networks include. but are not limited to. networks
configured to conform to 2G, 3G. )G. LTE. SG, mid any
other similar or yet to bc dcvclopcd future commuiucation
netlvork standards 'I'he present disclosure contemplates that
any methods, apparatuses. computer pmgrain codes, and any
portions or combination thereof can also be implenlented
with yet undeveloped comnnulication networl s and associ-
ated standards as would be developed in the future and
understood by onc slolled in the an ui light of Ihc present
dlsclosi 1 le.

[0059] Access points mid hcncc conuuumcanons there
through are typically contmlled by at least one appnlpriate
control apparatus so as to enable openstion thereof and
management of mobile communication devices in conunu-
nication thereivith. In some embodiments, n control appa-
ratus for a node can be intebriated with. coupled to, and/or
othciwtsc provnled for conlrolluig Ihc access points. In
some cmbodimcnts, thc control apparatus can be arrmlgcd to
,'lfloiv conlulUIucatloils bcnvccil a llsci'qlllplucilt aild B col'c
netlvork or a network entity of the core nenvork Iior tlus
purpose. the control apparatus can comprise nt least one
memory. at least one data processing unit such as a processor
or the like. and an input/output interface. s 'ia the interface,
thc control apparatus can be coupled Io relcvmit other
components ol'he access poult. Thc control apparatus can
be confi ured to execute an appropriate software code to
pmvide the control functions lt shall be appreciated that
simihsr components can be provided in a control apparatus
provided elsev, here in the network system, for example ln a
core nenvork entity. The control apparatus can be intercon-
nixtcd with other control cutltms. The control apparatus and
functions can bc distnbu ted between several control umts. In
soilie cnlbodlluell ts, each base static f1 calli coin pi"I Bc a cil ll tin I

apparatus In alternative embodiments. tlvo or nxlre base
stations can share a control apparatus.
[0060] Access points and associated controllers can com-
municate with each other via a fixed line connection and/or
i la a radio intcrfacc Thc logical coiulcction bctwcml the
base station nodes can bc provided for cximiple by an X2, an
Sl. Bnd/or the like uiterfacc. Tlus uitcrface cmi be Usu! for
example for coordination of operation of the stations and
performin reselection or liandover operations The logical

conununication connection between the initial communica-
tion node (e g, the consumer device or Nli service con-
sumer) and the final conmumicatlon node on the network
(e g., thc NF service producer) can comprise a plurality of
intermediary nodes (e.g.. SCP or SEPP). Additionally, any of
thc nodes (c.g., uiitial, linal. uitcrnuxllary) can bc addwl to
and removed from the lo ical communication connection as
required to establish mid maintain B network function com-
munication.

[0061] The conuminication dcvicc or user cxfuipmcnt cml
comprise any suitable device capable of at least receiving a
conununication signal comprising data. The communication
sigaal can be transnlitted via a wired connection. a wireless
connection. or some combination thereof For example, the
device can be a lianifiield data processing device equipped
with mdio receiver. data processing and user interface appa-
ratus. Non-linuung examples include a mobile station (MS)
such as a mobile phone or what is known as a 'smart phone',
a portable computer such as d laptop or a tablet computer
pmvided ivith a lvireless interface card or other wireless
interface facility, personal data assistant (PDA) provided
v ith v ireless comnmnication capabilitie~. or any combina-
tions of these or the like. Further examples include wearable
wirelcss devices such as those intcgratcd with watches or
sillill1 wBtcllcs. cvcv:cBI. hchucls, hdts, clotlllllg. carplcccs
v ith wireless connectivity, jewelry and so on, universal
senal bus (HSB) sticks lvith lvireless capabilities. modem
data cards, machine type devices or any conibinatioos of
these or the like.

[0062] In some embodinlents. a cotmnunication device,
C g., CollfigUICd fol CouulllllllCatloll Wltll tile Wile[cia IIC1-

work or a core network mltity. can bc excmphficd by B

handheld or otherwise nlobile comnlunication device (or
user equipment I/1 1). A mobile conimunication device can be
provided with ivireless comnuinication capabilities and
appmpnate eiectronic control apparatus for enabling opera-
tion thereof. Thus, the conuuunication device can be pro-
vided with at least onc data processing entity, for cxamplc a
CCIllral ploCCSSlllg Ullll dlld/lir d Ccrc proCCSSOI; Bt lcdsl OIIC

menlory and other possible components such as additional
pmcessors and memories for use in software and hardware
aided execution of tasks it is designed to perform. The data
processing. storage and other relevant control apparatus can
be provided on an appropriate circuit board and/or in chip-
sets Data processing dnd memory fuucuous provided by thc
control apparatus ol thc comnnuucation device arc config-
ured to cause control and signaling operations in accordance
v ith certain embodinlents as descnbed later in this descrip-
tion. A user can control the operation of the conununication
device by means of a suitable user interface such as touch
sensitive display screen or pad and/or a I eypad. one ofmore
actuator bunons. 1 oicc commands, combineuons of these, or
the like. A speaker and a microphone are also typically
pmvided. 1iurthernlore. a mobile conimunication device can
cmnprise appropriate connectors (either lvired or wireless)
to other devices anil'or for connecting external accessories,
for example hands-free equipment. thereto.

[0063] In some cmboihments. a communication device
can conuuunicate wirclessly via appropnate apparatus lor
receiving mid transmiuuig signals. Iu some embodiments. a
nsdio unit can be connected to the control apparatus of the
device 111e radio unit can comprise a radio part and asso-
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ciated antenna armngement. The antenna arrangement can
be arranged internally or externally to thc conununicaiion
device.

[t)t)64] In some enlbodinlents. reference is made the fol-
lowing abbreviations: 5CI Core Netv'ork (5GC), Network
Function (NF). Network Repository Function (NRF). Policy
Control Function (PCF), Pubic Land Mobile Network
(PLMN), Service Based Architecture (SBA), Service Based
Inicrlbce (SBI). Service Conunuiucdtion Proxy (SCP),
Security lidge Vmtection Vulxy (SIIVV), and Session Man-
agement I'unction (SMII).

[0065] FIGS. 1-3 illustrate various example architecnires
for a comnnuucations network 100 in whwh thc venous
methods, apparatuses, and computer promant producls can
be carried out and/or used In some embodiments. the
coluluunlc;ltlolls netwol'k 100 can compl'Isc Bllv sltltablc
configumtion. number. orientation. positioning, and/or
dinlensions of components and specialized equipment con-
fi ured to provide an air interface (e, New Radio (NR))
for conunUnlcatlon or connection bt'iwt'cn B User cqUlpnu:ni
102 (UE 102) Bnd a dais network 116 (DN 116) via a core
netivork 101 (('N 101) of the comnnulications netwolk 100.
'I'he Uli 102 can be associated with one or more devices
associated with one or more NF service consumers. As
illustrated in FILI. I, a communications network 100 can be
provided in which the UE 102 is in operable conununication
0 iih thc RAN 104. such as by way Of a trimsnussion tower,
a base station. au access point, a network node, and/or the
like In some embodiments, the RAN 104 can comnnuucate
with the ( N IUJ or a component or entity thereof. In some
enlbodiments. the CN 101 can facilitate conuminication
between the UE 102 and the DN 116, such as for sending
data, messages. requests. and/or the lil e. In some embodi-
ments. )hc DN 116 or ihe CN 101 can be ui communication
with dn applicauon server or apphcauon lunclion 112 (AS/
All 112) 'I'he RAN I U4. ('N 101, DN 116, and'or A!IIAI'12
can be associated with an NRF, Nl'ervice producer, S('V,
SEPP, PCF. the like„or any combination thereof.
[0066] In ihc contexi of a Iil'th-generation (SG) network,
such ds illustrated in FIGS. 2 and 3, thc conununications
network 100 can comprise a series of connected network
devices and specialized hardw:are that is distributed through-
out a service region. state, province, city. or country. and one
or nu&re netivorl entities. which can be stored at and/or
hosted by one or more of the connected network devices or
specialized hardware. In some embodiments. Ule UE 102
can connccl 10 thc RAN 104, which can lien ICIBV thc
commumcauons bc)ween thc UE 102 and the CN 101. the
('N 101 beiim connected to the l)N 116, which can be in
commuuicatioil with nile or more AS/Al 112. In smue
enlbodiments. the UE 102 can be in communication with a
radio access network 104 (RAN 104), which can act as a

relay bciw ccn thc UE 102 tmd other components or services
of the CN 101. For instance, In some cmboduncnts, the UE
102 can communicate with thc RAN 104, wluch cml in turn
communicate with an Access and Mobility Management
liunc lion 108 (AMI '08). In other instance or embodiments,
the UE 102 can communicate directly with the AMF 108 In
some embodiments. the AMF 108 can be in conununication
with onc or more network fimctions (NFs), simh as an
Authentication Scrvcr Function 120 (AUSF 120). a Network
Shcc Sclcction Funcuou 122 (NSSF 122). a Network
Repository liunction 124 (NRII 124), a Policy ('llargiag
liunction 114 (V('ll 114), a Network I )ata Analytics Iiunction

126 (NWDAF 126), a Unilied Data Management function
118 (UDM 118), ihc AS/AF 112, a Session Management
Function 110 (SMF 110). and/or thc hke.
[0067] In some cmboihmenis. thc SMF 110 can be in
cmunlunication with one or nlore User Plane liunctions 1()6

(IJVJI 106, UVII IU6a, UVI'06M collectively "UVI't)6")
By way of example only, in some embodiments, the UPF
106 can be in conununication with the RAN 104 and the DN
116. Jn other cmboihmcnts, ihc DN 116 can bc ui commu-
nication with a Iirsi UPF 106a and thc RAN 104 cmi bc in
conunuiucation with a second UPF 106b, wlulc thc SMF 110
is in communication with both the first and second UPlis
IU6a, 6 and the lirst and second IIVI's IU6a, b are in
conununication each with the other.

[0068] In some embodiments, the UE 102 can comprise B

single-mode or a dual-mode device such that the UE 102 can
bc connimtcd io onc or more RANs 104. Iu some embodi-
ments, the RAN 104 can bc coniigurcd to unplemcnt onc or
nxlre radio access technolouies (RATs), such as Bluetooth,
Wi-lii, and (ISM. IJM IS, I.TI I or 5G NR. anlong others. that
can be used to connect the Ul I 102 to the ('N 101 In some
embodiments. the RAN 104 can comprise or be imple-
mented using a chip, such as a silicon chip, in the UE 102
that can be piured with or odtcrwisc rimognizcd by a similar
clup in ihc CN 101. such thai ihc RAN 104 cdn csiabbsh a
connection or line of communication between the UE lt)2
and the ('N 101 by identifying, and pairing the chip within
the Uli IU2 v,ith the chip withm the ('N lt)l In soine
embodiments. the RAN 104 can implement one or more
base stations, tov, ers or the like to conununicate betvveen the
UE 102 and ihc AMF 108 ol thc CN 101.

[0069] In some cmbodimcnts, thc conmiunicauons ac)-
work 100 or components thcrcof (c g., base stations, towers,
etc ) cmi be configured to conlmunicate with a conmlunica-
tion device (e g., the U I: 102) such as a cell phone or the like
over nudtiple difi'erent frequency bands. e, FRl (below 6

GHz). FRZ (nun Wave), other suitable frequency hands,
sub-bands thereof. and/or the like. In some embodiments,
thc communications ntxwork 100 can compnse or employ
nuisstvc BIUlilplc ulpUI dnd BIUltlplc UUtpUI (nlasslvc
MIMO) antennas In some embodiments, the communica-
tions netivork IOU can conlprise multi-user MIMO (MU-
MIMO) anteiums. In sonic embodunents, the communica-
tions network 100 can employ edge computing whereby the
computing servers are conununicatively, physically, compu-
tatlonBJJ)', dnd or 0:nlpoldllv closer 10 thc conuuUnlcattons
dcvicc (C.g., UE 102) m order to rcducc latency and dais
traffic congestion In some enlbodinlents. the conmlunica-
tions network IUO can employ other technologies, devices,
or teclmiques. such as small ceil. Jov, -powered RAN. beam-
forming of radio waves, WIFI-cellular convergence. non-
ortho onai nulitiple access (NOIvLA). channel coding, and
thc like.

[0070] As illus)ra)cd in FIG. 3. Ihc UE 102 can be con-
figured to conuuunicdic 0 iih the RAN 104 ui a Nl interface.
e g, according to a non-Sccess stratum (NAS) protocol. In
some embodiments, RAN JU4 can be configured to com-
municate with the CN 101 or a component thereof (e.g.. the
AMF 108) in a N2 interface, e.g., in a control plane betvveen
a base station ol'he RAN 104 and thc AMF 108. In some
embodiments, ihc RAN 104 can be configurtxl io commu-
nicate with thc UPF 106 in a N3 interface, e.g, in a user
plane. In some embodiments. the AMII 108 and/or the SMF
110 can be conligured to communicate with other services or
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network entities witlfin the CN 101 in various difi'erent
intcrfdccs and/or according to various difii:rcnl protocols.
For instance, in some emboihmcnts, the AMF 108 imd/or the
SMII 110 can be configured to cominunicate with the A(JSII
120 in a Nausf mterface or an N)2 interface in some
enlbodiments. the AMF 108 and/or the SMF 110 can be
configured to communicate with the NSSF 122 in a Nnssf
interface. In some embodiment~, the AMF 108 and/or the
SMF 110 can bc coniigured to conununicatc with the NRF
124 ui d Nnrf utter(ice. Iu some cmbodimen(s, thc AMF 108
andlor the SMII 110 can be configured to coinmunicate v ith
the P('I'14 in a Npcf interface or an N7 interface in some
embodiments, the AMF 108 and/or the SMF 110 can be
configured to communicate with the NWDAF 126 in a
Nnwdaf interface. In some embodiments, the AMF 108
and/or the SMF 110 can bc coniigurcd to commuiucate with
thc UDM 118 in a Nudm ul(crl'acc. an Ng uiterfacc, or an
N I 0 interface. In some embodiments, the AMI'08 and/or
the SMI 110 can be con(igured to communicate with the
AS,'Ais 112 in a Naf interface In some embodiments, the
SMF 110 can be configured to conununicate with the UPF
106 in a N4 interface, which can act as a brid e between the
coll(101 phux: dnd thc Uscl plane. slick Bs acting Bs B condlllt
for d Protocol Data Unit (PDU) session duhn which
information is transmitted behveen. e.g . the UI:i 102 and the
( N 10( or components/services thereof.

[0071] It will be appreciated that certain example embodi-
menis dcscnbcx( hcrcin arise in thc context ol a lclccommu-
ntcattons nc(work, including but not limited (o a (clecom-
munications network tlrdt conforms to and/or otherwisc
incorporates aspects of a hfth-generation (5(i) architecture.
While lilfiS. 1-3 illustnlte various configurations and/or
components of an example architecture of the conununica-
tions network 100. many other systems. system configum-
hons, Bc(works. network cnti(ics, and padlv,ays/protocols
for comnninication thcrcin arc contcmplatcxl and considered
0 itlun the scope of this prcscnt ihsclosure.
[0072] Wifiie the methods. device~. and computer pro-
ram products described herein are described wirhin the

context of a fifth-generation core network (SGC) and sys-
tem. such as illustrated in FIGS. 1-3 and dcschbcd hcreui-
aboie. (hc dcscnbixl mc(hods, devices, dnd computer pro-

ranl products can nevertheless be applied in a broader
context v ithin any suitable telecominunications systeni,
netlvork, standard, and/or protocol.
[0073] Tumuig uow (o FIG. 4, exiunples of an apparatus,
such as d core network apparatus (CNA) (uicluduig. for
cxiunple, onc or morc of the core network services. IJPF
(06. AMII 108, SMII l(0, P('I'14. and,'or another Nil
andlor NRI'). can be enibodied by a Nli service consunier or
other NF client. a SCP or other intermediate entity or a NF
service producer or other NF server as confi ured in accor-
d;mce with an example embodiment 01 Ihe present disclo-
sure. As described below in conjunction with thc llowclmns
of FIGS. 8. 9, 12 and 13, thc apparatus 200 of an exiunplc
embodiment can be configured to perfonu the functions
described herein In any instance, the appanltus 200 can
more generally be embodied by a computiiig device, such as
a server. a personal computer. a computer workstation or
other type of compuung device including those Iunct toning
as a user CI)uipmcnt mid/or B componcn( ol'a wirclcss local
arcs network. Regardless of the mmuicr ul winch thc appa-
ratus 200 is embodied, the apparatus of an example embodi-
nlent can be conhgured as shown in IsIG 4 so as to include,

be associated with or otherwise be in conununication with a
processor 202 and d memory device 204 aud, in some
embodiments, and'or a comnnuucation interface 206. In
some embodiments, the I.JI i 102, a S('P, an access point or
base station including, a Nli Service ('onsumer, e.g . SMti,
and/or a NF Service Producer or other elements of the
system 100 can be embodied by an apparatus 200 as shown
in Flfi. 4.

[0074] Thc processor 202 (and/or co-processors or any
olhcr circuitry assishng or ollus Bise associated with thc
processor) can bc in commurucauon with tlm memory
device 204 via a bus for passinc mfornlation among com-
ponents of the apparanis 200. 'the nlemory device can
include. for example. one or more voLatile and/or non-
volatile memories, such as a non-transitory memory device.
In o(hcr words, for example, die mmnory dcvicc can be an
electronic storage dci ice (c.g.. a computer readable storage
mednim) comprisuig gates conligurcd to store data (c.g.,
bits) that can be retrievable by a nlachine (e g . a computing
device like the processor). '(he nlemory device can be
configured to store infomlation, data„content. applications,
instructions. or the like for enabling the apparatus to carry
oui various functions ul accordance with au example
mubodunent. For example. die memory dcvicc coukl bc
configured to bufii:r input da(a for processing by the pro-
cessor. Additionally or alternatively, the memory device
could be configured to store instructions for execution by the
processor.
[0075] The apparatus 200 can, in some embodiments, be
embodied in various computin devices as descnbed above.
However, ln sonic cnlbodnncnts. (hc dppdrdhls cBII bc
embodied as a chip or clap sct. In other words, thc apparatus
can comprise one or more physical packages (e g.. chips)
including materials, conlponents and/or wires on a stnictural
assembly (e g., a baseboard) 'I'he stnictural assembly can
provide physical strength. conservation of size, and/or limi-
tation of eiectrical interaction for component circuitry
included thereon. 11le appamtus cau therefore, in some
cases, be configured to implement an embodiment of thc
present invention on a single chip or as a single "system on
a chip." As such, in some cases, a chip or chipset can
coilstitute means for perfonuing one or nlore operations fbr
providui the functionalities descnbed herein.
[0076] The processor 202 can be embodied in a number of
difi'erent ways. For example. the processor can be embodied
ds Ollc ol 111010 of vallolls hdrdwiuc processing incdns such
as a coproccssor. a microprocessor, a controller, a digital
sigaal processor (DSP), a processing elenient with or with-
out mi accompanying l)SR or various other circuitry includ-
ing integrated circuits such as. for example, an ASIC (appli-
cation specihc integrated circuit). an FPCiA (field
pro rammable ate array), a microcontroller unit (MCU). a
hardware accelerator. a special-purpose computer clup. or
thc like. As such, in some embodiments, the processor can
include one or more processing, cores configured to perform
independently A multi-core processor can enable multipro-
cessing within a single physical package Additionally or
altematii ely. the processor can include one or more proces-
sors confimtred in tandem via the bus to enable independent
execution of instructions. pipclimng and/or multitlucaduig.
[0077] In an cxiunple cmbodimeni, ihc processor 202 cml
bc conligurcxt to cxccutc mstructious stored in Ihc memory
device 204 or otherwise accessible to the processor Alter-
natively or additionally, the processor can be configured to
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execute liard coded functionality. As such, whether config-
ured by hardware or software methods. or by a combination
thereof. the processor can represent an entity (e, physi-
cally mubodied ul circuitry) capable ol pcrlormulg opera-
tions according to an embodiment of the present disclosure
while coufigUrcxl dccordulglys ThUs, Iol cxBulplc, when thc
pmcessor is embodied as an ASI( . I'P(IA or the like, the
processor can bc specdically conli ured hardv,are lbr con-
ducting the operations described herein Alternatively. as
another example. when thc processor is embodied as an
executor ot ulstnlctions, the instiulctions can specifically
configure the processor to perform the al oritluns and/or
operations described herein when the instmctions are
executed Iiowever, m some cases, the processor can be a
pmcessor of a specific device (e.g, an encoder andior a
decoder) configured to employ an embodiment of the pres-
ent invention by further configuration of the processor by
htstrUctious for pcrloruuug thc Blgorlthuls Bnd/ol oper'Btlous
descubcd herein Thc processor can include. Unong other
things. a clock. an arithmetic logic unit (AI.U) and logic

ates conhgured to support operation of the processor

[0078] In embodiments that include a conununication
interface 206. the communication interface can be any
means such as a device or circuitry embodied in either
hardware or a combinauou of hardware and soltw are that Is
conligured to rccmvc aud/or transmit data from'to a network
andior any other device or module in comnnulicatiml v ith
the apparatus 200, such as NI', NRI( a base station, an access
point. SCP, UE 102. mdio access network, core network
services, an application server/function, a database or other
storage device„etc. In this regard. the conununication inter-
fiicc can tuel Udc, Ior cxaulplc, Bu tiulcuuB (ol UIUltlplc
dutcllnas) Bnd SUppolsuig half%tile aud/ol softwdrc lor
enabling communications with a wireless communication
netivork. Additionally or alternatively, the communication
interface can include the circuitry for intemctin with the
antenna(s) to cause transmission of Bi@tais via the antenna
(s) or to handle receipt of signals received via the antenna(s).
In some cmiroluncnts, tlm conuuumcauon interface can
alteurdtn cly or also support wired communicalion. As such,
for exanlple, the communication interface can include a
communication modeul and/or other hardware/sotbvare fbr
supporting communication via cable. digital subscriber line
(DSL), universal serial bus (USB) or other mechanisms In
some embodiments„a session management tinction can
comprise a SGC session management I'unction lbr any
suitable control and user plane separation (CUPS) architm-
ture, such as for the gateway (iVRS support node ((i(ISN-
( ). 1 Vi'AG-(L BNG-('UPS, N4. Sxa. Sxb„Sxc, evolved
packet core (EPC) SWCi-C, EPC PGW-C, EP('DF-C,
and/or the like.

[00'79] As illustratixl, the apparatus 200 can mcludc a
processor 202 in conmlunicauon wuh a mmnory 204 and
coufigUrcd to pluvulc signals to Bud Iccclvc sl Bills froul II

communication interface 206. In some embodiments, the
communication interface 206 can include a transmitter and
a receiver. In some embodiments, the processor 202 can be
configured to control the functioning of the apparatus 200,
at least ul part In some embodiments, thc processor 202 can
be conligurcd to control the functiomng ol lhc transmitter
and receiver by cfiiouug control signaling via electrical
leads to the transmitter and receiver I ikewise„ the processor
202 can be configured to control other elements ofapparatus

200 by efi'ectin control signaling via electrical leads con-
niving thc processor 202 io the otlmr elmueuts, such as d

display or thc memory 204.

[t)08()J I he apparatus 200 can be capable ofoperating ivith
one or more air interface standards. communication proto-
cols, modulation types. access types. and/or the like. Si naia
snit mid received by the processor 202 can Include sigualulg
iufilrmation in accordance with an air ultcrl'acc suuldard of
an applicable cellular system. and/or any number of if Ifcrent
wirehne or wireless networking, techniques. comprising but
not limited to Wi-Fi. Ivireless local access network (WI,AN)
teclmiques. such as Institute of Electncal and Electronics
Engineers (IEEE) 802.11, 802.16, 802.3. ADSL, DOCSIS,
dud/or thc hkc. Iu tlddltlou, lhcsc slgndls I an hu:liulc spccch
data, user gcncratcd data. user rcqucstcdi data, and,'or thc
like

[00811 For example, the apparatus 200 and/or a cellular
modem therein can be capable of operatin In accordance
with various first generation (IG) conuuunication protocols,
second generation (2G or Z.SG) commulucation protoculs.
third-gmlccdtion (3G) conuuunicdtion protocols, fourth-gen-
eration (4(i) conumulication protocols. fifth-genenltion (5(3)
communication protocols, Internet Pmtocol Multimedia
Subsystem (IMS) comnnlnication protocols (for example,
session initiation protocol (SIP) and/or the like. For
example. the apparanls 200 can be capable of operating in
accordance with 2G wireless conunuuicdtiou protocols
IS-136, Time Division Multiple Access TDMA. Global
System for Mobile communications, GSM. 18-95, Code
Division Multiple Access. COMA, and/or the like. In addi-
tion. for example, the appamtus 200 can be capable of
operating in accordance with 2.5G ivireless communication
protocols Cieneral Packet Radio Service (CIPRS), Enhanced
Data GSI) I Enviroluncnt (EDGE), and/or thc hke. Furiher.
for example, the apparatus 200 can bc capable of operatulg
in accordance with 3(i wireless communication protocols,
such as Universal Mobile I'elecomnlunications System
(UMTS), Code Division Multiple Access 2000
(CDMA2000). Wideband Code Division Multiple Access
(WCDMA). Time Division-Syncllronous Code Division
Multiple Access (TD-SCDlvLA), and/or thc hke Thc NA 200
can bc additionally capable ol opcraung in accordance widl
3 9(i wireless conlmunication protocols, such as I.ong 'I'erm

Evolution (I;I'll), I ilolved Universal 'I'errestrial Radio
Access Network (lbU I'RAN). anigor the hke Additionally,
for example. the apparatus 200 can be capable of operating
in accordance lvith 4(3 wireless conmulnication protocols,
such as LTE Advanccik SG, and/or thc hkc as well Bs similar
wirelcss conuniuucauon protocols that can be subsequently
developed. In some embodiments, the apparatus 2()t) can be
capable of operating according, to or within the framework
of any suitable CIIVS architecture, such as for the gateway
CIPRS support node (()GSN-C), tulsted wireless access
gateway (TWACI-C), broadband network gateways (BNCis),
N4, Sxd, Sxb, Sxq cvolvcd packet core (EPC) SWG-C, EPC
PGW-C, EPC TDF-C, and/or thc like

[t)082J Some of the enlbodinlents disclosed herein can be
implemented in software, llurdware. application logic. or a
combination of sofiware. Ilurdware. and application lo ic.
The software, application logic. mid/or hardware can resale
ou memory 204, thc processor 202, or clectroruc compo-
nents, fbr example. In some cxamplc cmboduncnts, the
application logic, software or an instruction set is nlain-
tained on any one of various conventional computer-read-
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able media In the context of this document, a "computer-
readable medium" can be any non-transitory media that can
contain, store. conununicate. propagate or transport the
i@a&roc&lot&s lor usc by or u& conneclion with an u&slrucl&on

execution system„apparatus. or device, such as a computer
or dale processor c&rcu&iry, w&th examples depicted at FIG.
4, con&puler-readable med&un& can co&nprise a non-trans&tory
computer-readable storage medium 0&at cm& be any media
that can contain or store the &nstn&ctions for use by or in
conntx'nol& w'&lh Bn n&slrilcl&on cxccunon ss'&ical. Bppardlus,
or device, such as a computer

[0083] FICI. 5 illustmtes a signal flow between a plurality
of network entities and demonstrates the issue addressed by
the present disclosure. In FIG 5, an NF client in the for&n of

network funct&on (NF) scrv&cc consumer 102 generates a
service request in the form of a network repository hu&ction

(NRF) d&scovcry rcqucst 606 for an NF server in thc Ibnu of
a policy control function (PCF) 604. In response. the NRF
124 trm&emits m& NRF d&scovcry response 608 to ihc NF
semice consun&er 102 I'he NRI discovery response 608
comprises informat&on for one or more PCF 604 profiles llmt
correspond to the Nli service consumer's 102 nenvork
repository function (NRF) discovery request 606. The PCF
604 profiles can include at least onc ol an IP address, FQDN,
cdpac&lv n&fomutl&on, pr&onl)'&iota&ainu& 0& thc hkc. 0& Bnv
combination thereof. Upon receipt of the Nkli discovery
request 606, the NI'ervice consumer 102 of this example
selects V( Iil and generates an Jl'I"I'V VOS'I'equest and
transmits the HTTP request 610 with the selected PCF
profile to a serv&ce conummication proxy (SCP). As illus-
trated u& FIC). 5, thc first SCPI receives the HTTP rcx)ucs&

610;md tnu&sm»s a mcssagc 612 io ihe scfectnl PCFJ. PCF I

transmits an error mcssagc commu&ucdtion 614 to SCPI and
5( Vl t&Bnso» ts fl&c c&rot'lcssagc con&0&un&cafion 616 to thc
Nli semice consumer 102 I'he em&r message comnnuuca-
tfons 614. 616 can comprise any HTTP error code (e.g.. 503,
429, etc.) or similar protocol error identification demils The
reasons for ihc HTTP, or other protocol, error can be any
fa&lure includ&n re)ccl&on due to overloaih The NF service
consumer 102, &n the &llustraicd commu&ucanon scm&ano
depicted in lil(i 5. is not provided with the originator of the
communication error Without knowing the source of the
error, the NF service consumer 102 is uninfom&ed as to hov
to route or redirect the request (and possibly further subse-
quent rcqucsls) so as lo successfitlly cslablish conunumca-
tions w&lh PCFJ. In lhe u&d&rect conunumcauon sccnawo,
illustrated by FIC). 5, bctwccn, li&r example. a 5C)C NF
semice consun&er 102 by way of a SCV 602, or another
intern&ediate entity (e 8 . security edge protection pmxy
(SEPP) for inter-PLMN communications). the source of the
error cannot be determ&ned as a result of the plumlity of
m&i&ties thai serve to relay ihc message between thc NF
scrv&ce consumer and PCFI In dus regard, tlm error can
occur al any node lhal rix mvcs ancgor lransmila lhc message
(e .. SCV 602. V('It 6U4. Nli service consumer 102. etc ).
Withom the identification of the originator of the error. the
NF service consumer 102 or other client device. e.g . the
HTTP client, cmmot adapt the communication request based
on lhc actual error lo rclrdnsnut a requesl or sm&d subsequent
rcx)nests. Addit&onally, thc pccr selection polmy of thc NF
scrv&cc consumer 102 docs not work correctly w&d&out the
identification of the onginator of the error Additionally,
lacking inti&nnation about the originator of the error also

creates inefficiencies fbr trouble-shoot&ng and debu ging of
the HTTP rcqucsl 610 m&d the source of llm error.

[0084] The present ihsclosure contcmplatcs thai thc com-
tnatuca &on crro& cdn occu& Bl Bt&)'ode n& lhc log&cal
cmnn&unication flow. In this regard, a request fmm an NF
client, e g., Nli service consnn&er. or other client device, e g,
an I I I I V client, may traverse one or n&ore nehvork pmxy
funct&ons. e.g., SCPs. SEPPs or other intern&ed&ate entities
and opt&onally S('Ps fbr inter-PLMN signaling, and may fail
al a SCP, SEPP, NRF or HTTP server In accordance w&lh an
cxtunplc embodiment. thc enuly thai &s thc source of lhc
em&r, such as a S('V, SJ!VV, or another intermediate nenvork
entity as well as the Nli server, such as a Nli Service
Producer, e g . VCF I, may be the source of an error (e.g . 4(N)

Bad Request. etc.). In addition, a SCP. SEPP. or another
intermediate network entity is also configured to fotward
error mcssagcs riccncxJ Irom other, e g., ups&re&un, en&i&ice

(e g., SCP, SEPP. HTTP scr& er. NRF, ctc.). In an instance in
which the Nl'lient, e g, a Nli serv&ce consumer. or other
client device. e.g, I IT'I'V client, is informed of the originator
of the error. the NF client or other client device, e.g, the
HTTP client. is configured to adfust its behavior over the
network to successfully retransmit conuuunication requests
or send subsequent scrvicc rcx)nests (e.g . rcqucst a redirec-
t&on fbr m& allernat&vc SCP in an nmtancc a 429 error is
generated by the current SCV or request a redirection for an
alternative P('F in an instance a 429 error is generated by the
current VC)i) to increase the likelihood that the request is
successfully received by the NF server In an example
embodiment. the ori inator of the error cannot be deter-
nuncd based upon thc presence or absence of a Problem-
Dclatls structure u& nn HTTP rcsponsc. because a NF scrvcr,
e g., Ni'ervice pmdncer. an&koran intern&ediate entity. such
as a SCV, cm& ret&m& error messages with or w:ithout a
VroblemDetails stn&cture.

[IN)85] I3y way of example. I'l(i. 6 illustrates a call flos
between a plurality of nenvork entit&es v here the commu-
nication error ori inates at SCPI. As illustmted, m FICI. 6,
thc nctw ork I'unct&on (NF) scr»cc consumer 102 generates
a nct&vork repository function (NRF) d&scovcry rcqucst 606
for a policy conuol funcuon (PCF) 604. In response, thc
NRI& 124 transmits an NRI'iscovery response 608 to the
Nii service consun&er 102. 1 he NRI& discovery response 608
comprises information for one or more PCF 604 profiles that
correspond to the NF service consumer*s 102 netv'ork
repos&tory fimcl&on (NRF) discovery rcqucst 606. The PCF
604 profiles can include a& least onc ofan IP address, FQDN,
ct&pac&i)'&fonna&&ot&, pr&t&rlt)'&lorn&at&on or lhc 1&kcx ol dnv
cmnbmation thereof. Upon receipt of the NRI& d&scovery
request 6U6, the Nit sei& ice consumer H)2 selects P('I'I and
generates an HTTP POST request and transnuts the HTTP
request 610 with the selected PCFI profile information to
SCPI. The SCPJ rcce&vcs the HTTP rixpicst 610 and
m&counters m& error. In rcsponsc io the error. SCPI generates
an error message 616 with an HTTP standard header (e.g..
server) and inserts an identification of the originator of the
em&r in the message that is returned. such as in the header
In some embodiments, example error ongination data
inserted in the messa e header includes. at least, Server:

scp-Bcpl .corn,

Scrvcr. scp. Scrvcr. scpp-sepp1.operator.
corn, Server. Orf-xyz. or Scrvcr udm Thc gcncraicd error
message 616 with &he error inlom&anon identified in &he

I I'I"I P header is transn&itted to NI'ervice consumer 102
13ased on the identified originator of the communication
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error in received error message 616, the NF service con-
sumer is conligurcd to gcncratc a ncw HTTP request 710
with comnninication instructions idenlifyulg another SCP
other than S('Vl /e g, SCV2). 'Ihe Nl'ervice consumer
transmits the new II I"I'V request 710 to S('V2 SCV2
receives the new HTTP request 710 and transmits a corre-
sponding messa e 712 to the ~elected PCFI. PCFI receives
die conununication 712. PCFI transmits a reply message
714 to SCP2 und SCP2 transmits a message 716 to NF
service consumer 102, thereby successfully trmlsnuning thc
message to and receiving the reply fmin V('Fl

]t)t)86] As another exmnple. )IKI 7 illustrates a signal flov
betiveen a plurality of network entities where the conimu-
nication emir originates at V( I I As illustrated in )IKI 7,
the nenvork function (NF) service consumer 102 generates
a nenvork repository function (NRF) discovery request 606
for a policy control function ]PCF) 604. In response. the
NRF 124 transmits au NRF discovery rcsponsc 608 to the
Nli service consumer 1()2 'I'he NRI'iscovery response 608
comprises information for one or more V( I I 604 profiles that
correspond to the Nli service consumer's lt)2 network
repository function (NRF) discovery request 606. The PCF
604 profiles can include at least one of an IP address. FQDN,
capacltv lnfomuitloll, prlollty'nlonuatliill ol thc llkix ol Bllv
comburation thereof. Upon riwcipt ol thc NRF discovery
request 606, the NI'ervice consumer 102 select ~ VCI'I and
generates an I IT'I'P VO)'I'equest and transmits the IITT V

request 610 with the selected VCI'I profile inthrmation to
S('Pl. The SCPI receives the HTTP request 610 and trans-
mits a conununication 612 to PCFI. PCFI receives the
commumcauon 612 I'rom SCPI and encounters ml error. In
response to thc error, PCFI gcncrates an error message 614
with an I I'I"I V header /e g, a Server header) and inserts the
identification of the onginator of the arm r in the header (e g.,
V( Ill) In some embodiments, exainple error origination
data inserted in the message header includes, at least. Server
pcf-pcfl.corn, Server pcf, Server: pcf-pcf1.operator.corn,
Scrvcr. nrf-pcl; or Server. udm. Thc generated error nms-
sagc 614 with thc error ullhnuation Idcnttlicd m the HTTP
header is transmitted to 8('Vl and SCV) inserts additional
transmission infilnnation into the I I'I"I'V header (e g . a Via
header) of the error niessage and transmits the correspond-
in error message 616 with the identified ori inator of the
error to NF service consumer 102. Based on the identified
PCFI originator ol'hc conumuucauon error in the rcceivcd
clrill lncssiigc 61 6, thc NF si:rv ice consunlcl gi:llcrB(cs B llew
HTTP request 810 with communication rcdirccuon instruc-
tions identifyin another V('ll 604 other than V('Ill (eg.,
V( I12) I'he Nli service consumer transmits the nev II'I"IV
request 810 to SCPI. SCPI receives the new HTTP request
710 and transmits a corresponding message 812 to the
sclcctcd PCF2. PCF2 rccmvcs the mcsxage 812. PCF2
transmits a reply 814 to SCPI and SCPI trmisnuts a corrc-
sponilulg mcssa I: 816 to NF service consumer 102. thereby
successfully tnlnsmitting the messlge to and receiving the
reply fmm V('112

]t)t)87] Referring now to Iii(i. 8, a tiowchart of the opera-
tions of a method 910 perfomled by an apparatus 200
embodied by the originator of the service request. such as an
NF chcnt, e.g., NF Scrwce Consumer. a chen( device. an NF
Scrvicc Producer, c.g., an HTTP cheat, or the like, In
accord;mce with an example cmboduncnt is depicted. As
shoivn in block 911, the apparatus 20() includes means, such
as the processor 202, the communication interface 206 or the

like. to cause a service request filr a network fiinction server
to bc transnuttcd vm a nc)ISork proxy funcuon, such as a
SCP or SEPP, to or toward the destuiation, such as the NF
server, e.g, NF Service Producer or NI'ervice ( onsumer
As shov n in block 91Z, the apparatus 2(N) includes means,
such as the processor 202, the conununication interface 206
or the like, to receive a service response comprising at least
an error message. As shown in block 913. the apparatus 200
includes means, such as thc processor 202 or thc like, to
dctcrnunc from thc SCIS ice rcsponsc. au omgulator ol'hc
emir message. As shown in block 914. the apparatus 2()t)

includes nleans, such as the processor 202, the communi-
cation interface Z06 or the like. to respond differently to the
enolr message depending upon the originator of the error
message.

]00881 For example. the NF server may need to direct the
scrvicc rcqucst to another NF scrvcr, c.g. duc to overload or
because it is gouig to slnit down. In tlus uisnincc. )he service
request may be directed to a ditferent NI'erver. Alterna-
tively, a SCP may not be able to process the service request
or may wish to direct the service request to another S( V, e 8,

due to oi erload or because it is not the correct SCP to use
for the corresponding nenvork slice. or because it is going to
shut down. In tlus case, thc seri ice rcqucst may bc ibrectod
to the same NF seri cr via a ddlbrcnt SCP. As such, thc
service request. as now directed, will not encounter the saine
entity that v;as the originator of the error in conjunction ivith
the original service request In sonic enibodiments. theNl'lient.such as a NF service consumer. NF service producer
or other client device. may determine the difi'erent netv'ork
proxy fimction, c.g.. SCP, or difli:rent NF scrvcr. e.g., NF
scrvicc producer or NF Service Consumer, to wluch the
service request should be directed and then retransmit the
service request or tmnsmit a subsequent service request in
such a manner as to avoid the originator of the emir
messa e. Alternatively, the determination of the different
network proxy function. e.g.. SCP, or difi'erent NF server,
c g., NF service producer or NF scrvicc consumer. nmy bc
based on information provided by thc network proxy fimc-
tion or the Nli server which identifies the difFerent nenvork
pmxy function, e g, SCV. or the diiferent Nli server. e g.,Nl'ervicepmducer, such as in a l,ocation header as described
below or within the payload of the response message (e.g.
v ithin problem details information). such that the NF client
may redirect thc SCIS ice request to the ddlhrent nctwurk
proxy function or thc dilferent NF server While a sulgle
scrvicc rcqucst may be rcdirixted, such as via im HTTP
redirection, in some embodiments, the apparatus 2()t), such
as the pmcessor 20Z, of other enlbodiments causes a plu-
rality of service requests to be redirected, such as to different
SCPs and/or difi'erent NF service providers. to increase the
likelihood of recco ing thc cxpcctcd service rcsponsc.

]0089] As described above. with rcfcrmlce to FIGS. 6 and
7, iulhrmation is included ui the HTTP, or sunilar protocol.
service response to ulmiul'y the origuiator of thc error. Tlus
infornlation is then relayed betv een nodes of the uenvork as
needed to infomi the appropriate network comniunication
entities of the originator of the ermr Specifically. the infor-
mation re arding the originator of the error may be included
as an error mcssagc ui a beetler which can bc uses) by thc NF
cbcnt to dctemunc die onginator of thc error so that appro-
pnatc adaptive behai Ior c;m be dctcrnuncxI to subscqucnily
circumvent the entity that is the ori inator of the error In
some embodiments, the error message may be added to a
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HTTP header„such as by way of a Server header. a Via
header. or thc 1&kc, or a 3GPP Custom header may be
clciltcsl. Iu th&s regal d, ihc crlol nlcssagc nlav co&Isis& ol Bu
I I'Iq'P Via header further configured to indicate the type (e g.
"S('P") or the identity (e g a I ully Qualifie Domain Name)
of the network proxy fiinction fonvarding the error response,
an HTTP Server header further configured to indicate the
type (e.g. "PCF*) "SCP**. "SEPP'*) or the identity (e g. a
Fully Qualiiicd Donunn Name or a NF instance Identity) of
the onginaior of thc error, or a new HTTP custom header
co&lt'uaing thc Nl'ype and/of tile Idcnilflcl'f thc ol"Iglllato&'f

the error (e.g S('P I&QDN or Nl& instance ID), and,'or the
type (e.g.. "SCP") or identifier of the entity Iiirwnrdin the
error niessage (e.g.. FQDN, an NF instance identifier or a
network entity ident&fier).

[0090] By way of cxamplc, ui an instmice ui whwh thc
error niessage is provided with a Via header identifying a
netivork proxy function that forwarded the service response,
the apparatus 200. such as the processor 202. is configured
to detemiine that the ori inator of the error message is not
thc nciworl proxy lunci&on that prov&devi iheserv&cc
response with the V&a header, c.g., ihe next hop SCP. Instead,
thc ong&nator ol'hc error message mdy bc &dent&lied, for
example by the Server header that &nay identi0 the network
function server or an upstreani nehvork proxy function as
the originator of the error message.
[0091] In relation io a Server hcadcr. 0&e Scrvcr header
may include thc type and/or &dent&lice&&on oi'hc NF scrvcr
or network pmxy function that is the originator of the error.
In one embodiment, the Server header may begin with the
value of the type (e.g. "nrf1 "scp'*, "sepp", "udm") followed
by a "-" and any other spec&fic iniiinnation. such as the
identification„e.g. FQDN, nf the NF server or network proxy
function that &s the onginaior of lhc crmr. Exmnplcs include
Scrvcr. scp-Bcpl corn, Scrvcr. scpu Server: supp-scppl.op-
erator corn, Server nrf-xyz and )erver udm In some
embodiments, the presence of the Server header in the
service response ind&cates to the NF client that the identified
network entity, or entities. as identified by the identiTication
information is/are the originator(s) of the error. In so&ne
cnlbodhui 11&s. &hc &ufo&Blat&0&1 con&BB&cd ul ihc ilcB ill Is. slick
as thc Via and Scrvcr headers or tlm Custom header may be
used for troubleshooting, debugging and/or by the Nli client
to determine the appropriate response logic (e.a, cancel,
redirect, retry, etc) In some emlxidiments, the Nli client
may initiate a hold. or cooldown. time prior to retryin to
establish communications v ith the NF server and/or another
ideniilied network cnt&ty.

[00921 ygh&le lq(i 0 depicted the operations perfiinned in
an example enibodiment fron& the perspective of the ongi-
nator of the service request. such as a NF client. e.g.. NF
service consumer. or other client device. e.g.. an HTTP
client. or ihc 1&kc, FIG. 9 Illustrates a fiov,chan of thc
opera&&ons ol' method 1010 perfonnix!, ui some embod&-
ments. by thc apparatus 200 cmbod&cd by a network proxy
function. e g., S('P, )IIPP or other interinediate ent&ty, in
order to facihtate identification of the originator of the error
and redirection of a message once the originator of the error
is identified. As shown in blocl 1011. the apparatus 200
includes means, such as the pmccssor 202, the conumuu-
cduon intcrfacc 206 or the 1&ke, io receive a service request,
such as origuiatcd by B NF clienb c.g., NF scrv&ce consumer,
Nli sen ice producer. or other client device„e g . an I I'I "I P
client. and to cause the service request to be relayed tov ard

a NF server. e... NF service producer or NF service
consumer. Block 1012 shows, ihc apparatus 200 includes
means, such as the procissor 202. thc conmiun&cai&on inier-
face 206 or the like, to receive a service response comprising
at least an error message ivi th optionally an indication of the
originator of the error. The service response &s received from
the NF server. either directly or via one or more other
network proxy fiuictions.

[00931 Block 1013 sluiws the apparatus 200 includes
means, such as ihe processor 202 or thc hkc, io modify thc
sclvlcc lesponsc to iricludc ilu Biliht&ontll uldlcB&lon thB& ihc
serv&ce response has been relayed via the network pmxy
function including the type or identity of the network pmxy
fiuiction lbe service response &nay be nlodihed in various
manners. In one embodiment, the service response is modi-
fied to include an additional header, e.g.. a I &a header. that
ident&lies the SCP or SEPP thai &s relay&ng the scrv&cc
response to the NF client. For example, a HTTP Via header
may be further confi ured to indicate the type (e.g ")('P")
or the identity (e o. a I'ully Qualified Don&sin Name) of the
network proxy fiinction fonvarding the error response The
Via header may be provided in combination with a Server
header that may include the ermr messa e including the
idcniiiicahon of thc origuiator of Ihc error. In th&s regard, an
HTTP Scrvcr header may be further coniigurcd to uid&cate
the type (e g. "P('ll". "S('P'. "Sl!PP') or the ident&ty (e g a
liully Qualified l)omain Name or a NI'nstance Identity) of
the oriynator of the ermr. I'he entity. such as the Ni& server
or an upstream netlvork proxy hinction. that is the originator
of the error may have added the error message including its
ident&ty as the onginaior of ihc error to thc header, such as
the Scrvcr header, of ihc service response. Altcmativcly. &hc

entity, such as the Nl server or a&1 upstreaili nehvork pmxy
funct&on, that is the originator of the error niay have included
the error inessage includina its identity as the originator of
the error in the service response. but not in the header. In this
instance, the apparatus 200 as embodied by the SCP may not
only add a Via header that uicludes its &dent&iy, but may also
&nell&de lllc circ& Ilicssdgc Bnd ihc ah:ntlfii allou ol ihc
originator of the error to a Server header. In another einbodi-
ment, the service response does not include a Via header or
a Server header, but is modified to include a different header,
such as a Custom header, that includes the identity the SCP
that is relaying the service response to the NF client. This
addit&onal hcadcr, such as d Custom header. may also
include thc error message uicluding thc &dmiuiicanon of ihc
onginator of thc error. In tins regard, the appamtus 200
embodied by the SCP may add the error niessage including
the identification of the oriainator of the error to the ('ustom
header. or the entity, e, the NF server, that &s the ori inator
of the error may create the Custom header and include the
error mcsadgc uicluding thc nlmit&licdtion of thc origuiator
of the error ihcrew lib ui mid the netw ork proxy l unction, e g..
SCP, may add &is idenuiy io thc Custom header Bs mi cnniy
that fiirv srded the error niessage. I&or example, a ( ustom
header may contain the Nl& type and/or the ident&fier of the
originator of the error (e.g. SCP FQDN or NF Instance ID),
and/or the type or identifier of the entity fonvarding the error
message (c.g. "SCP").

[0094] Rcfcrnng ix&w io block 1014, thc apparatus 200 of
tlus example cmbodimmii as cmboduxl by ihe SCP or other
inicnncdiatc entity may also include means, such as ihc
pmcessor 2()2, the communications interface 2()6 or the like,
for causing the service response. as modified. to be sent to
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the NF client. e ., NF service consmner. NF service pro-
ducer or other client device. c.g., an HTTP client As
descubcd above, thc service response lms been modiiicd to
not only include the error message including an idmitifica-
tion of the source of the error, but also the identity of the
SCP or other intemiedlate entity that forwarded the service
response. As such, the service request mny be intelligently
retransmitted or a subsequent service request may be sent in
such a manner as lo uilcntionally avo«1 rcliancc upon thc
miiily lluit was thc onginalor of lhc error.

[0095] With respect Io llm headers tliai may mclude thc
identity of the S('V that is reksying the service response to
the Nl'lient. aVia header 1110 of an exainple embodiment
may be fiirther configured to define at least the type or
identity of the network proxy function. e, the SCP or
SEPP, relaying the error message as described above with
rei'crcncc lo FIG. 9. In some embodiments, lhc Via lmadcr is
constructed by the apparatus 200 embodied by thc SCP as
depicted in I'l(i. 9. and is inserted into the respnnse to
indicate to the Nli client. e.g, Ni'ervice consumer or other
client device. e g.. an )IT'I'V client, that the associated
reported error is forwarded by the intermediate SCP and Is
not an SCP error. The network proxy functions tlmr relay the
service rcsponsc and arc identilicd by thc Via header include
not only a SCP. but other inlcrmcihatc cnt«cs (e.g., SEPP,
etc ). ( ertain example enibodiments of the manner in which
the Via header identihes the intermediate )CV can include at
least "Via 2.0 S(bn) "Via: 2 0 scpl corn". or the like, or any
combination thereof. The service response may include one
or more additional headers ln addition to the Vin header. In
some embodiments, Ibr cxamplc, Ihe service response pro-
s idcd by thc SCIC NFs aud other network entities (c g.,
Sl:VV, 8('V, V('I', etc ) niay also include one or more Server
header(s) which may include the error message and identify
the ori inator of the error In some embodiments, the service
response provided by the 5CIC NFs nnd other network
entities (e.g.. SEPP. SCP. PCF, etc.) may also include one or
morc other Via header(s) ui adihtion lo lhc Via header
constructed bv thc SCP.

[0096] As an altemativc io thc Via hcadcr, the idminiy of
the SCP thai is relaying thc error message includmg thc
oriainator of the error to the NI'lient may, instead, be
included in a ('ustoni header 'i he ( ustom header of one
embodiment hns n format confi ured to be applicable to all
5CIC Service Based Interfaces. In some embodiments, the
Custom header idcnulics whether thc error is on ma(cd by
an intcmiediate enuty (c.g., a SCP, SEPP, elc.) or by a NF
server (c.g., NF service producer. etc.). In some mnbudi-
nients. a ('ustom header (e.g, "3GVV-Sbi-S('V-I:.rior: &scp
fqdn&"). is used to differentiate errors arising, fmm a S('V
from the errors enemted by other network entities. In some
enibodiments. the Custom header contains an idenrifier (e
IP address. ctc ) ol' network entity that origuiates an error.
In Ibis regard. a Custom hcadcr conuiin Ihc NF type and/or
the idcnlilicr of the onguiator ol'he error (c.g. SCP FQDN
or Nl'nstance Ii)), and/or the type or identifier of the entity
fotwarding the error niessage (e g "S(ffm) In some embodi-
ments, a Custom header Is defined as a "3GPP-Sbi-Emir**
header. containin the NF type and/or the identifier of the
ougiruilor of thc error (c.g., a SCP FQDN or tar el NF
Imlancc ID). and/or lhc ident«ier ol Ihc cnlily forwarding
thc error. For cxtunple, thc Custom header associated wilh
an error enerated by a SCV can comprise at least: "II'I"IV

503 Service Unavailable*'nd "3GVV-)bi-Iirnir: orig scp,

fqdn=scp1,corn". As another example. the Custom header
for an error forivrmded by a S('P can coniprise at least
"HTTP 503 Service Unavailable** and "3CIPP-Sbi-Error;
forw=scp: fqdn=scpl.corn". Alternatively, the Custom
hcadcr for an error gmicrated by an PCF cau comprise at
least. '*HTTP 429 Too Mmiy Rtxiucsts" nnd '*3GPP-Sbi-
Error: orig pcf; ntlnstanceld 54804518-4191-4(ib3-955c-
ac631V953edff) ivhile the ('ustom header for a V('li error
forwarded by a SCP can coniprise nt least "HTTP 429 Too
Many Requests" and "3GPP-Sbt-Erron ong=pcf: nfinstan-
ccid=54804518-4191-46b3-955c-ac6311953cd8, forw=scp,
fqdn=scpl.corn". In some embodiments dcscubcd below,
the ProblemDetails componmit of mi error rcsponsc may
also be extended ivith a new attribute indicating the origi-
nator of the error (e.n, Nl ')qte, Nis Instance ID. IV address,
FQDN, etc.).

[0097] As described above in conjunction with block 914
ofFIG. 8, thc apparatus 200 embodied by llm NF client, c.g.,
NF service consumer or other cln:nt device. c.g., an HTTP
client, is configured to respond differently to the emir
messa e contained in the ac(tice response depending upon
the originator of the ermr. Iior example, the service request
may be retransmitted or a subsequent service request may be
transmitted in a manner that does not rely upon or commu-
nicate with Ihc cnuty ihal pres tously created Ihc error.
Alternatively, the acciss rcqucsl may bc rcdircclcd. In an
instaiice in which the originatnr of the error is a nenvork
pmxy hinction. as opposed to the Nii server, the service
response may include redirection inforniation indication an
altemntii e network proxy function to be utilized in conjunc-
tion with the redirected service request. Although the redi-
recuou of thc service request may bc pcrlbmicd ui various
111111111Crs, 011C CxaillplC Of lllC ilitlniiiu ul WlliCh lhC sClvlCC

request may bc rcsubnnllcd is dcpictcd ui FIC) 10. In tlus
regard, the inethod 1310 includes 13lock 1215 shows the
apparatus 200 embodied by the Nli client includes means,
such as the processor 202, the conununication interface 206
or the like. to cause a service request for a network function
server, c.g., NF server. Io be Iransmiued via at least onc
network proxy funcuon, c.g. SCP, SEPP, ctc. in llm nmnncr
dcscribcd above. As shown ui Block 1216, thc apparatus 200
include memis, such as the prncessor 202, the communica-
tion interface 206 or the like. tn receive a service response
comprising at least an error lnessa e. The appamtus 200 also
includes means. such as the processor 202 or the lil e, to
dclcrnunc Ibom Ihe seri icc rcsponsc that Ihe rcqucst is to be
redirecled towards miothcr network proxy function. as
opposed to towards another network I'unction server. Sce
131ock 1217 I'he apparatus 200 nf this exaniple enibodiment
additinnally includes mean~. such as the processor 202 or the
like. to identify the other network proxy functton to wlfich
the seri ice request is to be redirected based on an identif-
icatio of thc another nclw orl proxy function with thc error
mcssagc. Tluis. as descubcd ui morc detnil below, thc error
mcssagc of tlus example embodiment may nol only identil'y
the nenvork pmxy function as the originator of the error, but
may also identify another nenvork pmxy function to which
the service request should be redirected. See Block 1218.
With respect to identifying the netv, ork proxy function as the
oilgiiliitor ill tile error; llic service response iua)', lol
example, uwludc a Sorter header or a Custom hcadcr that
ideutilics Ihc type of lhc entity, c.g., SCP or SEPP, and Ihe
identity of the entity, e g . I Ql)N, that was the originator of
the error. The service response niay also identify the other
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network proxy fiinction to which the service request should
be rexlircc(EXJ. Furtlmr, apparatus 200 of tlus example
cmbodimcnt uicludcs means. such as ihc processor 202, the
comnnmication mterface 206 or the like, to redirect the
semice request for the same network function server via the
other network proxy fiinction that was identified by the error
message, thereby avoiding the network proxy function that
ives the originator of the error. See Block 1219.
[0098] In onc cmboduncnt, the apparaius 200. simh as thc
processor 202, ls coniigurixl to dciemunc from thc service
Icspolisc Illtn tile I'cqUcst ls 10 bc Iixhlcclixl Iov lirds llllofllcr
netivork proxy fiuiction. as opposed to toivards annther
netivork function server. by identifying an S('P J(J:J)IRJ'.(:-
TION protocol error in the error message. For example. the
network proxy function that is the originator of the error may
include mi error mcssagc, such as a 503, 400 or 429 error,
that uicludes a ProblcmDctalls structure that indications a
protocol error of "SCP REDIRECTION". I.e. SCP sends
eg. 503. 400. 429 response ivith a ProblemDetails
indicating "S('P RIIDIRI i(111ON" in the service respnnse
that is provided to the NF client. The apparatus 200. such as
the processor 202„of this example embodiment mny also be
CollflgUrCd to ldclltll)'lllotller IICIWolk pIOXy IUI1011011 10

w'lllCh tile SOIVICC n:qUCSI IS 10 bl'eihlCCIEB blISed Ilpiill Bll

ideniity ol the another network proxy lunclion included
within the Probleml)etails of the error message In tlus
regard, the Problenil)etails may also include a neiv attribute
carrying the identify, such as the FQDN, of the other
network proxy function. e.v.. another SCP. toivards which
thc seri icc rcqucst should be redirecied.
[0099] In another mnboduncnt, Ihe apparatus 200, such as
thc processor 202, ls conligurcd Io dc(ermine from the
semice response that the request is to be redirected towards
another netivnrk proxy fiinction. as opposed to towards
another network function server, by determining that the
service response includes a Server header or a Custom
header identihin the network proxy function as the ongi-
nator. The appurutus 200, such as Ihe processor 202, Of tlus
example cmbodunent is also coniigurcd Io idenlify another
netivork pnlxy fiinction to which the service request is to be
redirected based upon an identity of the another nenvork
pmxy function included witlun a J,ocation header of the
service response or v ithin the response payload (e.g. within
problem details information). For example. the network
ploXV'UIIC11011 IIIBI ls fllc Orlgllla101 Ol IIIC Cllol lluly lllclinlC
an error message, such as a 307/308 redirccuon, Ilmt
includes a Location header tlmt identiiics flle identity. 0 g.,
JIQJ)N, of the other network proxy functinn to ivhich the
semice request should be redirected ( oupled with the
identification of the original networl proxy function in the
Server header or the Custom header, the NF client of tlus
example embodiment ultcrprcts Ihe error mcssa e as a
rixpicst Io redirect the service requesl to a difli:rent network
proxy funcuon, c.g, a diflhrent SCP with no change in thc
Nli server to which the service request is targeted, e g.,
)gpp-Sbirl'arget-apigoot header
[0100] Although descnbed herein in conjunction with
FIG. 10 in relation to the redirection of the service request
by the NF service consumer or other client device. the
IExlllCCIIOII Of 010 SOIVICC ICEJUCSI lllClinllllg tllC OpCIatlollS
depicted in FIG. 10 may. instead. bc performed by Ihe SCP
or other interniediate entity in another example embodiment.
[0101[ Siniilar to the above described embodiment relat-
ing to the S('P Rl:DIRJI("I'ION protocol error, a protocol

emir "NF REDIRECTION" may be defined and included,
filr example. by Ihc NF server in thc error response (c.g.,
HTTP error 503, 400. 429, ctc.) with a ProblcmDctails
indicating "Nli Rill)IRII('1ION" and mcluding, addition-
ally, a new attribute identifying a different Nl service
producer to v,luch the service request should be redirected,
such as by providing the FQDN, or other network entity
identification information. of the NF service producer
toward wluch the scil ice rcqucst should bc rcdircctcil

[0102] While FIGS. 8 and 11 illusiratc thc operations
pcrfomicd from thc pcrspccuie of tlm NF cheat, e.g. an NF
service consumer. Ni'emicer producer, or other client
device and a S('P or other intermediate entity. respectively,
lii(3. Il depicts a flowchart of a niethod 1310 performed, in
some embodiments. by an apparatus 200 embodied by a NF
server, such as the NF service producer, NF service con-
sumer or other target server, e.g . HTTP server, Is dcpictisk
As shown in block 1311. the apparatus 200 cmboihed by Ihe
netwnrk server includes nieans, such as the processor 202,
the comniunication interface 206 or the like. to receive a
service request from a Nli client Referring to 13lock 1312,
the apparatus 200 embodied by the network server includes
means, such as the processor 202 or the hke, to determine
that an error condition exists rclativc to processuig of thc
selvlcc IcqUcst.

[0103] Block 1313 shows thc apparatus 200 clnbodIExi by
the Nil server includes means, such as the pmcessor 202 or
the like, to identify an ermr message in relation to the error
condition And, 13lock 1314 shows the apparatus 200
embodied by the NF server includes means, such as the
processor 202, the comnnmicntion interface 206 or the like,
to cause a scrvicc rcspomc to bc transmitted Io the NF client,
such as via a SCP or other uitenncdiatc mltlty. Thc service
response comprises dt least ihe error mcssngc and includes
an indication of the Oriainator of the error identifying the
type or identity nf the Origin, e.g . the 5(i('l')pe, a NF
Instance ID. an IP address or other address, of the entity,
such as the NF server, that is the originator of the error to
pcrnut Ihc service rcqucst Io bc properly rctransmiued or
rcdlrcctcd as dcsciibEXI aboi e.

[0104] By way ol'non-limiung examples, some network
CollllllillllCiltloll Clrol SCCIldl10S dill SOJUIIOIIS plovldiX!
therefor in accnrdmice ivith certain exaniple embodiments
v ill now be described As used with reference to the
described scenarios below. the symbol "/" is used to repre-
sent n nelv line.

[0105] In one example scenario, a Jirst NF, flrdt ls, NFJ.
transmits a service rixpicst to a second NF, namely, NF2.
through an intermediate entity. S('P, and an error XX occurs
at NI12. Nl'2 renirns a service response with an error
message identi0in NF2 as the source of the error, either
v ith or v, ithout problem details. to the SCP and, in turn to
NF J.

[0106] In onc embodiment. NF2 adds '*Server=NF2** iden-
tifying the originator of the error as NI'2 and then the )CP
adds Pkria S('P** identih in that the S('P is fotwarding the
emir message. The NF service consumer. NFI, receives
"Error XX/Seivei=NF2/Vin=SCP" in the error message
identlfyuig the error XX, the originator of thecrror as NF2
as idcntilicd by thc Scrvcr header, and the forwarding entity
as thc SCP as idenuiicd by the 1/ia header. Based on Ihe
Server header, the Nl'ervice consumer, Nlil, receives
informatinn identifying that the error occurred at NI12. 'I'hus,
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NFI can select a different NF service producer in the
retransnuttcd service request or ul a subsequent service
Icqucsu

[0107] In another embodiment that uses a Custom header,
the NF2 adds "3CiPP-Sbl-Ermr. ong=NF2typc,
NFlustancc]D=NF2" identifying thc origulator of the error
as Nli2 and then the S('V adds "3C]VV-)bi-I irror forw scp,
fqdn S('V IQ])N" identifying that the SCV is forwarding
the emir message 'I he Nli service consuiner, NI'1. receives
"Error XX/3CiPP-Sbi-Error; orig,=NF2type,
/NFInstance]D=NF2, /forw=scp: fqdn=SCP/FQDN" in the
error mcssagc identifying thc error XX. die on mater of the
error is iden(i]icx] as NF2 by thc Custom hnidcr, and the
fonvxmding entity is identified as the SCV by the C'ustonl
header iiased on the custom 3GVV-)bi-I irnir header, the Nil
senice consumer, NI'I, receives information identifyiag
that the error occurred at NF2. As before. NFI can select a
difi'erent NF service pmducer in the retransmitted service
rixpicst or subscqunlt service rcqucst.

[0108] In another example scenario, a first NF. NFI,
transmits a service request to a second NF. NF2. tiuougt an
intcrmediatc entity, SCP, mid ml crmr XX occurs at the SCP.
Thc SCP retunn thc error to thc NF service consumer. NF].
[0]09] In an example embodiment, the SC'P adds
"Server=SC:P" identifying that the SC:P is the originator of
the error. Thc NF scrwce consumer, NF], receives '*Error
XX/Scn cl —SCP" in the error message ldentll'yulg the error
XX and the originator of the error is identified as S('V by the
)erver header. Based on the Server header, the NI'ervice
consumer receives infomlation identifying that the error
occurred at the SCP. Therefore. the NF service consmner,
NFI. can select the same target NF2 via a difi'erent SCP in
thc retransmit(cd scrvlcc rcqucst or subscqunu service
Icqucsu

[0110] In another embodiment using a Custom header. the
SCP adds '*3GPP-Sbi-Error=oug=scp, fqdn=SCP FQDN"
identifyulg thc ouginator of the error as the SCP. The NF
service consumer, Niii, receives "lirror XX/3(]VV-Sbi-
I:rror orig scp; fqdn 8('V/iQi)N'* in the error message
identifying the error XX and the originator of the error is
identified as SCP by the Custom header. Based on the
custom 3C]PP-Sbi-Error header, the NF service consmner,
NFI, recco as information idenufyul that the error occurred
thc SCP. Tlmrefore, thc NF service consumer, NF]. can
select the same target NI'2 via a ditferent SCV in a retrans-
nlitted sen ice request or subsequent service request.

[0111] In another example scenario, a first Nl( NI'I,
transmits a service request to a second Nl '. N]i2, thniugh two
intermediate entities, SCPI and SC:P2, and an error XX
occurs at SCP2. SCP2 returns the error to the NF].

[0112] In one embodiment, SCP2 adds "Server=SCP2**
identifyulg thc ouginator of thc error as SCP2 and then thc
SCP] adds '"via=SCP]" ldnltll'yulg that SCP] ls forwarding
the error mcssagc. Thc NF service consumer, NF]. receives
*'lirmr XXiServer 8('V2/)ia )('V]'* in the ermr message
identifying the error XX. the originator of the error is
identified as SCP2 by the Server header, and the forwarding
entity is identified as SCPI by the ) ia header. Based on the
Scrvcr header and )"ta hcadcr, the NF scrvlcc consumer,
NFI, recco as information idenufym that the error occurred
at SCP2. Thcrcforc, thc NF service consimler. NF]. can
select the same target Nli2 via the same S('V] and a ditferent
S( V2 for a retransmitted service request In some embodi-

ments. based on the operator policy. SCPI determines a
diifcrnlt path [e.g., uuhzulg a ddlbrent SCP2).
[0113] In another embodiment using a Custom header,
SCP2 adds '*3GPP-Sbi-Error=orig=scp, I'qdn=SCP2 FQDN"
idcntifyulg thc on inator of the error as SCP2 mid then thc
SCP], optionally, adds "3C]PP-Sbl-Erromorig=scp,
fqdn SCV2]iQ])N" identifyin that the )('Vl is fiirwarding,
the ermr inessage. The Nli service consumer, NI']. receives
"Error XX/3GPV-Sbi-Errormorig=scp: fqdn=SCP2/FQDN'*
in the error message identifying the error XX. the originator
of thc error is ulcnulin! as SCP2 by the Custom header, and
the forwardulg cnuty is idcntilied as thc SCP by the Custom
hciuler Based on thc nistom 3C]PP-Sbi-Error hcadcr, thc NF
service consumer, Nlil. receives mfilrnlation identifying
that the ermr occurred at SCV2 I'herefilre. the Ni'ervice
consumer, NFI. can select the same target NF2 via the same
SCP] and a different SCP2 in a retransmisslon request. In
some embodiments. based on the operator policy, SCPI
dctcrnuncs a dlffi:rent path (e.g., utilixing a diifi:rent SCP2].
[0114] In another example scenario, a first NF. NFI,
transmits a sais ice rixpicst to a second NF, NF2, through an
iutcnncdiatc entity, SCP]. and an error XX occurs at SCP].
SCPI then rcihrects NFI to another SCP, namely, SCP2.
[0]15] In an example cmbodunent, SCP], optionally, adds
"Scrvci —SCP]" ulenufying thc ouginator ol'hc error as
S('Pl and then the 8('Vl adds Vroblenll)etails including,
"S('V Rill)IRI!("I'ION" and a new attribute indicating the
"S('V liQ])N" identifying that the SCVI is redirecting the
conununication to SCP2. The NF service consumer. NFI,
receives "Error 307/308/Server=SCPI/ProblemDetails *

that includes '*SCP REDIRECTION" and thc uew auubuie
indicating thc "SCP FQDN" in the error message wluch
serves to identify the ermr XX Additionally, the originator
of the error is identified as SCV] by the optional Server
header, and the redirection to S('V2 identified by the Pmb-
lemDetails. Based on the identified emir code. Server
header. and ProblemDetails, the NF service consumer. NFI,
rccclvcs ulforluiitloll lilt:ntlivhlg that lhi: clTor occillTixl dt
SCP] aud SCP] rcqucsts a redirixuou to SCP2.
[0]16] In another example enlbodiment using a Custom
hciuler. SCPI adds '*3GPP-Sbi-Error —orig=svp1** and
'*Location hcadcr=SCP2" identifying tlm originator of the
error as SCP] and the S('V2 as the redirection location The
Nli service consumer. Nl'I, receives "Iirror XX/3(IVP-Sbi-
8(.'V-I error SCV1,il,ocation header 8('V2" in the error mes-
sage identifying the error XX. the originator of the error is
identified as SCPI by the Custom header. and the redirection
nltity is iden]died us SCP2 by thc Custom header. Based on
thc Custom header, thc NF servwe consumer, NF], receives
infornlation identifying that the ermr occurred at )('P] and
8('Pl requests a redirection to S('V2

[0117] In another cxmnplc sccnauo, a lira] NF, NF],
transmits a service request to a second Nl', NI'2. through an
intermediate entity, S('Vl, and NI'2 then redimcts to another
NF, NF3.
[0118[ In an exanlple embodiment, Nli2 adds *'I.ocation
header Nli)" and includes "Nli Rlil)IRII('1'ION" in the
emir message along with a new attribute indicating the
"NF FQDN'* that identifies NF3 to winch NF2 is redirectin
the service rixpicst. Tile NF scrvicc consumer, NF], rccelvcs
'*Error 307/308iLocauon hcadcr=NF3" ul thc error message
ideutlfyulg thc redirccuon. Based on the Location header,
the Nil service consumer, Nlil, receives information iden-
tifyiag that Nli2 requests a redirection to Nli3
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[0119] In another example embodiment using a Custom
header. NF2 adds **3GPP-Sbi-Error=ong=NF2lype" and
'*Location header —NF3" identifying thc onguiator as NF2
and the NIS3 as the redirection location S( Pl hirther adds
mfia S('Pl" when transmitting the service response to

NISI .

The NF service consumer. NFI, receives "Error 307/308/
Location header=NF3/kia=SCPI'* in the error message
identifying the redirection. Based on the Location header,
the NF service consumer, NFI. receives information via
SCPI ulcntifying that NF2 rcqucsls a redirection lo NF3.

[0120] In another exmnplc sccirano. a umcoul occurs al
the Nit client. Nit I, because no response is received from the
requested S('P during a predefined and tracked amount of
tinie from the initiation of the service request made by Nlt
client. Based on predefined operator policy. the NF client
defines key performance indicators (KPIS). such as, response
ume bcforc timeout. Thc NF client is configured to lien
dcmtdc lo select a dilli:rent SCP and lo resubmit the service
request if the timeout interval threshold is reached In some
embodiments. the NI'lient defines a plurality of KPI
thresholds. such as. predefined timeout intervals, window(sb
minimum number of call attempts. blocked network loca-
tions, allowed network locations. or the like, or any com-
bmdlion diercof. For cxtunple, if other service requests arc
succcssliil and thc KPI is lugh. Ihe NF client may bc
confi ured to determine that the issue is likely with the Nli
server and v ill define a ditferent Nlt server tiir the service
request. Additinnally. the Nit client may be configured to
determine that if suddenly many service requesrs timeout,
such as niore than a predefined number of service requests,
and lhc KPI degradation tlucshold is mcL lhe issue is likely
at the SCP and may identify a dill'Lrenl SCP for the service
requests.

[0121] As descnbed above. the rcli:renccd liow charts of
niethods that can be carried out by an apparatus according to
related computer pmgram pniducts comprising computer
program code. It will be understood that each block of the
fiowcharts„and combinations of blocks in the fiowcharts,
can bc unplemcutcd by venous metms, such as lrirdwarc,
Iinnware, processor, circuitry, tmd/or other devices assom-
dlcd willi t:xccUlioti ol sofiwalc'. Iiichuhiig Otic oi IIiorc
cotnputer prograili mstntctioils I or exattiple, one or nlore of
the pmcedures described above can be einbodied by coni-
puter pro~am instnictions. In this regard, the computer
prograni instructions which embody the procedures
descnbcd above can be stored by a memory device. C.g.,
204. of an apparatus, c.g., 200, cmployuig tm embodunent of
thc prcscnt invcnuou and cxecutcd by processor. C.g., 202,
of the appamtus As will be appreciated, any such computer
pmgmm in stnictions can be loaded onto a computer nr other
programmable apparatus (e.g.. hardware] to produce a
machine, such that the resulting computer or other program-
Iiidblc dppBI'tilUs itiiphciiictim 11IL'. fUiicliotis spccifiLd iii tlic
fiowchdrl blocks. Thcsc computer program instnictiotw can
also bc stored iu a computer-readable memory that can direct
a coniputer or other programmable apparatus to hmctinn in
a particular manner, such that the instmctions stored in the
computer-readable memory produce an article of manufac-
ture, the execution of which implements the function speci-
liexi in the fiowchart blocks. The computer pro ram instruc-
tions cmi also bc loaded onto d computer Or other
progrdnunablc apparatus to cause a series oi'opcrauons to be
perfortned on tile colnputer or other programmable appara-
tus to pmduce a coiliputer-impleniented process such that

the instructions which execute on the computer or other
prograiililidblc dppdratUS pi0vidt: opcrtitioiis Iol iiiiphciiictil-
iug thc functions spccifttxl in tlm fiowchart blocks.
[01Z2] Acomputerprogramproduct is therefore defined in
those instances in wluch the computer progmm instructions,
such as computer-readable program code portions. are
stored by al least one non-transitory computer-readable
stoI'iigc Iiicdiittli willi llic coiiipUtcr progI'IIIII iiislrilclioiis,
such as the computer-readable prngram code portions, being
cmifigured, upon execution. to perform the hinctions
described above. In other enibodiments. the computer pro-
gmm instructions. such as the computer-readable program
code portions. need not be stored or otherwise embodied by
a uon-transitory computer-readable storage medium, but
can, instead. be cmbodicd by a transitory medium with thc
computer pmgmm instnictions, such as the computer-read-
able program code portions. still being conhgured, upon
execution. to perform the functions described above.
[0123] Accordingly, blocks of the liow charts support com-
buiations of means for performing the speciiicd I'unclions
and combinations of operations tiir performing the specified
functions tbr perfitrminu the specified functions It will also
be iutderstood that one or more blocks of the fiowcharts, and
combinations of blocks in the fiowcharts, can be imple-
mented by special purpose hardware-based computer sys-
tems wlucit perfomi the spcciiiixi I'unctions, or combinations
Of spccidl pUrposc lidrdv;drc Bird cotiipiilcr iiistttictioiis.
[01Z4] In some embodiments. certain ones of the opera-
tions aboie can be modified or further amplified Further-
more, in some embodiments. additional optional operations
can bc uicluded. Modilicalions, addtuons, subtractions,
iuversions, corrclulions. proportional relationships. dtspro-
portimtal relationships. attenuation and/or amplifications to
the operations above can be performed in any order and in
any combination.
[0125] Many modiiicdlions and other embodiments of lhe
iiiveiiliotis scl fort!1 lict ciii w ill corrie lo mitid 10 Otic skillLx!
in the art to svhich these inventions pertain havmg the benefit
of the teachings presented in the foregoing descriptions and
the associated drawings. Therefiire„ it is to be understood
that the imentions are not to be limited to the specific
mubodunents disclosed and tluil modilicaltons and other
mubodunents arc uilended lo be uicludcd w itlun thc scope of
thc appmidcd claims. Moreover, although lhc Ihrcgouig
descriptions and the associated drawings describe example
embndiments in the context of certain example combina-
tions of elements and/or functions. it should be appreciated
that difi'erent combinations of elements nnd/or functions can
bc provulmi by allernaui c mubodimcnts without dcparluig
from lhc scope of the appended claims. In this regard. Ior
example, dtfihrent combumtions of clmncnts and or func-
tions than those explicitly described above are also contem-
plated as can be set forth in some nf the appended claims
Although specihc temis are employed herein. they are used
in a generic and descriptive sense only nnd not for purposes
of limitation.

Wc claim.
I A method comprisin:
cdUsitig II scivicc Iixpicsl foi d iiclwork liliiclioii sclvcl 10

be transmitted via at least oile of a service conlnmni-
cation proxy (8('P) and a security edge protection
proxy:

receiving a seitice response comprising at least an emir
message:
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detemlinin from the service response. Bn originator of
Ihe error message, wherein thc originator of lhc error
message is al least oue of thc network function scrvcr,
the sert ice conimunication proxy (SCV) and the secu-
rity edge protection proxy (SEVV); and

dilferenlly rcspouduig to the error message depending
upon the originator of the error message.

2 I'he method according to claiin I, v herein, in an
instance in ivhich the originator of the ermr message is the
service conuuunication proxy (SCP) or the security edge
protection proxy (SEPP), responding difl'erently comprises
cmising Ihc scrvicc rixNcst lo bc lransmiucd lo Ihc network
IUncnoii scrvcr vlB a diffblciil sci vlcc coillnlUilicalioil proxy
(S( V) or a diffbrent security edge protection proxy (SI IVV).

3 The method accordmg to claim I, wherein, in an
instance in ivhich the originator of the emir messaae is the
network function server, responding differently comprises
causing the service request to be transmitted to a difi'erent
network function server using the same or a different service
conuuunicaliou proxy (SCP) and the same or a diff'crmil
sccuuly edge protection proxy (SEPP).

4. The method accorihng to claun 1, whcrem Ihc service
response comprises a header that includes an indication as to
the originator of the error nlessage or a header that includes
an indication that the service response has been rehsyed by
a service communication proxy (SCP) or a security edge
protection proxy (SEPP).

5. Thc nu:thod accorduig to clmm 4, whcrem lhe service
response comprises an HTTP Scrvcr header that includes a

type or an identity of the originator of the error message. or
an I I'I I'V Via header that includes a type or an identity of the
semice communication proxy (S(:V) or the security edge
protection proxy (SEPP) relaying the service response.

6. The method accordin to claim 5. wherein detenuining
froiil tlic scrvlcc rcspoilsc lllc origiildloi Lif tlic ITIUI ilicssiigc
comprises determining, ui an insuuicc ui which lhc srta
header indicates that thc service conunumcauon proxy
(S('P) or the secunty edge protection proxy (SI IVV) relayed
the error message or in an instance in which the H13 V

Server header identifies the type or the identity of the
network function server as the originator of the error mes-
sage, Ihdl the originator of Ihe error message is nol the
scrvicc conunuiucatiou proxy (SCP) or die security edge
protection proxy (SEPP) that provided die service.

7 'I'he nlethod according to claim 5, wherein the identity
of the originator of the emir message coinprises a fully
qualified domam name (IIQDN) or an network function
instance identifier.

g. The method according to claim 5, wherein the identity
of the service communication proxy (SCP) or the security
mlgc protection proxy (SEPP) rclayuig thc servwc response
is a fully qualiliixl domain name (FQDN), an network
function instance identifier or a nenvork entity identifier

9 An apparatus comprising at least one processer: and at
least one meinory includnlg coniputer program code, the at
least one memory and the computer progmm code conlig-
ured to, with the at least one processor. cause the apparatus
at least lo perfoun:

cause d service rcqucst for a network lunrlion server lo be
lrdilSIIiiucil Lid Bl li Bsl OIIL'. Ol a SCIVICC CoillinililiCBIIOII

pmxy (S('V) and a security edge protection proxy,
receive a service response comprising at least an error

illeasagen

detemiine from the service response, an originator of the
CITOT IIILSSagC. V;herCIII IIIC Oiigiilaloi Of lhL'. CITOI

message is al least onc of Ihc network fimction scrvcr,
the service communication proxy (S('V) and the secu-
rity edge pmtection proxy (SI I VV): and

ddferently respond to the error messa e depending upon
tllc origiildloi of llic criiir iiu:sstigc.

Hl Tlie apparatus according, to claini 9, wherein the at
least one memory and the computer pro ram code are
further configured to, with the at least one processor, cause
the apparatus to perl'orm:

cause, in an instance in which the originator of the error
message is the service comnlunication proxy (S(IV) or
the security edge protection proxy (SEPP), the service
request to be transmitted to the network function server
vm a diffhrcnl scrvwe communicduon proxy (SCP) or
a diffhrent security ixlgc protection proxy (SEPP).

ll. 'I'he appanstus according to claim 9. wherein the at
least one memory and the computer pro ram code are
further configured to, with the at least one processor, cause
the apparatus to perl'orm:

cause, in an instance in which the originator of the error
message is the network function server, the service
request to be transmitted to a difi'erent network function
server using the sante or a different service communi-
cation proxy (SCP) dnd lhe same or a ddlbrent sccuuly
cdgc protection proxy (SEPP).

12 'I'he apparatus according to claim 9, wherein the
service response comprises a header that includes an indi-
cation as to the ori inator of the error message or a header
thai includes an inihcalion lliai the service rcsponsc lias hemi
relayed by a scrsice conunumcation proxy (SCP) or d

security edge protection pmxy (Sl:VV)
13. The apparatus according to claim 12, wherein the

service response comprises an HTTP Server header that
includes a type or an idmiliiy of the ouginator of thc error
message, or an HTTP tgia header tlrdt includes a type or an
identity of the service comnlunication proxy (S(:V) or the
security edge protection proxy (SEVV) relaying the service
response

14. The apparatus accorduig to clmm 13, wlmreui thc al
lcdsl otic illciilorv diid llic conipUlcr progidill code Bic
cmifigured to. v,ith the at least one pmcessor, cause the
apparatus to determine front the service response the origi-
nator of the error mess T e by deternlming, iil an instance in
which the Via header indicates that the service conununi-
catlon proxy (SCP) or the security edge protection proxy
(SEPP) relayed Ihc error message or ui au imtaucc ui wluch
thc HTTP Server hcadcr idcnlilics the type or the identity of
the network function server as the originator of the error
message, that the originator of the error message is not the
service cominunication proxy (S('V) or the security edge
protection proxy (SEPP) that provided the service

15. Thc apparatus according to claim 13. wherein thc
identity of the originator of the error message comprises a
fully qualified domain nanle (IIQDN) or an network function
instance identiher.

16. Thc apparatus accorduig to claun 11. wherein thc
idcnlily of thc service comnnuucalion proxy (SCP) or Ihc
security edge protection proxy (SI I VV) relaying the service
response is a fully qualify domain name (IIQDN). a nenvork
function instance identilier or a netv, ork entity identifier.

17. A computer progranl product comprising a non-
transitory computer readable storage medium having pni-
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ram code portions stored thereon. the program code por-
tions configurcil, ilpon cxcciltion. 10 pcrlorni.

cause a service request for a network function server to be
transmitted via at least one of a service conununication
proxy (SCP) and a security edge protection proxy,

rcccivc B scrvu:c I'Lsponsc conlpnshlg Bt huist iui error
niessage:

ilctcnuhu: froni thc scrvu:c rcspiuisc, Bn orlgulBtoi Of thc
error mcssagc. wherein Ihe origuiator Of Ihc error
message is at least one of the network function server,
the service conimunication proxy (SCP) and the secu-
rity edge protection proxy (SEPP): and

ditferently respond to the error message depending upon
the ouginator of the ermr message.

N. 1 he computer program product according, to claim 17,
wherein, in an instance in which the originator of the error
message is the service communication proxy (SCP) or the
security edge protection proxy (SEPP), the pro ram code
portions conhgured to respond differently comprise program
code portions couligurcd to cause Iheservicc request to bc

trmismitted to the netivork function server via a difihrent
scrvicc conuniuucauon proxy (SCP) or a ddli:rent sccunty
edge protection proxy (SEPP).

19. I he computer pro rani product according to claim (7,
wherein, in mi instance in which the onginator of the emir
messa e is the network function server„ the pro@am code
portions configured to respond difi'erently comprise program
code portions configured to cmise the service request to be
transmiucd to a ihllbrcnt network funcuon scrvcr using thc
same or a dill'crcnt service communication proxy (SCP) and
the same or a different security edge protection pmxy
(Sl!PP)

20. The computer pro ram product according to claim 17,
v herein the service response comprises a header that
includes an indication as to the onginator of the error
message Or a header that uicludcs an indication that Ihc
scrvicc rcsponsc has been relayed by a service communica-
tion pmxy (S(.'P) or a security edge protection pmxy
(SEPP)

v t t t
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