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(5 I) ABSTRACT
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Systems and methods for multi-step vehicle entry authori-
zatton uttliztng btomctric data are dtsclostxl. A proximity,'ontact

sensor attached to a vehicle receives a device 1D

from a wcarablc de(sec ol' user. A btomctnc semor
receives bi«metric data of the user A control module
acccsses a user database stonng author)red user informal)on
and dc(ermines w bc(her ihc user ts author)red for thc vehtcle
based on the device 0), the biometnc data, and the user
database. 1 he contml module unlocks the vehicle in
response to a determination that the user ts mtthorired for the
vehicle.
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YIULTI-STEP VEHICLE ENTRY
AUTHORIZATION

US 10,053,056 B1

2
DRAWINGS

liil il .I )

11&c present disclosure relates to systems imd methods for
& chicle entry authonzatiou and, more particularly, Io sys-
tenis and methods for multi-step vehicle entry authorization
that utilize biometric data

BACKGROUND

'lliis section provides backgmund inforination related to
the present disclosure. which is not necessarily prior art.

Key fobs are generally used to remotely unlock a vehicle.
For example, a user in the vicmity of a vehicle can activate
a bunon on thc kcy I'ob to unlock Ihe vcluclc. Key fobs,
howe& cr, can bc cumbersome for users to carry. In addition,
a lost or stolen key fob can create an unsafe ~ituation as an
unauthorized stranger can potentially gain access to a lo
vehicle.

Sl/MMARY

1'his section provides a general summary of the disclo-
sure, and is not a comprehensive disclosure of its full scope
or all of its features.

11&c present Icacluugs include sysIcms and methods for
multi-snp &chicle enuy mithorizaiion uiilizing biomctric
data In one or niore iinpleiiientatioiis, the system includes a 10

pmximityicontact sensor attached to a vehicle that receives
a device ll) front a wearable device of a user, a bionietric
sensor that receives biometric data of the user, and a control
module. The control module accesses a user database storing
authorizcd user information and dc&em&inca v;bc&her Ihe user &s

is authorized for thc vclucle based on the dcvwe ID, the
biomctnc data, and the user database. Thc control module
liiliocks Ilia vcliiclc in rcspoilsc to;1 dctcl'nuiiatioll Iliat tlic
user is authorized for the vehicle.

In other features. a method is provided and includes so
receiving, ivith a proximity/contact sensor attached to a
&chicle, a device ID from a wearable device of a user. Thc
method also includes receiving, with a biometnc sensor,
biometnc data of thc user Tlm method also uicludcs access-
ing, ivith a control module. a user database storing autlx&-

rized user infi&rniation The method also includes determin-
in, with the contml module. whether the user is authorized
for the vehicle based on the device ID, the biometric data,
and thc user database Thc method also includes unlocking,
with thc control module, tlm vehicle ui response 10 a o

detcrmuiation that thc user is authonzed for Ihc vclnclc
In one or niore iniplenientations. the system includes a

pmximity/contact sensor attached to a vehicle that receives
a device ID from a computing device of a user. the com-
puting device being one of a smartphone and embedded in»
the user. A biometnc sensor that rcceivcs biomctric data of
the user. A control module that acccsses a user database
stonng Buthonzcd user uilbnuation and detcrmuies whether
the user is authorized fi&r the vehicle based on the device ID,
the biometric cksta, and the user database. 1'he contml io
module unlocks the vehicle m response to a determination
that the user is authorized for the vehicle.

Further areas ol'pplicability will becumc apparent from
thc ilcscrlptloll pi'ovldcd 1&clciil. 111c dcscrlptlolt Biid spccilic
cxililiplcs 111 lllB SU11111&Brv Brc iiitcildixl foi pUrposcs of ss
illustration only and are not intended to limit the scope of the
present disclosure

Thc drawings dcscnbcd herein arc for illustrative pur-
poses otlly of sclcct cillbodiilleilm iiiid iiot till possible
iniplementations. and are not intended to liniit the scope of
the present disclosure

FICi I iilustrates a subject vehicle with a nndti-step
vehicle entry authorization system according to the present
tcacliiilgs.

FICi 2 illustrates a wcarablc dcvicc for usc with a
multi-step vchiclc entry authonzatiou system iwcorduig 10

the present teachings
lil(i 3 illustrates another wearable device for use with a

multi-step vehicle entry mithonzation system according to
the present teachings.

FICi. 4 is a partial view of the subject vehicle with the
mu111-step vducle curry authorization system shown in FIG.
I and a user with a wearable dci ice according to thc present
teachings.

lil(i S is a partial view of the subject vehicle with the
multi-step vehicie entry authorization system shov n in FICi.
I and a user ivith a wearable device according to the present
tcacliiilgs.

FICi 6 illustrates a liow diagram for a method of multi-
stcp vclucle milry autlx&rizalion according to thc prcscn1
teachings

lil(i 7 illustn&tes a fiow diagram for another method of
multi-step velucle entry autlu&rization according to the pres-
citt tc'Iclttti'.

FICi. 8 illustrates a flow diagram for a method ofupdatin
data lor B 111Ulti-step vclliclc ciltiy BUII&orizatlolt svstciil
according to thc prcscnt Icaclnngs.

Corresponding reference numerals indicate correspond-
ing parts thmughout the seveml views of the drawings

DETAILED DESCRIPTION

I ixample embodiments will m&w be described niore fully
with reference to the accompanying dn&wings

To address the above issues with traditional I ey fobs, the
present teachings include systems and methods for nndti-
stcp vcluclc entry authorization that utilize a wcarablc
device worn by a user Bnd biomctnc data ol'hc user. As
dcscribcd ui fiirthcr dc&ail below, thc vchiclc uicludcs a
pmxiniity/contact sensor that listens for a signal froin a
v earable device in the vicinity of the vehicle. If a device
identification HD) of the weamble device is authorized, the
vehicle prompts the user to input biometric data via a
biomctnc sensor, such as a lingcrpwnt panel, a microphone
fbr voice input. Bnd/or a camera for ins recognition. Il Ihc
biomctnc data inpuncd by the user matches with biometnc
data stored by the vehicle and associated with the received
device ID, then the vehicle unlocks the doors of the vehicle
If the inputted biometric data does not match. the vehicle can
alert a vehicle aihninistrator, such as an 0&incr of the vehicle
or a business assomatixl with Ihc veluclc. Ii thc vcluclc
rcccivcs a device ID tliat it docs not rccogiuze and thc user
tries 10 Bctivatc B dooi ol Illc vclliclc, 11&c vclllclc cail cllcck
v ith a remote server to determine whether a new authorized
user has been added for the vehicle. When a new authorized
user has been added. the velficle can retrieve the associated
stored biometric data for the new authorized user. prompt the
user to input biometnc data via the biomctnc sensor, com-
pare Ihc stored biomctnc data with inputted biomctric dale
frolli tile User. Bild Uillock Illc doors ol'hc vclilckc U licit lllc
inputted bioinetric data matches the stored biometric data
As discussed in further detail below. the biometric sensor
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can bc loca(cd on thc vclu cia or, altenianvcly. cml be located
on the wearable device itself

With reference to lif(i I, a subject vehicle 10 with a
multi-step vehicle eiltry authorization is illustrated.
Although the sublect vehicle 10 is illustrated os on automo-
bile in FICi. 1. the present teachiilgs apply to any other
suitable vehicle, such as a sport utili(y vcluclc (SIIV), a mass
transit vehicle (such as a bus), or a mihlary vclnclc. Bs

examples.
1he subject vehicle I U includes a biometric sensor 20 that la

receives biometric data iilputted by a user ot Ihe subject
vehicle 10. For example, the biometric sensor 20 can include
a fingerprint panel that receives a tingerprint of a user.
Altcmdlively, the biomctnc sensor 20 oim include a mmro-
plxnlc lhdl Iccclvcs voice hlpU( flola lhc iiscl. Al(CIUBllvcl)', I

the bionletric sensor 2U can include an image sensor or
centers that receives image data of an iris of the user Wlule
the biometric sensor 20 is shown in I'lli. I as being located
on a door panel of the subject vehicle 10, the biometric
sensor 20 can be located at any applicable or convenient lo
locilno(1 on lhc sUbiccl vchlclc 10 lo allow ilscr Bcccss lo lhc
biomclnc sensor 20. For example, thc blomctnc sensor 20
illustrated in lii(i. I includes a fingerprint panel to receive a
fingerprint of a user and is located on the door of the vehicle
to align with a hand of the user. as shown. for exanlple. in
Fl(iS. 4 and 5. Alternatively. if the biometric sensor 20
includes. for example, a microphone for voice input or on
image sensor or cmncra Ihr ins uuage inpuo the blomclric
smlsor 20 can be located higher on lhe vclnrlc to align morc
closely with a head of the user. l(i

'lhe biometric sensor 20 can include a backlight. such as
a I.ight limittmg Diode (I.IID) light, to prompt a user to
input biometric data to the biometric sensor 20. Alterna-
tively, the biometric sensor 20 can be conf ured with a
light-up Ihunc. ulcludulg an LED light;md a light pipe Is
surroundulg thc blomctnc sensor. Addi(tonally or altcnxi-
ni cly. the subject vchiclc 10 can include a speaker 22. such
as ml external speaker nlounted on the subject vehicle 10, to
issue midio voice coillnlands prompting the user to input
biometric data to the biometric sensor 20, as discussed in do

further detail below If o speaker 22 is used. the speaker 22
can be loca(cd al any convcnicnt location on lhc vehmlc lo
provide audio voice conunands lo lhe user ol lhc subject
1 chicle 10.

'lhe subject vehicle 10 can include a proximity,'contact
sensor 24 1he proximity/cicntact sensor 24. for example,
may listen for a v ireless st@tat that is broadcast from a
wearable device 50. 51 (shown in Fl(.iS. 2 to 5). The
proximity/contact sensor 24 and thc wearable device 50, 51,
Ior cxdnlplc, cdn colnnllnucB(c Usnlg a wllclcss colnnliuu-
cduon protocol suitable for conumuucauon over short dis-
tances. such as, for exanlple, l3I UE fOOI'IIOO, I3luetooth
I ow iinergy (also referred to as l3I.UI I'I'0011 I SMAICI IO),

a Near Field Conumuucation protocol, or any other suitable
ivireless conmnuucation protocol. As discussed in further ls
dc(mt below, thc proxnnily/contact sensor 24 can listen for

signal from thc wearable device 50, 51 and can receive a
dcvicc ID of thc wearable device 50, 51.

'lhe subject vehicle 10 also includes a control module 26
in communication with the biometric sensor 2(3 and the io
proximity/contact sensor 24. The control module 26. for
example. receives biometric data from the biometric sensor
20 and the dcvicc ID of a weomble device 50 from the
proximity/contact sensor 24. Thc submcl vehicle 10 also
includes a door lock system 28 that locks and unlocks doors ss
of the subject vehicle 10 As discussed in further detail
below. the control module 26 receives biometric data front

thc biomclric sensor 20 mid tlm device ID of a wcarablc
device 50 fmm the proximity'contact sensor 24. and contmls
the door lock system 28 to lock and unlock the doors of the
subject vehicle 10, in accordance with the systems and
methods of the present disclosure

The subject velucle 10 also includes a user database 32
thai stores user intbnnauon. such as dale associated with
authorized users of thc sub)cct 1 chicle 10. Thc user database
32 is accessible to mid in conlmunication with the contml
nxldule 26 lior example. the user database 32 can device
IDs ofwearable devices 50 associated ivith authorized users
For further example, the user database 32 can store biomet-
ric data. such as fingerprint data, voice recognition data,
and/or lns ricogmuon ddld. for Ihc authonzcd users of thc
subject vclucle 10. In tins way. as discussed in further dciall
below, for each authorized user. the user database 32 can
store a device Il ) of a wearable device 5U associated with the
particular authorized user along with the biometric data
associated with the particular outlmrized user. In this way. as
discussed in filrther detail below„once the proximity/contact
smlsor 24 rccelvcs a dci ice ID from a wearable dcvlcc 50,
the control module 26 can access lhe user database 32 and
retrieve the applicable biometric (hots for the authonzed user
associated ivith the received device ID from the wearable
device 50. As discussed in hirther detail below, the cootml
module 26 can then receive biometric data inputted from a
user via the biometric sensor 20 and determine whether the
inputted blomclnc data matches the retncved btomclric data
from llm user database 32. When (here Is a match, thc contml
module 26 can determine that the user is authorized and can
control the door tock systenl 28 to unlock the doors of the
subject vehicle 10

The subject vehicle 10 also includes a conununication
module 30 that facilitates conuuunication beuveen the sub-
ject veiuclc 10 and, Ibr cxtunple, a distnbulcd communica-
tion network 40, such as a local area network (LAN). a
wlrclcss local arcs network (WLAN), and/or a wale arcs
network (WAN) such as the internet I'or example, the
cmnnlunication nlodule 30 can communicate using Wil'i
conununication. cellular nenvork data communication, such
as Long-Term Evolution (LTE). 4Ci LTE, 4Ci, 3Ci, or EDCiE
conunuiucation networks. and/or via any other suitable and
available w irclcss conununicalion technology. Thc contml
module 26 can utilize thc commulucatlon module to com-
municate, through the distributed comnlunication nenvork
4U, with a validation data server 42. Iior example, the contml
module 26 can receive updated user data from the validation
data sets er 42 and can update the user database 32 accord-
ingly Further. as discussed in detail below, a user cml usc d

computing dcvlcc 44 lo conununicatc over lhe dts(nbu(oxt
conumuucotion nelv:ork 40 with the vahdation dani server
42 and input and/or update user data, including a device ID
of a wearable device 50 anrkor associated biometric data of
an authorized user of the subject vehicle 10. The inputted
and/or updated user data can then be communicated to the
subject velucle 10 dnd used by thc control module 26 to
update the user database 32.

With rcfi:rance lo FIG. 2, a wearable dcvicc 50 for usc
v ith a multi-step vehicle entry authorization system accord-
ing to the present teachinos is shown I'or exanlple. as shown
in FICi. 2. the wearable device 50 is conti ured as a bracelet
to be worn around a wrist of a user. Bs shoo n in FICiS. 4 and
5. Altcmativcly. thc w curable device 50 could bc contiguroxt
to be lvom al olher locauons on thc user. For example, lhe
wcarablc dcvicc 50 could be configured as a nccklacc worn
around a user's neck, an anllband worn amund a user's arm,
an anklet v;orn around a user's ankle, a belt worn anluod a
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user's w mat, a hat worn on a user's head, a chest bimd worn
around a user's chest, or as another suitable wearable device
w om by thc user. Additionally or altemauvcly, thc wearable
device 50 can be integrated into an article nf clothing worn
by the user. Alternatively, instead of Ihe wearable device 50,
a computing device may be imphanted within a body of the
user. In such case„ the implanted computiiig device may
include the described functionality of the wearable device 50
and used with the multi-step vehicle entry autlmrization

I it
system according Io thc present tcaclnngs. A)terna(ively,
instead of the wearable device. a portable computing device,
such as a sma«phone, assocmted with thc user may be usixh
ln such case. the portable computing device, such as the
amer(phone, may include Ihc descnbed funcuoixil«y of the
wearable device 50 or wearable device 5).

As shown in FIC). 2, the ~earable device 50 includes a
control module 52, a memory 54, and a communication
module 56 The memory 54 stores. for example. the device
ID of the wcarablc device 50. Thc control module 52 is in ul
coninuuiication with the memory 54 and the conuminication
module 56. Spcciiically, thc control module 52 cmi access
the device ID stored in the memory 54 and can cnntrol the
comnnmication niodule 56 to bmadcast a v ireleus signal
that can be received by the pniximity/contact sensor 24 of'hesubject vehicle 10. For example. the conuminication
module 56 of the wearable device 50 can broadcast a
discovery signal that is reccivcd by Ihc proxmuty/contact
smisor 24 of thc sub)cct vcluclc 10. I)pon hcaun /rcmciving
the discovery signal, the proximity/contact sensor 24 can io
send a request to the comniunication module 56 ofv earable
device 50 for the device ID of the wearable device Alter-
natively, the cotmnunication module 56 of the wearable
device can periodically brnadcast the device ID of the
wearable dcvicc 50 at all tunes thc wearable device is tumed ii
on. As noted above, conunuiucauon module 56 of the
wearable dcvicc 50 can conunuiucatc usuig. Ior example. a
wireless communication pmtocol suitable for comnnuuca-
tion mer short distances, such as, for example. BI,(J-
ETOOTHuc, Bluetooth Low Energy (also referred to as so
BLIJETOOTH SlVLISRTBO), a Near Field C'onuminication
protocol. or any other suitable wireless communication
protocol.

With refbrcncc to FIG. 3, an alternate embodunmit uiclud-
ing a wearable device 51 for use with a imilti-step vehicle
entry authorization system according to the present teach-
in s is shown. The weamnble device 51 shown in FIC). 3 is
identical to the w eamble device 50 shoivn in FIC). 2, except
that thc wearable device 51 includes a biometuc smisor 58.
For cx;miplc, the biomctnc sensor 58 can uicludc a linger- o

pnnt pmiel tluit rcceivcs a iiugerpnnt of a user. A)terna(ively,
the bionietric sensor 58 can include a microphone that
receives vnice input from the user. Alternatively. the bio-
metric sensor 58 can include an inm e sensor or camera that
receives image data of an iris of the user. As discussed in ss
ih:tail bC)irw, ill tilts ClllbodilllCIIL tile w estab)C dcVICC 51 Call
rivetvc biomctnc datn ol'hc user vm thc biometnc sensor 58
Bnd can communicate thc biomctric data of the user to thc
subject vehicle 10 As discussed in further detail below v ith
reference to lil(1 7, the control module 26 of the subject io
vehicle, for example. can then compare the device ID of the
wearable device 51 and the biometric data inputted via the
biomctnc sensor 58 with the device IDs imd biometnc data
stored ui the user database 32 Io detcnmne v,hcther the
device ID mid biometnc data received from the wearable Si
device 51 match a device ID and biometric data of an
mithorized user When there is a match, the cnntrol module

26 can dctcrmine that Ihc user is authonzed aud can contml
the door lock system 28 to unlock the doors of the subject
vehicle IU

As shovni in FK) 4, as the v earable device 50 comes
v ithin a conununication ran e of the proximity/contact
sensor 24, the v,earable device 50 conmutnicates with the
proxunity/contact sensor 24, Bs shown by the double-headed(
arrow. As discussed in liirther detail above and below, Ihe
wearable device 50 sends the device ID of the wearable
device 50 to the proximityicontact sensor 24

As discussed in further detail below, if the device ID of
the wearable device 50 corresponds to an authonzed user of
the sub)ect vehicle 10. the subject vehicle 10 then prompts
thc user Io uiput biomctric data For cxnmplc, thc contml
module 26 can issue voice conunands to the user du ough thc
speaker 22 prompting and instructing the user to mput the
biometnc data Additionally or alternatively, visual indicia
on the biometric sensor 20 can be activated to pnimpt the
user to input biometric data. For example„a back light of the
biometnc sensor 20 or a light pipe surroundin the biometric
scllsor ctlll bc Bc(ivatcil.

As shown ui FIG. 5, Ihc biomctnc sensor 20 can be B

fingerprint pmiel In li)C). 5. the user is inputting biometric
data to the biometric sensor 2U by placing the user's thumb
on the fingerprint panel of the biometric sensor 20 ln this
way, the biometric sensor 20 can read a thumbprint of the
user and comnnuucate biometric data of the user's thumb-
pnnt to Ihc control module 26 to bc compared with stored
biomctnc data for Ihc user associated with the dcvicc ID of
the wearable dei ice When the inputted bionietric data
matches the stored bionietric data, e.g, when the inputted
thumbprint matches the stored thunibprint. the cicntrol mod-
ule 26 of the subject vehicle 10 contmls the door lock system
28 to unlock the doors of the subject vehicle 10.

With rcfurencc (o FIG. 6. a fiow dingram for a method of
multi-step vehicle entry authonzauou is shown. Thc method
or algontlun 600, for cxmnplc, can bc pcrfomicd by Ihe
cmitrol module 26 of the subject vehicle 10 I'he algorithm
600 starts at 602 with the vehicle m a locked state In other
words. at 602 the door lock system 28 of the subject vehicle
10 has locked the doors of the sub)ect vehicle 10. With the
subject veluclc 10 ui the locked state, thc proximity/coniact
sensor 24 hstcns lhr B signal from a wearable dcvicc 50.

At 604, thc conuol module 26 receives a dcvicc ID I'rom
a wearable device 50 through the proximity/contact sensor
24 At 606, the cnntml niodule 26 checks the user database
32 of the subject vehicle 10 to determine whether the
received device ID is associated with an authorized device,
i.c., whcthcr Ihc device ID is stored in thc user database 32
BSSOCIBICd Wltll ilutlloitzcxl IISCr llllorlllatioii. Wllcll 111C

dcvicc ID is authorizixL thc control module 26 procimds Io
608 When the device ll) is mit authorized. the contml
nxidule 26 proceeds to 610.

At 608. the control module 26 activates the biometric
sensor 20 and any associated vehicle indicators. For
cxiunplc, thc control module 26 can turn on Ihc biomctnc
sensor 20 and activate a backlight or lbaming light of thc
biomctnc sensor 20. AI 612, the control module 26 receives
biometnc data of the use fmm the bionietric sensor 20 of the
subject vehicle lior example, as discussed above. the bio-
metric sensor 20 can include a tin erprint paneL in which
case the control module 26 receives fingerprint data of the
user at 612. Altemauvcly. thc biomctnc sensor 20 cmi
include a nucrophonc tha( receives voice input from the user,
ui wluch case (lic colllrol Ilxiduic 26 rcccivcs voice dBIB ol
the user at 612. For example. the voice data may include a
recording nf the user speaking a predetermined word or a
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w ord that the sub(ix I vcluclc 10 Instructs thc user to say via
the speaker 22. Alternatively. the biometric sensor 20 can
include an inlage sensor or cmnenl that receives image data
of ml iris of the user, in which case the control module 26
receives inlage data for an iris of the user.

At 614„ the control module 26 compares the biometric
data rcccived from the user via thc biomcnic sensor 20 with
biomctnc data in the user database 32. For cxmnple, the
control module 26 can retrieve biometric data stored in the
user database 32 as being associated with the previously io

received device Il).
At 614. Ivhen the inputted biometric data matches the

stored biometric data, the control module 26 proceeds to 618
dnd unlocks the subject veluclc 10. For example, (he control
module 26 controls thc door lock sys(em 28 to unlock thc
doors of the subject vehicle. 'I'he algoritlun then ends at 620.

At 614, when the inputted biometric data does not match
the stored biometnc data. the control module 26 pnlceeds to
616 and alerts a velucle administmtor associated with the
subject vehicle 10 that an unauthorized user has auempted to la
cntcr thc vclucle For cxtmiple, thc velucle aihnimstralor can
be an ourn:r ol'hc subicct vchiclc 10 or a dost~cd(cd
employee or owner of a business associated ivith the subject
vehicle. (lie contml module 26. for example. can alert the
vehicle adnlmistrator by sending an email, a text message,
and/or another suitable commlulication message to the
vehicle administrator. After 616. the control module 26 then
loops back to 604 aud waits to rixnvc mlothcr device ID
from a wearable device 50.

Referring back to 606 of I I(i 6. as discussed above, the ic
control module 26 checks the user database 32 of the subject
vehicle 10 to determine whether the received device ID is
associated with an authorized device. i.e., whether the
device ID is stored ln the user database 32 associated with
authorizn! user ul(omiatiou. Wllcn lhc dcvme ID is not ls
autlxirizn!. the control module 26 pmccs:ds to 610.

At 610, (hc control module 26 dctemlines whether the
user tries to open/activate a door of the subject vehicle 10
ager the device Il) of the user's wearable device 50 is
received, such as by pullin or IIIIIng a door handle of the do

subject vehicle 10 or pres sing a door activation button on the
sublcct vcluclc 10 Further, the control module 26 may
dciernnnc win:ther Ihc user Ines Io open/aclivate a door of
the sublixt iehicle 10 wit(un a prix(ctennincd tmlc period,
such as, for exanlple. one minute or two minutes, after d

receiving the device ID At 610, when the user does not try
to open a door of the subject vehicle 10 after the device ID
is received, the contml module 26 loops back to 604 and
w mts for mlothcr device ID to bc rixeivnl Ibom (hc prox-
imity/contact snisor 24. O

Al 610, whni thc user docs try to open a door of the
subject vehicle, for example. within a predetermined time
period after the device ID is received, the control module 26
proceeds to 622. At 622. the control module 26 conununi-
cates with the validation data server 42 through the corn- i.
munication module 30 and distnbutcd conunumcation nct-
w orl 40 to detennuic if additional user data is available for
the subject vchiclc 10 For example, an additional mithonzed
user may have been added for the subject vehicle 10 In such
case, a device ID for a wearable device and biometric data ii!

associated with the additional authorized user may be stored
in the validation data server 42.

At 624, thc control module 26 dc(ernuncs if (herc is
additional user data avmlablc lor thc sublcct vcluclc 10. II
so, the conuol module 26 proceeds to 626 mid downloads ss
additional user data for the authorized user, including bio-
nletric data and a device Il) associated with the authorized

user. Thc control module 26 updates the user database 32 to
include the additional user data. Ager retrieving the addi-
tional user data from ihe validauon data server 42, the
control module pmceeds to 608 and activates the biometric
sensor 20 and associated i chicle uldicators, as ihscussed in
detail above

At 624 when additional user data is not available for the
subject vehicle 10 in the validation data server 42, the
control moduie 26 proceeds to 616 and alerts the vehicle
adnutustra(or Ihat ml unau(hooded user has a(rcmp(ed to
enter the vehicle, as discussed in detail above. The control
module 26 then loops back to 604 und waits to rixnvc
another device ll) from a iveanlble device 50

FICi 7 Illustrates a (low diagram I'or another method of
multi-step vehicle entry authorization accordmg to the pres-
ent teachings. The method or algontlun 700 shown in FICi.
7 is similar to the algorithm 600 shown in III(i. 6, except that
the algoritlun shown in FICi. 7 is for a wearable device 51
that ulcludcs a biomctric sensor 58, as shown in FIG. 3. As
such, when using the algoritlun shown in FICi. 7, it is not
nixcssary for the subject vcluclc 10 to have a biometnc
sensor 20. Rather, biometric data of the user can be received
by the biometric sensor 58 of the wearable device 5( and
cmnnlunicated to the subject vehicle 10 by the control
module 5Z and communication module 56 of the wearable
device 51.

Thc algorithm 700 starts at 702 with thc vehicle In a
locked s(a(c. At 704, thc con(rol module 26 reccivcs a device
Il ) fmm a weanlble device 51 through the proximity/contact
sensor 24 At 706, the control nlodule 26 checks the user
database 3Z of the subject vehicle 10 to deternlme whether
the received device ID is associated v ith an authorized
device. i.e., whether the device ID is stored in the user
database 32 assocmtix( with authonzcd user Inl'ormation.
When thc device ID is authorized, the control module 26
proceeds to 708. When (hc dei icc ID is not authonzcd, the
cmltrol nlodule 26 proceeds to 710

At 7(N, the control module 26 activates an mithorization
application on the wearable device 51. For example, the
authorization application may be executed by the control
module 52 of thc wearable dei ice 51 and may include
acnvating thc biomctnc sensor 58 ou thc w earablc device 51
and rixnving biomctric data from thc user via the biomctnc
sensor 58. Iior example. Ihe control module 52 of the
v earable device 51 can turn on the biometric sensor 58 and
activate a backlight or framin light of the biometric sensor
58. At 712. the control nlodule 26 of the subiect vehicle
reccivcs biometnc data of the usc I'rom thc wearable device
51. For cxamplc, the wenrablc device 51 may conumuucaie
the biomctric data of the user rcceivcd from the biometnc
sensor 58 to the subject vehicle with the control module 52
and communication nlodule 56. As discussed above. the
biometnc sensor 58 can include a (ingerprint panel. in wig ch
fingerprint data of the user is received at 712. Alternatively,
thc biomctnc sensor 58 can include a microphone diat
rccclvcs vil ice lllpat flolll thc user, ill w ha 11 case voice daiil
of thc user is rcceivcd at 712. For cxmnplc, thc voice data
may mclude a recording of the user speaking a predeter-
nuned word or a word that the subject vehicle 10 and/or the
v earable device 51 instructs the user to say. Alternatively,
the biometric sensor 58 can include an image sensor or
cillllCId thilt ICCCIVCS lludgC ihua Of all ills Of thc use'I, 111

which case image data for an ins of the user is rccctvix( a(
712 Once the biomctnc data is rccnvixl by thc control
nxldule 26 of the subject vehicle 10 from the wearable
device 51. the control nlodule proceeds to 714
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A& 714, thc control module 26 compares file biomctric

data received from the user via the biometric sen~or 5S ofthe
w carablc dcv ice 51 with s&orcd biometric data. For ex unple,
the control module 26 can retrieve biometric data stored in
the user database 32 as being associated wi&h the previously
received device Il).

At 714, &shen the inputted biometric data matches the
stored bionletric data, the control module 26 pmceeds to 718
and unlocks the subject vehicle 10. For example. the control

1 I 1

module 26 controls thc door lock system 28 to unlock the
doors of the subject vehicle. The algorithm then ends at 720.

A& 714, when thc inpuuix) biometric data does not match
the stored biometric data. the control module 26 pmceeds to
716 and a)cd a vcluclc aihnuustra&or assoc&a&vs) wi1h thc
subject vehicle I U that an unauthorized user has attempted to
enter the velucle. For example, the vehicle administrator can
be. for example, an owner of the subject vehicle 10 or a
designated employee or owner of a business associated with
the sub)cct 1 cluclc. 11&a control module 26, fhr example, can
alert the vehicle administrator by sending an email. a text
message, and/or anotlmr suitable commumca &ion mcswigc 1U

the vehicle adnlinistrator After 716, the control module 26
then loops back to 704 mid waits to receive another device
ID front a ivearable device 50

Refernng back to 706 ol'1& L 7. Bs &hsmussed above, the
control module 26 checks the user database 32 of the subject
vehicle 10 to determine whether the received device ID is
associated with an authorized device, i.e, ivhether the
device ID is stored in the user database 32 associated with 1 &)

authorized user uilbnuauon When &hc device ID is no&

authorized. the control module 26 proceeds to 710.
At 710, &hc control module 26 dc&em&ines whether the

user tries to open/activate a door of the subject vehicle 10
after the device ID ol'hc user*a wearable dcvmc 50 is
received, such as by pulling or lifting a door handle of the
subject vehicle 10 or pressing a door activation bunon on the
subject vehicle 10 liurther, the control module 26 may
determine lvhether the user tries to open/activate a door of so
thc sub)cc& 1 cluclc 10 wi&lun a prod)etcnnined tnne period,
such as, filr example. one minute or two minutes, after
rimcivuig tlw dcvicc ID. A& 710, when thc user docs not &ry

&o opml a door of thc sub)cc& vehicle 10 after file device ID
is received, the control module 26 loops back to 704 and
waits for another device Il) to be received from the prox-
imity/contact sensor 24.

At 710„when the user does try to open a door of the
sub cct i chicle, for cxamplc, witlun a prcde&cnmned time
period Slier tlu: dcvicc ID&a rcccivisk thc control module 26 c

proceeds to 722. At 722, &lm control module 26 conumuu-
cates with the validation data server 42 through the cont-
nnmication module 3U and distributed comimuiication net-
lvork 40 to determine if additional user data is avaiLlble for
the subject vehicle 10 For example, an additional authorized s.
User ulav have bccu Bddcil fol thc sub)cct vchiclc 10. In such
case, a dcvicc ID Ibr a wcarablc device and biomctnc data
associated with &hc additional mi&horizcd user may bc stored
in the validation data server 42.

At 724, the control module 26 deter&nines if there is ic
additional user data available for the subject velficle 10. If
so, the control module 26 proceeds to 726 and downloads
additional user data Ibr thc authonzed user, uicludulg bio-
mc&ric data and a device ID associated wi1h 1hc au&honzcd
user. Thc control module 26 updates thc user database 32 to ss
include the additional user data. After retrieving the addi-
tional user data front the validation data server 42. the

control module pmcccds to 708 and act&vates thc biomc&nc
sensor ZU and associated vehicle indicators, as discussed in
dc&ail above.

At 724 when additional user data is not available for the
subject vcluclc 10 in &hc la)&dation &kua scrvcr 42, thc
cmttrol module 26 proceeds to 716 and alerts the vehicle
administrator that an unauthorized user has attempted to
enter the vehicle, as discussed m detail above )1&e contml
module 26 then loops back to 704 and waits to receive
another device ID Ibom a wcarablc device 50.

FIC). 8 illustrates a flow diagram for a method ofupdatin
data for a multi-step vehicle mltry authonzauon system
according to the present teachings 1he nlethod or algorithm
800 can bc perl'omtcd by a compuung device 44 ui con-
junction with the validation data server 42. as shown in I'l(i
1. The computing device 44 can be a personal computer,
laptop, or mobile computin device configured to receive
biometric data of a user. Alternatively. the method or algo-
n &fun 800 can be pcrfonutxl by 1hc control module 26 ol'hc
subject vehicle 10 in conjunction with the vali&Lltion data
scrvcr 42.

I'he algorithnl starts at 802 At SU4. a user log&n procedure
is administered to a user nmnaaeinent applicatio&1 n&niting on
the computing dei ice 44 or on the contml module 26 of the
subject velficie 10. The user Iogn procedure may include,
for example, enterin a username and a passu ord. or select-
ing a username and password if tins w thc lirst &unc dic user
log&&1 p&OCCd&l&C ls bC&ilg &&Scil. 111 tiff&&lou. 1f &hc a)go&i&bin
SUU is being perfomled by a computing device 44, the user
login procedure nlay include enterin a vehicle identification
of the subject vehicle 10 associated with the particular user
If the al oritlun 800 is being performed with the control
module 26 of the subject velficle 10, the control module 26
will already have ace&as to &hc value)a idmi&ification mid can
rc&ncvc thc vehicle idmtufication ol'hc sub)cct vcluclc. The
uscnlamc, password, Bnd vchiclc idmitilica&ion arc commu-
nicated to the validation data server 42

At SU6, a device Il) of the user*s wearable device is
received by the computing device 44 or the control module
26 of the subject vehicle 10. At 808. the user's biometric
data is received by a biomc&ric sensor associated with thc
computer dcvicc 44. B biomctric sensor 58 ol'he wcarablc
device 51. or a biometnc sensor 20 ol'he sub)cc& vcluclc 10.
i&or example, if fingerprint panel is heing used as the
biometnc sensor, the computing device 44 or the contml
module Z6 can receive fingerprint data of the user is received
at 808. Alternatively, if a microphone is being used as the
biomctnc ac&nor, thc compuung dcvicc 44 or thc control
&&loft&le 26 can Iccclvc 1 olcc 1&lpu& Iroin thc Use&. Ul which
crise voice &Llla. sUch as &I Iccordiilg of thc Use& s voice ol Ihc
user is received at 808 I'or example, the voice data may
include a recording of the user speaking a predetermined
word or a word that the computing device 44 or the subject
vehicle 10 instructs the user to say. Alternatively, ifan image
sensor or camera is bmng used as the biomctnc sensor. thc
computing device 44 or &he con&rol module 26 receives
linage dBI B i&I Bil 1&1 S Of Ihc Use&; 111 W hi Ch Ca Sc &hc hnagC dani
for the iris of the user is received at S()8

At 8 I U, the con&puting device 44 or the contnll module 26
of the subject vehicle 10 stores the biometnc data of the user
v ith the device ID of the wearable device 50. 51 associated
with thc user in &hc valtdafion data scrvcr 42. For example,
the vahda&ion data server 42 may utcludc a vafidahon
database that stores user uilbrmauon, such as user login and
password information, user biometric data, and a device Il)
associated with a Vvearable device 50, 51 of the user.
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AI 812, Ihc newly entcrcd user u&lhrmauon. such as thc

device ID and associated blometric data for the user are
syncn! from Ihc validat&on dale server 42 Io Ihc user
database 32 of the sublect vehicle 10. In the event the subject
&chicle 10 does not nirrcntly have a network co&u&ection

available to comnlunicate w&th the validation data server 42,
step 812 may be deLayed until a network connection &s

available and the subject vehicle 10 is in communication
&lith the validation data server 42. The algoritiun 800 ends
BI 814.

In this way, the present d&sclosure beneficially provides
sv's&cnis inul nlc&foils for a&ill&i-stop vch&ch: cally 1&Ulhorl-

zation As discussed above. to gain access to a subject
&chicle 10 a user must have m& authorized v,earablc dev&ce

50. 51 and must enter bionletric data previously associated
&lith a device ID of the wearable device 50. 51. In this way,
the present disclosure pmvides for secure and authorized
access to the sublect vehicle 10 without the need for a
lrdditionid kcv'ob. Thc prescnl disclosure also beneficially zil

provides a method for adding authorized users with associ-
ated wearablc dcv&ces for a subject vehicle 10 so Ilmt
nniltiple authorized users can appropriately gain access to
the subject vehicle 10

Additionally or alternatively. the multi-step vehicle entry
authorization system may be configured to allow difi'erent
user levels for different users. In such case. the user database
32 mdy store an access level assocmied w&&h each user. For
example. a Iirst user access lcvcl may allow Ihe user Io cuter
a passenger compartment of the subject vehicle 10, but not &c

to start or drive the subject vehicle 10 I'or example. the
systenl may prevent the user from activating a starting
system of the subject vehicle 10. A second user access level
may allow the user to access a locked comparunent of the
sublcct vchiclc 10, sUch Bs B Irinlk ciinlpB&tnu:n& or glove &1

comparlmen& of thc sublect vch&cle 10, but not Io starl or
dnic the sublcct vch&clc 10 A Ilurd user access level may
alloiv tile 1&scr to c&ttc& B passcngcl'onlpBrnucnt of thc
subject vehicle 10 and to start and drive the subject vehicle
10, but not to access a locked compartment of the subject do

vehicle 10, such as a tnnd compartment or love compart-
ment of thc sublect vch&cle 10. A fourth user access lcvcl
nldv dllov: Ihc User lo cn&cl Ihc passenger con&pa&tun:n& of
the subject vcluclc 10, to start m&d dnvc Ihc subtext veluclc
10. m&d to access the locked compartments of the subject
vehicle 10. such as the tnu&k compartment and/or glove
compartment of the subject vehicle 10. In such case, v.ben
the inputted biometric data matches the previously stored
b&omc&nc data, the control module 26 may chcmk a user
access le&el s&orcd in Ihc user database 32 assoc&a&n! w&lh O

thc particular user. Dcpn&du&g on Ihe siorcd user access level
associated ivith the particular user, the control module 26
n&ay (a) unlock the vehicle: (b) prevent or allow the user to
access a locked compartment. such as a trunk compartment
or glove compartment of the subject vehicle 10; and/or (c) s.
pre& cn& UI idlow Ihc ilscr floni staring Bnd drivnlg thc
1 ch&clc.

Example embod&ments arc provided so &hat tins d&smlosurc
will be thorough, and will fully convey the scope to those
who are skilled in the art Numerous specific details are set ic
forth such as examples of specific components. devices, and
methods. to provide a thorough understanding of embodi-
mcnls ol Ihc present d&sclosurc. It w&ll be apparenl Io those
skilled u& the a&t that spec&lic dc&a&ls nccd not be employcvh
tha& cxmnple cmbodnnents may bc embod&nl m many ss
di iferent forms, and that neither should be construed to limit
the scope of the disclosure. In some exmnple embodin&ents,

well-known processes, well-known dev&cc struc&urea. and
v ell-known technologies are not described in detail

In this application, including the dehnit&ons below, the
terms "module" and "system" may refer to, be part of, or
include circuits or circuitry that may Include processor
hardv are (shared. dedicated. or group) that executes code
dnd nlcnlo&y harilwdrc (shdlix!. dcihcdtcd, ol groilp) thai
stores code cximu&cd by thc processor hardware. Thecodc &s

cm&figured to provide the features of the modules and
systems described herein In addition, in this apphcation the
terms "module" and "system" may be replaced w&th the term

cu'CU&L

The terminology used is for the purpose of describing
particular example cmbodimn&ts only and &s not intended Io
bc lun&t&ng. The singular fonna "a," **an," and "Ihc" may bc
intended to include the plural forms as well, unless the
context clearly indicates otherwise 'I'he terms "comprises,'*
"con&prising,** "including." and "having,*'re inclusive and
therefore specify the presence of stated features, integers,
steps, operation~, alen&ents. and/or components, but do not
prccludc thc prcscncc or addinon of onc or more o&her

fi:alurcs, &n&egers, steps, operations, clemcnm, componcn&s,
and/or groups thereof The method steps, processes, and
opemstions described herein are not to be cimstrued as
necessarily requiring their performance in the particular
order discussed or illustrated, unless specifically identified
as an order of perfi&nnance. It is also to be understood that
add&tional or al&emani c steps may bc cmploycd.

When an clemcn& or layer &s rcfcrrcd to as bnng '*on,"

"engaged to." "connected to," or "coupled to" another
element or layer, it may be directly on, engaged. connected
or coupled to the other element or layer. or intervening,
elements or layers may be present. In contrast, when an
element is referred to as being "directly on.'* "directly
engaged Io,** '*dircclly connected to," or '*d&rcclly coupicxI
to" m&other elcmcnt or layer, there may bc no intervenu&g
elcmcnts or layers prescnL Other w ords used Io descnbe Ihe
relationship benveen elements should be interpreted in a like
faslfion (e.g, "between" versus "directly between," "adja-
cent'* versus "directly adjacent„" etc ). The term "and/or*'ncludes

any and all combinations of one or more of the
dssoclatcd hs&cd &teals.

Allhough Ihc tcm&s lirsL second, Ih&rd, ctc may be used
to describe various clcmcn&s. componn&ts, regions, layers
and/or sections, these elenlents, components, regions, layers
and/or sections should not be limited by these terms These
terms may be only used to distingnfish one element. com-
ponent, re ion. layer or section from another region, layer or
acct&on. Terms such as "firs&.*'*scmond," and other numenca1
tcnns when used hcrcm do not imply a scqucnce or order
unless clearly &nd&catcd by Ihc context. Thus, a Iirst clemcn&,
cmnponent, region. layer or sect&on discussed below could
be termed a second element. component, region, layer or
section without departing from the teachings of the example
embodiments.

Spat&ally relative terms, such as "nu&cr." "outcr,"
"bn&cath," "below,** '*low er.'* "above," "upper," and thc like.
may be used Ihr case ol'description Io dcscnbc one clement
or feature's relationship to another element(s) or feature(s)
as illustrated in the figures. Spatially relative terms may be
intended to encompass different orientations of the device in
use or operation in addition to the onentation depicted in the
ligures. For example, if thc dcvicc u& the ligures is tumcxI
Over, clemcnts described as "below" or **bn&cath" o&her

elcmcnts or li:dturcs would d&en bc oncntixl '*above" Ihe
other elements or features 1 bus. the exanlple tern& "below*'an

encompass both an orientat&on of above and bek&w. The
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dcvicc may bc otherwisc oricnlcxi (rotated 90 degrees or al
other orientations) and the spatially relative descriptors used
hcl'cin rulc&pre&cd rrccordruglv.

'ihe tilregomg description of the embodiments has been
provided for purposes of &llu stra non and descupuon. I& rs nor
intended ro be exhaustive or to limit the disclosure Indi-
vidual elements or features of a particular embodiment are
getlerally not linl&ted to that particular embodiment, but,
&vhere applicable. are interchangeable and can be used in a

U&
sclcclcd cmboduncnt, cvcu il'ot spccilically shown or
described. The same may also be varied in many ways. Such
tariauom arc nol to bc regarded as a departure lyom thc
disclosure. and all such mod&fications are intended to be
includtxl within thc scope of thc disclosure.

What is claimed &s:

1. vk systmu compos&ng.
a proximity/contact sensor attached to a vehicle timt

receives a device ID from a wenrabie device of n user, Io
a biometric sensor thnt rcce&vcs biometric dale of the user,
a control module thai acccsscs a user database storing

authorized user mfilrnlation to retrieve stored bionletric
data associated w&th the received device ID and deter-
mines v hether the user &s authorized for the vehicle
based on comparing the received biometric data of the
user &lith the stored biometric data retrieved from the
user database, und

wherein the control module unlocks lhc vehicle &n

response to a determinat&on that the user i ~ authorized &o

for the vehicle
2 tile systenl of claim I, wherein the biometric sensor

includes a tin erprint panel that receives a fin erprint of the
user and the authorized user information includes fin erprint
tla I it . ls

3. Thc system ol'lnun 1, &rhercui thc biometnc sensor
includes a microphone that rcccives voice ulpul from the
user and rhe authonzed user information includes voice data.

4 Tile sr'stcnl of claUU I, ivhcrcl&1 thc bronlctl'rc scnstlt'ncludes

a camera that receives on image ofnn iris of the user do

and the authorized user information includes iris iml e ILltn.
5. The system ol'ln&m 1, wherein thc b&omctuc sensor is

dr&Itched Io lhc vciliclc.
6. The system ol'ln&m 1, wherein thc b&omctuc sensor is

attached to the weansble device and the biometric data &s

communicated to the control module by the v earable
device.

7. The system of cLaim 1. wherein the control module
accesscs a vahdut&on dale server Bnd updalcs Ihe user
database based on add&tioual au&boozed user mfi&nnalion o

lect:Ivcd flo&ll lhc vBI&iL&lion dain scrvc&.
8 I be systenl of clainl I, wherein in response to (ai the

received device Il) not being tilund in the user database and
(b) the user attempting to open a door of the vehicle, the
control module accesses a vahdation data server ro retrieve &s

additional user informnl&on for the vchiclc &I avmlabic, and
whermn Ihc control module dctemuncs whether Ihc user is
authorized for thc vch&cle based on the dcvwe ID, thc
biometric data. and the addit&onal user information.

9 'I'he system of claim l. wherein the control module io
determines ithether the user is authorized for the vehicle by
determining whether the received device ID matches a
stored dc&ice ID &n the user database dnd whether the
rcmcrved biomclnc darn matches thc stored biomcluc data &n

thc user databusc. Ss

1(l. 1 he system of clainl 1. wherein the control module
detem&ines a user access level associated with the user based

ou thc device ID, lhe b&omclric data, and thc user database.
the user access level indicating, tvhether the user &s alk&wed
to start the vehicle

I l. A method comprising
receiving, v,ith a proxinlity/contact sensor attached to a

vehicle, a device ID from n wearable device of a user;
rcccivurg, w&lh B biometrw. sensor, b&omcluc data ol'hc

llscr,
accessing, with a control module. a user database storing

authnrized user information to retneve stored biometric
data associated with the received device ID;

detemlinin . with the control module. v hether the user is
authorized fi&r the vehicle based on comparing the
race&vcd b&omeluc data of lhe user w&th thc storod
biomctnc tiara rcluevcd from thc user database, and

unlocking, with the control nlodule, the vehicle in
response to a deternlination that the user is authorized
for the vehicle

12. The method of claim 11, &there&n the biometric sensor
includes a fingerprint panel that receives n fingerprint of the
user and lhe au&hooded user urfomrnt&ou &ncludes lingcrprurl
ilala

13. I he method of claim 11, v herein the b&ometric sensor
includes a rnicrnphone tlmr receives voice input fnlm the
user and the authorized user information includes voice data

14. The method of clainl 11„&vherein the b&ometric sensor
includes a camera that receives an image ofan iris of the user
dtld 11&C r&U&htt&1LCd l&Si I Info&in&It&on Ii&CIUdi S Ir&S Ill&Bgc'lala.

15. Thc method of claim 11, win:rmn thc b&omctric semor
is attached to the vehicle.

16 1)le method of claim 11, where&n the biometric sensor
is attached to the tvearable device and the biometnc data is
conununicated to the control module by the wearable
device.

17. The method of claun 11, further composing:
accessing, wuh thc control module. a vahdation dais

scrvc&"I Bnd
updating, tvith the conrml nlodule, the user database

based on additional authorized user information
received from the validation data server

18. The method ofcLlim 11„ further comprising accessirtg,
with Ihc control module, d t alidalion thrta server to rclricvc
did&I&Cadi USCI Inform&dr&0&1 fo& lht: Vch&CIC, if BVBIIBblc, In
rcsponsc to (ai Ihc rcce&vcd device ID nol bc&ng found in thc
user database and (bi the user artemptmg to open a door of
the vehicle, v, herein the control module deternunes whether
the user is authorized for the vehicle based on the device ID,
the b&ometric data, and the additional user &nfomration.

19. Thc method of claim 11. &rhcrc&n Ihe control module
dclcrnuncs whclhcr thc user rs authonzcd for thc vehicle by
dclcrnuning whether Ihc rcce&vcd dcvtcc ID matclms a
stored device ID in the user database and whether the
received biometric data matches the stored biometric data in
the user database.

20. A system comprising:
B pn3xinltlv/contact st:&iso& ink'rchixl to a vclliclc lhdt

race&vcs a device ID Iyom a comput&ng dcv&cc of a user.
thc comput&ng device bculg ouc of a amer&phone and
en&bedded in the user;

a biometric sensor that receives bionletric data of the user;
n control module that accesses a user database storin

authorized user information to retrieve stored biometric
dale associated &s &th lhc received dev&cc ID and dcier-
nuncs whclhcr thc user &s aulhonzcd fi&r thc veh&clc
bascxl on comparing the rcceivcd biometnc dani of Ihc
user tvith the stored biomernc data retrieved from the
user database: and
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wherein the control module unlocks the vehicle tn
response to a determinatton that the user i ~ authorized
for the vehicle
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